CIVIL
ENGINE'ERING

>
1
A°1] 1C5

[ ]

C JOURNAL
~

ISSN 2L415-85504 rint\

ISSN 2415-8569 / online '

\‘



FOUNDERS

Kyiv National University of Construction

and Architecture (Ukraine)

Certificate of the State Registration

KB Ne 24366-14206 P dated 13.02.2020.

Decision of the National Council of Ukraine on
Television and Radio Broadcasting No. 223 dated

INTERNATIONAL SCIENTIFIC JOURNAL

SMART
TECHNOLOGIES

INDUSTRIAL AND CIVIL ENGINEERING

01.02.2024. Founded in August 2015
ISSN 2415-8550 (print) ISSN 2415-8569 (online) I S S u e 2 ( 1 5) 2 0 2 4
DOI: 10.32347/uwt.2024.15 J
It is published twice a year
EDITOR-IN-CHIEF LUENCE OF Wa
Yurii Khlaponin Dr.Tech.Sc., Prof.,, Full member ‘“F TE R
(Academician) of the Ukrainian Academy of oM AN Ew“"“ﬁ"'r
Sciences, KNUCA, Kyiv AND INNOVATIVE
DEPUTY EDITOR TECHNOLOGIES

Sergii Lenkov Dr.Tech.Sc., Prof., Honored worker of
science and technology of Ukraine, laureate of the
state prize of Ukraine in the field of science and
technology of Ukraine

EDITORIAL BOARD

Petro Kulikov Dr. Econ.Sc., Prof., KNUCA, Kyiv

Oleksandr Bezverkhy Dr. Phys. and Math.Sc., Prof.,
National Transport University, Kyiv

Natural sciences
Mathematics and statistics
Information technologies
Mechanical and electric engineering
Automation and instrument-making
Production and technologies
Architecture and building

Volodymyr Blintsov Dr.Tech.Sc., Prof., acad. Makarov
Mykolaiv University of Shipbuilding, Mykolaiv

Natalia Bushuieva Dr.Tech.Sc., Prof., KNUCA, Kyiv

Denis Chernyshev Dr.Tech.Sc., Prof., KNUCA, Kyiv

Leonid Dvorkin Dr.Tech.Sc., Prof., National University
of Water and Environmental Engineering, Rivne

Mykola Dyomin Corr.-member of NAAU, Dr. of Architec-
ture, Prof., KNUCA, Kyiv

Stepan Epoyan Dr.Tech.Sc., Prof., KhNUCA, Kharkiv

Viktor Grinchenko Full member of NASU, Dr.Tech.Sc.,
Prof., NAS Institute of Hydromechanics of
Ukraine, Kyiv

Sergii Klymenko Corr.-member of NASU, Dr.Tech.Sc.,
Prof., NAS V.M. Bakul Institute of Superhard
Materials of Ukraine, Kyiv

Veniamin Kubenko Full member of NASU, Dr. Phys
and Math.Sc., Prof., NAS Institute of Mechanics
of Ukraine, Kyiv

Oleg Limarchenko Dr.Tech.Sc., Prof.,
Shevchenko Kyiv National University, Kyiv

Oleksandr Luhovskyi Dr.Tech.Sc., Prof., NTU of Ukraine
Igor Sikorsky "Kyiv Polytechnic Institute”, Kyiv

Leonid Mazurenko Dr.Tech.Sc., Prof., NAS Institute of

Electrodynamics of Ukraine, Kyiv

Nazarenko Dr.Tech.Sc., Prof,,

of Construction of Ukraine, Kyiv

Alla Pleshkanovska Dr.Tech.Sc., Prof., KNUCA, Kyiv

lhor Rebezniuk Dr.Tech.Sc., Prof., National Forestry
University of Ukraine, Kyiv

Oleksandr Terentyev Dr.Tech.Sc., Prof., KNUCA, Kyiv

Valentyn Tomashevskyi Dr.Tech.Sc., Prof., NTU of

Ukraine Igor Sikorsky "Kyiv Polytechnic Institute"
Kyiv

Valery Tovbych Dr. of Architecture, Prof., KNUCA, Kyiv

Leonid Zamikhovskiy Dr.Tech.Sc., Prof., Ivano-
Frankivsk National Technical University of Oil and
Gas, Ivano-Frankivsk

Taras

Ivan Academy

© SMART TECHNOLOGIES:
Industrial and Civil Engineering, 2024

INTERNATIONAL EDITORIAL BOARD

Winfried Auzinger PhD eng., Ass.Prof., Vienna University
of Technology (Austria)
Vladislav Bogdanov PhD Phys. and Math., Snr.Res.Ass.,
Progressive Research Solutions Pty, Sidney
(Australia)
Goran Bryntse PhD, Ass.Prof., SERO, European
Renewable Energy Federation, Borlange
(Sweden)
Carsten Drebenstedt Dr.hab, Prof., Technical University
Bergakademie, Freiberg (Germany)
Marian Druza PhD eng., Prof. University of Zilina (Slovakia)
Miklos Hajdu PhD eng., Prof., Budapest University
of Technology and Economics (Hungary)
Mashkov Dr.Tech.Sc., Prof., University J.
Evangelista Purkyne in Usti-nad-Labem
(Czech Republic)
Sergiy Ryzhkov Dr.Tech.Sc.,

Viktor

Prof.,Zhenjiang ACME

Informa-
tion Technology Co. Ltd, Shengzhou (China)
Miroslaw Skibniewski PhD eng., Prof.,, University
of Maryland, College Park (USA)
Henryk Sobczuk Dr. hab, Prof.,, Lublin University
of Technology (Poland)

Nameer Hashim Qasim Dr.Tech.Sc., Assoc. Prof., Cihan
University-Sulaimaniya, Sulaymaniyah, Iraq.

Scientific professional publication of Ukraine (Category “b”)
Orders of the Ministry of Education and Science

30.11.2021 Ne 1290, 07.04.2022 Ne 320, 01.02.2024 Ne 223
(specialties — 121, 122, 123, 125, 126, 131, 132, 133, 141,
184, 191, 192, 193)

Approved by Academic Council
University of Construction
May 24, 2024, Protocol No.04

Languages of the publications English, Ukrainian

of Kyiv National
and Architecture

© KNUCA, NOVEMBER, 2024


mailto:dvorkin.leonid@gmail.com

INTERNATIONAL SCIENTIFIC JOURNAL

Content
Mathematics and statistics
BikTopia KntoeBa, Bnagucnas NepacumMuyk, Irop JaHUIIOB. ............oiiiiii e, 4
TunoBi matemaTnyHi Mogeni, siki 3aCTOCOBYIOTLCA B aBTOMaTU30BaHMX CUCTEMaX OpraHisauinHoro

yrnpaeniHHA
Typical mathematical models used in automated systems of organizational management

Anatolii linytskyi, Oleg Tsukanov, Oleksandr Simonenko, Yuriy Pepa, Andrii Petrenko................. 10
Mathematical model of single-channel signal search with two degrees of detection in radio fre-
quency monitoring of mobile telecommunication systems
MaTtemaTnyHa MOLenb OfHOKaHaNbHOro NOLLYKY CUrHany 3 ABoMa CTYNEeHSMU BUSIBIEHHS B pagio-
YACTOTHOMY MOHITOPUHIY CUCTEM MOBINBHOrO 3B'A3KY

Informathion technologies

Abdulsatar Shaker Salman, Aqeel Mahmoud, Abdulelah Hameed Yaseen, Omar Saad Ahmed,
Mohammed Yaseen Abdullan. ..ot 18
The senergistic impact of 5G on Internet of Things innovation and growth
CwuHepriyHun BnnmB 5G Ha iHHOBALi Ta 3pOCTaHHsA IHTepHETy peyen

Ceprin JleHkoB, Bonogumup xynin, Onekcangp ABopcbkuit, KocTAHTMH 3aueniH....................... 31
Mogenb iHdopmaLiiHOT 6e3nekn yHKLIOHYBaHHSA NporpaMHoro 3abesneyeHHs
Information security model of software operation

lhor Muliar, Serhii Lenkov, Volodymyr Hloviuk, Volodymyr Anikin, Yevhenii Sotnikov.................. 46
MeToa nowwyky BpasnusocTeln Be63acTocyHkiB 3 BukopuctaHHam APl ChatGPT
A method for finding web application vulnerabilities using the ChatGPT API

Irop Kosy6uoB, Hatanisa 3iH4eHko, AHApPit KOTEHKO, Irop ABEPIUEB ...........coovvviviviiiiiiiieeene, 56
Mpobnemu 3abe3neyeHHst iHopMaLinHOi 6e3nekn cyb’eKTaM OCBITHBOI AiSANIbHOCTI B LMGPOBOMY
OCBITHbO-HayKOBOMY CepefoBULL 3aKnagiB OCBITU
Problems of ensuring information security for subjects of educational activities in the digital
educational and scientific environment of educational institutions

DMytro HUMENNYI. .. ..o e et 66
Adaptive Software Component for Predicting Energy Consumption of an Electric Vehicle on a Planned
Route
AJanTVBHUIM NPOrpaMHUA KOMMOHEHT AN NMPOrHO3YBaHHA E€HEpProcrnoXuBaHHA enekTpomobins Ha
3annaHoBaHOMY MapLUpyTi

HOpint XnanoHiH, BONMOANMMUP BULLHAKOB. ...........c.iuiiii et aeans 78
Bu3aHaveHHA NOHATTS iHpopMaUil 4Na XKUBKUX | LWITYYHUX iHCpOpMaLINHUX cUCTEM
Definition of the concept of information for living and artificial information systems

Makcum Odenem6oBcbkuin, Makcum MapkeBu4, Bopuc KopHinUyK. ..., 90
[ocnigxeHHs BNNUBY iHTEPHET cepefoBuLLa Ha NianiTkiB
Study of the influence of the Internet environment on teenagers

Mechanical and electric engineering
Yurii Khlaponin, Volodymyr Myronenko. ........ ... .99
Design of radio communication modules for UAVs using atypical frequencies
MpoekTyBaHHs MoayniB pafio3s'asky anga Br1J1A 3 BUKOPUCTaHHAM HETMNOBUX YacTOT

Asmaa Hakeem Naeem, Mahmood Jawad Abulshaer, Alhamza Abdulsatar Shaker, SaifSaad
Ahmed, Alaa Salim Abdalrazzaq...............c.oiiiiii 105
A Statistical Optimizing UAV Stability Through 5G Network Parameters
CrartuctmdHa ontumisadia ctabinbHocTi BIMJ1A yepes napametpu mepexi 5G

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 2(15), 2024



INTERNATIONAL SCIENTIFIC JOURNAL

Production and technologies
Olen KUZIN. ... e 119
Cuctema MOHITOpPUHrY GaHKiBCLKOT iHPpPaCTPyKTypK
Banking infrastructure monitoring system

AHacTacia KoHgakoBa, OnekcaHAP KOPELIBLKUM. ...... ..ot 124
Mogeni nobynoBu Mepex iHTEPHETY pedert Ans ynpaeniHHSA iHPPaCTPYKTYpoo MicTa
Models of building Internet of Things networks for city infrastructure management

Onbra MeTpakoBebKa, Mapift MUXaNMbOBA. ...........c.iuiiiiiiie e e e e aeaas 133
KoHuenTyanbHa mogene opMyBaHHS 0BMeXeHb LLOAO BUKOPUCTaHHS 3eMerb
Conceptual model of land use restrictions formation

GUIAEIINES FOr AULNOTS. ... e 139

Birarw, manoBHi ynTayi ;kypuaay Smart Technologies!

[Toyarok 21 cCTOMITTA, SKIIO aHadi3yBaTU PO3BUTOK TEXHOJOTIH, MPHUHIC
TEXHOJIOTIYHY PEBOJIIOIII0, TIOB’sA3aHy 3 OYpXJIMBUM PO3BUTKOM CMapT IHAYCTPIi,
IHTEepHETY peuei, Kioeppi3UMIHUX CUCTEM TOIIIO.

[ToTentiiinuii edeKT BiJl CTBOPEHHS Ta 3aCTOCYBAaHHS CMapT TEXHO-
JIOT1M MOJKHA IMOPIBHATH 32 MacIITaOOM Ta BILTMBOM 3 €(PEKTOM Bij
CTBOpeHHS Mepexi [HTepHeT. BinOyBaeThCsi HE3BOPOTHE B3aEMO-
MPOHUKHEHHS PI3HMUX 32 MOXOHKEHHSM 1 MPUHIIMIIAMHA POOOTH Me-
peX, TaKUX, HAMPUKIIAJ, K MEPEXi mepenadl KOMIT IOTEepHUX Ja-

, HUX 1 MEpeXI Imepeadi roJiocoBoro (TeaedoHHOro) Tpadiky ToIo.

' Le cBimunTH TPO TE, 110 €BOJIOLIS MEPEXK 3B’SI3KY BiIOYBA€THCS B
‘ﬁ’ HarnpsMi KOHBEpreHIli (convergence — 30JUKEHHsI, CXOJKEHHSI B
onHy Touky). [lIBuaKO, mMicis TOCSATHEHD, IO BUHUKAIHN Yepe3 IMo-
sBy [HTepHETY 1 cMapT(OHIB 3 CEHCOPHUM E€KpaHOM, TETep HacTalla Yyepra ITy4IHOTO
iHTenekTy (Al) Ta pO3yMHHMX TEXHOJIOT1H OUYOJUTH HACTYITHUN eTarl I100aJbHUX 1HHO-
Bailiii. PO3BUTOK cMapT TEXHOJOTIH 3MIHIOE HaIll CIIOCIO KUTTSA, CIIJIKYBaHHS Ta PoO-
6otu. Jlromu 3aBKau MparHyTh KPaIioro, TOMy akTHBHO BUKOPUCTOBYIOTh TEXHOJIOT 11
cMapT IHAYCTPii.

Yomy? Tomy, mio 1e 3py4dHo, migBUIITye Oe3reKy, e(PpeKTHBHICTh, CKOHOMHUTDH HaIIIl
rpomii Ta yac. [Ipo e penaxkitist onoBiaeHoro xxypHairy Smart Technologies (Po3ymni
TeXHOJI0rii) 04iKye€ BiJI Bac IPYHTOBHHUX CTaTCH Ta 3aIpoIIye 10 CIiBIpari !

upo Bam,

TI'otoBHMI pegaKTOp KYypHAJILY,

JIoKTOp TeXHIYHUX HAYK, Ipodecop,

HilicHuii wieH (akaaeMik) YKpaiHCbKOI AkajgeMil HAYK

"/ ¥Opiii XJTAITOHIH
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AHoTamif. Y CTaTTi pO3MISAAIOTHECS THIIOBI
MaTeMaTHYHI MOJIENi, SIKIi BUKOPHUCTOBYIOTHCS B
aBTOMAaTH30BaHUX cucTtemax ympapiinas (ACY),
PI3HOBHJIOM SIKHX € aBTOMAaTH30BaHI CHCTEMH
opranizaniitnoro ynpasninas (ACOY), 3 MeToro
MPUAHSATTS ONTHMAITBHUX YIPABIIHCHKUX PIIICHb.

Y Ham dYac HEMOXIWBO BHPIIIyBaTH
npoOJIeMu YIIpaBIiHHS EKOHOMIKOIO IISIXOM
MEXaHIYHOTO 301IbIICHHS YUCEIBHOCTI
YIOPABISIIOYOTO arnapary, TOMy IO MaciiTadu
pOOIT BUMararoTh Takoi KiUTBKOCTI JIFONIEH, sKa

He Moxke Oyru HampaBieHa 10 cdepu
yIIpaBIIiHHS.

[IpoBomuThCS aHaJI3 HAHOLIBII
PO3IOBCIOKCHUX THITIB 33134, SIKi PO3B’SI3YIOTHCS
KEepiBHUKAaMH Ha BCIX JIaHKax  YHOpaBIiHHI:
YOpaBNiHHS =~ 3alacamy, pO3MOIULY, MAacOBOTO

00CIyroByBaHHHS, BIIOPSIIKYBaHHS, 3aMiHH.
HaBoauThcst mpuKiIan po3B’s3yBaHHS 3agadi

yHIpaBIiHHSI 3armacaMu Ha CKJIQJICKOMY
rOCIIOIaPCTBI.

JaeTncs 3arajabHa XapaKTePUCTHKA
MaTeMaTHUYHUX MOJENEH, 10 BUKOPUCTOBYIOTHCS Y
JIETEPMIHOBaHUX 3a7a4ax MPUAHATTS
oprasi3zaIiiiHo-eKOHOMIYHHUX PpIlCHB B

OpraHizalilHUX cCHUCTeMax Ta HaBOAATHCS YMOBH
IUTA X 3aCTOCYBaHHSL.

KiaiouoBi ciaoBa: maremMaTuuHi — MoOJEI,
aBTOMATH30BaHI CHUCTEMH oprasizaniifHoro
YIOpaBIiHHS, TPUAHATTS YHPaBIiHCHKUX DIlllCHb,
JTOCJTIJKEHHS OTICPaIlii.

BCTVYII

Buznaueni oOCTaBUHU MPUBENTU 10 IIHPO-
KOTO 3aCTOCYBAaHHS aBTOMAaTHU30BaHUX CHUCTEM
ynpasiiHHsa (ACY), pi3HOBUIIOM SIKHX € aBTO-
MaTH30BaHI CUCTEMHU OpPraHi3alliifHOTO yIpaB-
ninas (ACOY) — eprotudHi (JIt0AMHO-

4

Biktopia Knroeea

CTApLUMi BUKNanad kadenpu
kibepbeaneru Ta

KOMM KOTePHOT iH¥eHepii

2

lNepacumuyk Bnagucnae
acnipaHT kadeapu
TENekoMyHIKaLiAHMX cHCTem
OYIKT

[

L
-~

Irop anunoe
acnipaHT kadenpw
TEXHIYHUX CUCTEM
kibepzaxwery OYIKT

MAallfHHI) CHCTEMH, 3aCHOBaHI HAa BUKOPHC-
TaHHI €KOHOMIKO-MaTeMaTHUYHUX METOMIB Ta
3ac001B €JEKTPOHHO-00UYHCITIOBATBLHOT TEXHIKH
st 300py, 30epiranss Ta 00poOKu iHpopmarii
PO 00’€KT YMPaBIIIHHS 3 METOIO BUPOOJICHHS
ONTUMAJIHUX YIPABIIHCHKUX PIllICHb.
Opniero 3 Teopild, sKa Ja€ MOKIIUBICTH 3a-
CTOCOBYBATH MaTEeMaTHYHI METOJU TPU TPUKA-
HATT1 YNPaBIIHCHKUX PIIICHb, € AOCTIHKCHHS
ornepauii. MeToau AOCHiHKEHHS onepariii Mo-
’KHA OJTHAKOBO 3aCTOCOBYBATH y Oy/Ib-sIKUX Ta-
ny3ax. Pi3HI 32 KOHKPETHUM MPOSBOM T'OCIIO-
TapCchKi MPOIIECH MOYKHA OTIMCYBATH OJTHUMH U

SMART TECHNOLOGIES:
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TUMH K MOJEIISIMHU, HAPUKJIIaJl, CUCTEMOIO Ji-
HIHHUX anreOpaiyHuX piBHSHb.

OCHOBHI ITOJIOKEHHA

PosmistHemMo  HaWOULIBII  PO3MOBCIOIKEH1
TUOM  3a1ad, SKi  PO3B’S3YIOTBCS B
aBTOMAaTH30BaHUX CHCTEMax OpraHi3amiiHoro
ynpasmiHHs. 1{i 3amaqi oTpuMany Taki yMOBHI
Ha3BH:

- 3a/a4i yrpasJIiHHS 3aMacamu;

- 3a/1a4i po3noauny;

- 3a/1a4i MacoBOTO OOCITyTOByBaHHS;
- 3a/1a4i BIOPSAAKYBaHHS,

- 3a1a4i BUOOPY MapuIpyTy;

- 3ajad4l 3aMIHU;

- 3MarajbHi 3a1adl.

3aoaui ynpaeninns sanacamu

3amacu — 1e pecypcH, siki B JaHHH MOMEHT
yacy HE BHKOPUCTOBYIOThCS. OCHOBHI BUIU
pecypciB, 3 SIKUMHU JOBOAMTHCS MAaTd CIIPaBY
TOCTIOAAPChbKUM KEpiBHUKAM, — I1€ MaTepialiu,
MAaIlIMHH, TPOIIOBI KOIITH, a TAKOX JIIOJACHKI
pecypcu. 3amaya  yHOpaBIiHHSA — 3amacamu
BUHUKAE€ Yy THUX BHWIIAJKaX, KOJIH HASBHICTh
HEBUKOPHCTOBYBAaHUX PECYPCIB MPU3BOTUTH 10
BUTPAT, XapaKTep SIKUX HE € OAHOPITHUM: OJIHI
3pOCTalOTh 13 30UIBIICHHSAM 3amaciB, 1HIII
3MEHIIYIOThCA (YOyBaroTh).

VY TakuX CUTYyallisX CTABUTHCS MTUTAHHS PO
BU3HAUYEHHS ONTUMAJIBHOI BEIMYMHH 3a11acy Ha
CKJIaZl 3 TOYKH 30py MiHIMIi3alii KpPHUTEpiro
«CyMapHi BUTPATH.

[Mpuknagu BUTpaAT, MmO 3pOCTAIOTh i3
30UIBIICHHSAM 3amacy: CKJIAACBhKI BHUTpATH;
BTpAaTH, 1OB’s13aH1 31 CTAPIHHIM Ta TICYBaHHSIM;
BTpaTH BiA 30UIbIIEHHS 00cATy OOMIKOBHX
orepariii ToIo.

Burparu, 110 3MEHIIYIOThCS i3
301JIbIIEHHIM 3amacis, OB’ s13aHI1 3
BIJICYTHICTIO  3allaciB Ta  HECBOEYACHOIO
MTOCTaBKOIO; 13 3MCHIICHHSAM  00CATYy
MiITOTOBYO-3aKIIOYHUX OIeparliii; 3 epexToM
ONMTOBHX  3aKymok; 3 e(eKToM  OLIbII
parioHanpHOI  cmeriamzarii  MpamiBHUKIB

MMOCTa4aJIbHUIIBKO-30yTOBUX Ta BHPOOHHYMX
HiAPO3ALTIB TOLIO.

Posmip maHMx BuUTpar 3aleXuTh  Bif
Oaratbox (hakTOpiB 1, B TEpIIy YEpry, Bif

SMART TECHNOLOGIES:
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PO3MIpiB MapTii Ta TPUBAIOCTI IHTEPBATY MIX
noctaBkamMu. OTke, HEOOXITHO ONTHMAaJbHUM
YIHOM BU3HAYUTH I1i TApaMETPH.

PosmisiHemMo cuTyariio, 110 BUHHUKaE B
OAHOMY 13 CKIJIQAChKMX rocmomapctB. Hexait
MONUT HA MPOAYKT /] € OCTIHHUM 1 TIOPIBHIOE
h TtoHH Ha pg00y. Hecrasa mnpomykty
HEMPUITYCTHMA. [TonoBHeHHA CKJany
BiIOyBa€THCS MAPTISIMU 10 /7 TOHH. 3aTpaTH Ha
JIOCTaBKY OJIHI€T MapTii Ha CKJIaa HE 3aJIekKaTh
BiJl pO3Mipy MapTii, MOCTiifHI 1 JopiBHIOWOTE Cp
rpuBeHb. BapTticTh 30epiranss 1 ToHHU 3a 100y
nopiBHioe Cf. 3araqpHUI TMONHUT 3a iHTEpBal
yacy 7 mopiBHIOE€ N TOHH.

OnHak He 000B’SA3KOBO 3aBO3WUTH HA CKJIAJ
onpa3zy yci N TOHH IpoayKTy. MOKIIUBO, 1110 11€
BUTi/HIIIE POOUTH Yy JAEKUIbKAa MPHUHOMIB,
MOTIOBHIOIOUM CKJIaJ 4Yepe3 IHTepBalud Yacy T
MapTisiMH 10 7 TOHH. Bekoro napriii Oyze m.

O4eBUIHO:

N =mn,
7T = mr, (1)
n=hrt.

Ile ymoBu po3B’s3ky. Beauuunu N, T, Cyp Ta
C;— 3anani. HeoOXiHO BU3ZHAYNTH €KOHOMIYH1
po3Mipu TapTii #, YMCIO MapTid m Ta iX
NEPIOIUYHICTH 7, TaK 100 CyMapHi BUTPATH Ha

30epiraHHsT ~ Ta  JOCTaBKY  BUSBWJIHCH
HallMEHIIIMMU.

Butparn na 30epiranHs omHiei mapTii
MPOAYKTY BUPAXKAIOTHCS BEJTMYMNHOIO
(1/2)nC,z, TOMy cymapHi BHTpaTu IO

JOCTaBIll Ta 30epiraHHi OnHi€l  mapTii
nopiBaoTh C, +(1/2)nC,7. Takum 4mHOM,

cymapHi Butpatu C 1o 10CTaBIli Ta 30epiraHHio
MPOAYKTY Ha CKJIaJi 3a BECh Mepion OyayTh
JOPIBHIOBATH

C=mC,+(m/2)C nr. ()

PiBastHHS (2) Ta yMOBH 3B 513Ky (1) SBISIOTH
co00or0 MareMaTH4Hy Moaenb 3amadi. lle
cucreMa JHIHHUX anredpaiuHuX piBHSAHBb 3
TpbOMa HEBIZIOMUMH 71, M, T.

Po3B’sxemo 1110 cuctemy. BukopuctoByroun
ymoBH 3B’s13Ky (1), 3aminumMo y (2) M 1 7 uepe3
h. Toni
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C=NC,/n+C/Tn/2. 3)

[[lo6 3maiith wmiHiMymMm C, He0oOXigHO

BU3HAYUTH, IPU SKOMY 719 TIOXiTHA I =0.

n
3 (3) maemo:
€ _ _NeyimticTia=0. @
dn
OueBuHoO, 110 < =0 fput
dn

n, =+[2NC,/C.T. (5)

TakyuM YMHOM BH3HAYA€THCS ONTHUMAJbHUN
po3Mip mapTii TPOAYKTY, a MOTIM 3 YMOB
3B’s3ky (1) 1 omTumanbHi pO3MIpH LHUKITY
MMOCTaBOK 7 Ta YUCJIA MapTiH my:

T, =n,/h, (6)
m, =N /n,. (7)

My po3mIAHYIM HaWOpPOCTINy MOJEINb
yIpaBJIiHHA 3arnacaMH, TaK 3BaHy MOJENb 3
¢ikcoBaHuM  po3MipoM  3aMmoBieHHS. Ls
MoZIesIb MOXKe OyTH YCKJIaJHEHa 3a pPaxyHOK
3HATTS Takoi YMOBH, SIK HENPUIYCTUMICTb
BIJICYTHOCTI TPOAYKTY Ha CKJIami. Y IbOMY
BUMAJKy Tpeba BpaxyBaru 30UTKH BiX
TUMYaCOBOTO HE33J0BUIbHEHHS IONMUTY Ta
YBECTH 1X B MOJEIIb.

Takum 4YWHOM, TMEpBICHA HAWMPOCTIIIA

MOZeNb  JONYCKAa€E  HApOUIyBaHHSI  Ta
YCKIIQJHEHHS, B TPOIECI SKOro  MOXe
3HAZOOMTHCS 1  BUKOPUCTAaHHS  HOBHX

MaTeMaTHYHHX 3ac001B I 11 PO3B’I3aHHS.
3aoaui po3nodiny

TunoBuMU yMOBamu, B SIKUX PO3B’SI3YETHCA
3a/1aua po3Moiiy, € TaKi:
- icHye psn omeparliii (OyIb-SKOTO BHUY), K1
MOBHMHHI OyTH BUKOHAHI;
- MAa€ThCs JIOCTATHS KUIBKICTh PECYpCiB IS
BUKOHAHHSI [IUX OTEpaIliif;
- TpWHaWMHI, JedKi  omepamii  MOXHa
BUKOHYBaTH pi3HUMHI ciocobamu,
BUKOPUCTOBYIOYHM PI3HY KIJIBKICTh Ta pPi3HI
KoMOiHalii pecypciB;

- JIesKi cocoOu BUKOHAHHS Omeparliii Kparii
3a 1HII1 (MEHIII JOPOTi, Taf0Th OLTBIINHN ePEeKT);
- HasBHA KUIbKICTb peCypciB HEOCTATHS IS
BUKOHAHHS KOXXHOI ormepallii OnTUMaIbHUM
CrIoco0oM.

3amava mossrae y BHOOP1 TaKOTO PO3MOILITY
pecypciB  3a  omepaiisiMH, Tpd  SIKOMY
JOCSITAETHCS MaKcHUMaJbHa 3arajabHa
epeKTHBHICTh cucTeMH. Hampukian, MOXyTh
MIHIMI3yBaTHCSl CyMapHI 3arpatd abo MoXke
MaKCHMI3yBaTUCs CyMapHHUH MpUOYTOK.

HaiinpocTimmuii BapiaHT Takoi 3ajadi, KOJIH
JUTSE BAKOHAHHS OJTHOI oreparlii moTpiOeH ofauH
BHJI pECypcy, a YHCIIO Omeparliii Ta pecypciB
CHiBMajzae, OTpUMAB Ha3By 3adaui npo
NPUSHAYEHHSL.

Binbm 3aragpHMi  BHOALOK, KOJIHM IS
BHKOHAHHS OJTHO1 orepartii moTpiOHO JeKiTbKa
BUJIIB PECYPCIB 1 OIUH pecypc Moxe Oparu
y4acTh y PI3HHX OIEparfisx, OTpuMaB Ha3BY
MPAHCNOpmMHOi 3a0aui.

MaremarnaHui amapar, KUK
BUKOPUCTOBYETHCS I TOOYIOBU TaKOTO POIY
MozeJIer pO3B’sI3yBaHHS BIIIOBITHUX
OITHUMI3ALIHUX 3a1ad, - METOIU
mMamemamuyHo2o0 npozpamysants. Pi3H1 BUIU
nporpamMyBaHHs  —  JIiHIAHE,  HeINiHiiHe,
CTOXaCTUYHE, NapaMeTpUYHE Ta JAWHAMIYHE —
BIPI3HAIOTBCA ~ BUJOM  BHUKOPHCTOBYBAaHOI
iHdopmarlii Ta TPUHHATAMYI TPUTTYILICHHIMHU.

3aoaui macosoeo obcny208y8anHsA

Baxusicts 3amadl MIBUIKOTO
00CITyroByBaHHS YEPTH MOKYIIIIB, Bi/IB1TyBa4iB
Tomo  3po3ymina  koxHOMY. Cnemnmdika
cCWTyallii, M0 TpH I[bOMY CKIQJAEThCA,

MPU3BOIUTL 0 TOOYIOBH MOJENEH, SKi
Ha3UBAIOTBCS Modenamu obcuy2o8ysants. B
TepMiHaX MO 00CIyrOBYBaHHS — OCOOM M
00’€KTH, HE3AJIEKHO Bij IXHBOI MPHUPOAH, SK1
CTOSTHh y 4ep3i, HA3UBAIOTHCS 3asBKaMHu abo
KJIIEHTaMH; METa X OYIKyBaHHS — oOmeparis
OOCITYyrOByBaHHS, MicClle, JiI€ BUKOHYIOTBCS
omepaiiii — 3aci6 00CITyroByBaHHSI.

JIist  cHCTeMH  «KIIEHTH  —  3aci0
OOCITyTOBYBaHHS» XapaKTepHO, IO Maihke
3aBKIM MAalTb Micle a0o KIIEHTH, IO
MPOCTOIIOTH, a00 3ac00M 0OCITYrOByBaHHS Ta
(ab0)  oOcnyroByrouwii  mepcoHaN, IO
MPOCTOIOTh. | Te, 1 1HIIE TPHU3BOAWTH JO
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BUHUKHEHHSI BUTpPAT, TOMY 3a/iadqa 3BOIUTHCS

[Topsimok po3BaHTaXEHHS CYJIEH B MOPTY,
poOOTH TepcoHany AOBIAKOBUX TenehOHHUX
CIIy’k0, CTpPyKTypa Ta o0cAr omepauiid, IO
HAJAI0ThCsl YCTAaHOBAMHU CEpPBICY, — THIIOBI
NPUKIAAA 33734 MacOBOTO OOCIYrOBYBaHHSI.

Maremarndauii  amapar  Teopii  MacoBOTO
00CIIyrOByBaHHS — arniapar Teopii
HMOBIpHOCTEH, a TaKOX Teopii

nuQepeHIianbHIX Ta IHTETPaTbHUX PiBHSHb.
3aoaui 6nopsokysanus

B 3amayax MmacoBoro 0OCIyroByBaHHS
KJIIEHTIB TIOPSJIOK OOCITYTOBYBaHHS 3asBOK a00

3aJaHui  3a3jajerigb, abo  YTBOPIOETHCS
CTHUXIHHO. Po3B’s3yBanHs 3amadi
BIIOPSAKYBAaHHS ~ Tiependadae  BU3HAYCHHS

TaKOTO TIOPSIKY OOCITyrOoByBaHHSI 3asBOK, 3a
SKOTO MIHIMI3y€ThCSI 3arajbHa TpPUBAJIICTb
oOcimyroByBaHHs a00 neska QyHKIIis, 3aIeKHa
BiJl BUTpAT B 0OCITyTrOByBaHHI.

MaremaTnuHuit amapar 3a1a4
BIIOPSIIKYBAHHST PO3BUHEHHH 111€ HEIOCTaTHbO.
JIume 3aga4ui oOMexeHOT PO3MIPHOCTI MOXKYTh
pO3B’SI3yBaTUCh  TOYHUMH  QHATITUIHHUMH
MomeiisiMy. Y OUIBII CKJIQMHWUX BHIIAIKaX
HEoOXiTHO BOABaTUCA 1O MOJICIIOBAHHS Ha
EOM. 3agadi Takoro TUIy BUHUKAIOTH IPHU
IUTAHYBaHHI TPOBENEHHS PEMOHTHHX pOOIT,
MePEOCHAIICHHST BEPCTATHOTO TMapKy, poOIT 1Mo
OCBOEHHIO HOBOI MPOAYKIIiT TOIIIO.

JIns mMOCTaHOBKM Ta PO3B’A3yBaHHS 3aja4
BIIOPSIIKYBAaHHs HeoOXigHa iHQopmariis mpo
HEoOXiTHYy MOCITIIOBHICTh BUKOHAHHS
oreparii 00CITyroByBaHHS, TPUBAJIICTh
orepaii 1 3aTpaTu pecypciB Ha ii BUKOHAHHSL.

3aoaui 3aminu

CrangapTHi cuTyallii, B SKUX BUHHKAIOTh
3a/1a4l 3aMiHM, TOB’S3aHI 3 TIOTIPIICHHSIM
XapaKTEePUCTUK EJIEMEHTIB CUCTEMH Y MPOIleCi
iX ekcruryararnii abo BUXOIOM 3 Jagy, TOOTO
B1ZIMOBOIO.

Tak, HaIpUKIIaI, CKJIAZICHKa abo
TpaHCTIOPTHA Tapa 0araTokpaTHoro
BUKOPUCTAHHS TOCTIHO 3HOIIYETHCS, BTpadae
CcBOi  BiacTuBOCTi. YacTto  peMOHTYBartu
(3aMiHATH) Tapy — O3Hadae 301IbIIyBaTH

SMART TECHNOLOGIES:
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BUTPAaTH 3a CTarTel0 peMOHTY. CKOpOYEHHs
BUTPAT 10 PEMOHTY Tapu MOXKE MPHU3BECTH 10
301IbIIEHHS BTpAaT Ha ICYBaHHS MPOJYKTIB (B
pe3yabTari TOTIPIICHHS YMOB 30€piraHHs:).
Omxe, HEOOXIOHO BHU3HAYATH ONTHMAJIbLHUN
mepion  peMoHTy  (OHOBJICHHSI)  TapHOTO
rOCIoJapcTBa, Mg TOro 00 3a0e3nmeduTu
MIHIMYM CYMapHHX BHTpAT Ta BTPAT.

Omnwucani Ha sSKICHOMY piBHI MaTeMaTHuH1
MoOnIeNl 3aJad  MPUAHATTS — OpraHizaimiiHo-
CKOHOMIYHUX pillIeHb MOXXHa 3aCTOCOBYBATH

Mpyd  BUKOHAHHI TakuXx yMOB  (YMOBH
J. lllneccunxepa):

- Kputepii (Uib) Moke OyTH  TOYHO
BU3HAYCHUIM;

- Moxe Oyt moOynoBaHa (hopMalibHa MOJIEIb,
sKa BHpaXa€ 3B’SI3KH MDK KpUTEpieM,
3MIHHUMH Ta ICHYIOUMMH OOMEXCHHSIMU;

- € jJocraTHs KulbKicHa iHQoOpMalis, 110
J03BOJISIE 3MIHCHUTH PO3YMHE BH3HAYCHHS

napameTpis;
- 3HAYEHHS BHOPAHOTO KPUTEPIIO OAHO3ZHAYHO
BHUPAXAIOTh KOPHUCHICTh OKpeMoi

aJbTepHATUBU, BU3HAYEHOI (PIKCOBAHUMH

3HAYEHHSMH 3MIHHUX.

Ha  mpakruii HaAWOLJIBIII BIpOTi/IHE
BUKOHAHHS IIMX YMOB Ha HIDKHBOMY Ta
CEepPeIHhOMY  PIBHSAX  YNpaBIiHHA  JUIS
TEeXHIYHUX Ta TIOBTOPIOBAaHUX (QYHKLIA Yy
CTaHJAPTHHUX CUTYaIlisIX, TOOTO IPH MPUHHATTI
B OCHOBHOMY OIIEPaTUBHHX, TAKTMYHUX, a HE
CTpaTeriYHUX Ta YHIKAJIbHUX PIIlICHb.

B HaANUO1IbII 3aralibHOMy BUIIISIL
MaTeMaTH4H1 MO, 1[0 BUKOPHUCTOBYIOTHCS Y
JNETEPMIHOBAaHUX 3ajadax BHOOPY pillleHb,
MOXYTb OyTH Npe/CTaBIEH] SIK

zeG,cZ, (8)

ne Z — poCTip 3MIHHUX, z — 3MiHHI Mozedi, G
— MHOKMHA JIOTTYCTUMHX 3Ha4€Hb 3MiHHUX.
Jlnst  BuOOpy HAMOUIBII  parioHATBLHOTO
pilieHHs TOBHMHHA OyTHM BH3Hau€Ha CHCTEMa
MMOKa3HUKIB (KPUTEPIiB), IO XapaKTEPHU3YIOTh
SKICTh KO)KHOTO 3 MOXJIMBUX PillIeHb, TOOTO

fi(z), =1, ..., r. 9)

3HaueHHS  TOKa3HUKIB  TpU  PI3HUX
JIONMYCTUMHUX 3HAYEHHSX 3MIHHHX CIYTYIOTb
OCHOBOIO JUIsI BUOOpYy pimeHHs. Haiibinbre
7
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PO3MOBCIOIKCHHS y NPUKIIATHAX
JTOCHIDKEHHSAX  OTPUMaB  ONTUMIZAI[IHHUT
miaxiz, 3acHOBaHMM Ha  (opmymoBaHHI

€IMHOIO TIOKA3HWKA, BEIWYMHA SKOIO €
KpuTepieM BHOOpY HaMKpamoro pimeHHs 3
MHOXHHHA MOJKJTUBHX. dopmanizoBaHa
IIOCTAaHOBKA JAaHOI 3a/1a4l Mac TaKWil BUTIISIL:

f(z) >maxnpuzeG,. (10

3a HasIBHOCTI IEIKUX [IOKa3HUKIB
(kpuTepiiB) y MAESIKUX BUMAAKAX BIAETHCS
IUISIXOM BHUKOPUCTAHHS 3TOPTKH TOOYymyBaTH
Ha ix ocHOBI eguHmid. [lin 3eopmxoro
NOKA3HUKI6 PO3YMIIOTh MOOYNOBY (PyHKITIT
Uiz)=F(fi(z), ... fw(z)), sxka moxe Oytu
BUKOPUCTaHA SIK KPHUTEPIA 3aMiCTh CHUCTEMHU
noka3HukiB (9). OguH 3 METOIIB 3TOPTKU
(«eKOHOMIYHMIT») TIOJISATAE Y 3a/IaHHI TOTaTHUX
BeIWYUH A; (i=1, ..., ), Ha OCHOBI SKHX
KpUTepid GOPMYITIOETHCS Y BUTITISIL:

UG =Y 412 (an

Benmuunany A; MaroTh 3MICT [{IHHOCTI OQUHUII
KOYKHOTO 3 IMMOKA3HHKIB, OL[IHIOIOYH HOr0 BKJIAJ
y 301IBIIICHHST KPUTEPItO 3a1a4i.

Tomi mst mozeni (8) MOJKHA IOCTaBUTH TaKy
3aa4y BUOOPY HAWKpAIIOTO PIlICHHS: 3HAWTH

z eZ, Ha AKOMY
max /(=)

zeGo =2

JOCATAETHCA.

Taky 3anmauy BuOOpYy pillleHb Ha3HBAIOTh
3a/1a4er0  ONTHMI3alii, a Te& JONMyCTHUME
3HAUEHHS Z , TIPU SKOMY JIOCATAETHCS PO3B 30K
3ama4i onTuMizaiii, - ontumanbHUM. [lomryk
OIITMMAJILHOIO 3HAYEeHHA z* 3MIMCHIOETBCSA 3

BUKOPUCTAHHSIM  METOMIB ~ MaTe€MaTHYHOTO
[IpOrpamMyBaHHs.

[Tpobaemu BHOODY pileHb 3
BUKOPHUCTAHHAM TOYHUX MaTEMaTU4YHUX

Mozenel BITHOCATBCA 10 KJacy KUIBKICHO
CTPYKTYPOBaHUX MPOOJIEM, B SIKUX 3aTE€KHOCTI
MOXXYTb OyTH BUPAKCH1 Y YUCEIBHUX OIlIHKAX.

Pazom 3 UM B opraHizaliifHHX CHCTEMax
ICHY€ BeJIMKa KUIbKICTh HECTPYKTYPOBaHHUX 200
SKICHO BHUPQKEHHUX MPOOJIEM  MPUHAHATTA
pilleHb, B SKUX KUIBKICHI  3aJIeKHOCTI

HeBioMi. [CHYIOTh cltabKo CTpYKTypoBaHi abo
3MilIadi mpooIeMHu.

BaxxnuBa ocoOnuBicTh MOAIOHUX TpoOIIeM
MOJISITaE y TOMY, IO iX MoOeNnb abo MpaBHIIO
BiOOpY aJIbTEPHATUBHUX PillIeHb MOXKYTh OyTH
moOy7oBaHl TITBKM Ha OCHOBI JOAATKOBO1
cy0’exTHBHOI iH(poOpMalii, OTpUMaHOi BiX
JIOAWMHYU, sKa Oepe ydacTh Yy BHpIIICHHI
npooIeMu.

Cy4vacHi MeTonu Teopii MPUUHSTTS PIIICHb
NPUITKCYIOTH MeBHI HopMu noBeainku OITP. B
OCHOBY I1i€i TeOpii MOKIaieHa KOHIIEIIIIs, SKa
NOB’sI3y€ Taki TMOHATTH, SK CyO’ €KTHBHA
WMOBIpHICTh Ta KOPHCHICTh pe3yJbTarTiB, a
TaKOX TiMoTe3a, y BiAnoBiAHOCTI A0 sikoi OITP
MOBHHHA 3aBXJAW BUOWUPATH aJbTEPHATHUBY 3
MaKCUMAJIBbHOIO OUiKYBAaHOIO KOPHCHICTIO.

Jlo TakuX METO/IB HacaMIlepe/1 BiTHOCUTHCS
IIMPOKO PO3MOBCIO/KCHA HA TPAKTHIN TpyIia
METO/IIB OararokpuTepiaIbHOL OLIIHKH
aJIBTEPHATUB.

[Ipu BUKOpUCTaHHI METOMIB JAHOTO THUITY
BUHUKAIOTh JIBI OCHOBHI mpobiemu: SK
OTPHMATH OI[IHKM KOXXKHOi 3 allbTEePHATHB 3a
OKpEMHMH KpHUTEpisiMH Ta sK 00’ €IHaTH,
arperyBati Il OIlIHKM Yy 3arajbHy OIIHKY
KOPHCHOCTI aJIbTePHATHBH.

BMUCHOBKUA

3acTocyBaHHS MaTeMaTUYHUX  Mojelei
JOCJTIPKEHHS OTIEpPaIliii Ma€ BOXKIIMBE 3HAYCHHS
IUIE  TPUAHATTS ~ YOPABIIHCBKUX — pilleHb
KEepIBHMKAMHU Ha BCIX JaHKaX YIpaBIiHHS.

Kinbkicna OIliHKa napameTpiB
TEXHOJOTIYHUX TMPOIECIB HEoOXigHa IS
3MEHIIEHHS HEBU3HAYEHOCTI Ta
CTOXACTUYHOCTI.

MaremaTn4aHi Mozeii II03BOJISIIOTH

ONTUMI3yBaTH piBEHb BUTPAT PECYPCIB TNpHU
BHKOHAHHI Oy/Ib-KUX TPOIECIB (IATOTOBYMX,
MOCTaYaIbHUIIBKO-30yTOBUX, JIOTICTUYHHUX,
BHUPOOHUYHX TOIIIO).

JIMHaMi4Hi, CTOXaCTHYHi MPOLIECU MOXYTh
BIITBOPIOBATHCH 32 JIONMIOMOTOI0 1HCTPYMEHTIB
MaTeMaTUYHOTO TPOrPaMyBaHHS, IO CIPHUSIE
OLTBIII TOYHOMY IJIAHYBAHHIO, IIPOTHO3YBaHHIO
Ta MOHITOPHHTY IPOLIECIB.

SMART TECHNOLOGIES:
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Typical mathematical models used in
computer-aided organizational management
systems

Viktoriia Kliuieva, Viad Herasymchuk,
Thor Danylov

Abstract. The article considers typical
mathematical models used in automated control
systems (ACS), a type of which are automated
organizational control systems (ACOC), with the
aim of making optimal management decisions.

In our time, it is impossible to solve the problems
of managing the economy by mechanically
increasing the number of the governing apparatus,
because the scale of the work requires such a
number of people that cannot be directed to the
sphere of management.

An analysis of the most common types of tasks
solved by managers at all levels of management is
carried out: inventory management, distribution,
mass service, ordering, replacement.

An example of solving the problem of inventory
management at a warehouse is given.

A general description of mathematical models
used in deterministic tasks of organizational and
economic decision-making in organizational
systems is given and the conditions for their
application are given.

Keywords: mathematical models, automated
organizational management systems, management
decision-making, operations research.
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Abstract. Today, technical means of radio
interception, monitoring and direction finding in
mobile radio communication networks are
implemented in the form of software and hardware
complexes, the most important performance
indicators of which are considered to be speed,
detection accuracy and probability of recognition of
mobile radio communication means with their
information content.

At the same time, these issues still remain
problematic and require further development of
methods and techniques for searching and detecting
signals of mobile radio communications in both
frequency and  time  environments  of
telecommunication channels and their information
processing.

The authors propose a mathematical model for
searching for mobile radio signals in the frequency-
time domain with two degrees of detection. The
description of the mathematical model for
determining the spectral components of signals in
the frequency and time domains is carried out using
the basic provisions of the theory of directed
probability graphs, geometric probabilities with its
well-known problem of meeting in a given time
interval and the theoretical foundations of statistical
information processing.

It is shown that the application of the
mathematical model of single-channel search for
signals of mobile radio communications with two
degrees of detection in the frequency-time domain
in practice will make it possible to determine the
quality of the radio monitoring process and increase
the efficiency of evaluating the spectral components
of radio signals in terms of speed, detection
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accuracy and probability of recognition of mobile
radio communications with further determination of
their information content.

Keywords: radio monitoring,
telecommunication networks, mobile communi-
cation systems, performance indicators, speed,
detection accuracy, recognition probability.

INTRODUCTION

It is known that radio frequency
monitoring (RFM) of telecommunication
systems (TCS) of fixed and mobile
communications in Ukraine is entrusted to the
State Enterprise ‘Ukrainian State Centre of
Radio Frequencies’ (SE ‘UCRF’), which
continues its active development and becomes
one of the largest and most powerful in Europe
under martial law [1, 2]. Today, the technical
means of radio interception, monitoring and
direction finding in the networks of wireless
fixed and mobile radio communication systems
are implemented in the form of software and
hardware complexes (SAC) of wvarious
modifications, which operate under conditions
of partial or complete uncertainty of input
signal parameters in real time against the
background of a huge number and variety of
radio emission sources (RES) with the most
modern data transmission protocols [2].
Currently, the UCRC has more than 140 mobile
and almost 200 stationary radio monitoring
stations (RMNS) and SACs deployed in more
than 100 settlements of the country [3]. The
process of radio monitoring covers more than
200 thousand radio electronic devices (RED) of
various purposes and subordination to both
public and private structures. At the same time,
all stationary RMS operate in automated
modes, and their functional and technical
capabilities fully comply with the requirements
of the International Telecommunication Union
[4,5]. Some models of mobile equipment and
SACs, in particular, specialised RME. It should
be noted that the most important indicators of
the effectiveness of SAR in monitoring IEDs
are speed, detection accuracy and probability of
detecting  mobile and  fixed radio
communications TCSs with further
determination of their information content.

In the context of a full-scale invasion and
combat operations for Ukraine's independence,
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the effectiveness of the RFEU's radio
monitoring of TCS means is of particular
importance. This is confirmed by the fact that
under martial law, the State Enterprise ‘UDCR’
is subordinated to the Command of the General
Staff of the Armed Forces of Ukraine, which
ensures coordination of RFM, electronic and
radar intelligence and electronic warfare of the
state's power structures both on the territory of
Ukraine and partially abroad. Therefore, the
issues related to the development of new and
improvement of existing technical means of
RFM, further development of scientific and
methodological apparatus and evaluation of
their effectiveness, software and algorithmic
support and practical implementation remain
extremely relevant [6]. inconvenience lies in
the fact that in the case of transmission of
signals of several tones with the same
amplitudes through a communication channel,
their amplitudes will already be different at
reception. This is mainly due to the uneven
amplitude-frequency response of the RFI
channel [3]. In addition, the equipment for
generating multitone signals has an amplitude
spread, which leads to a significant difference
in the amplitudes of the received spectral
components of the signal. Thus, according to
the International Telecommunication Union's
(ITU-T) Standardisation Sector specification, a
DTMF receiver must operate with a twist (the
difference between the amplitudes of the two
main signal frequencies) of at least 8 dB. At the
same time, it should not exceed 3 dB on the
transmitting side [4].

PROBLEM FORMULATION

In the structure of the SAC monitoring
system of MRC means, the main place is
occupied by the subsystem of radio receiving
devices (RRD), which solves the problem of
signal detection in the frequency-time domain
by cyclic procedures with one or more detection
stages, implementing methods of sequential-
parallel search and detection of signals. As an
example, we can cite the mobile radio
monitoring SAC MMS-02, which has the
following technical characteristics [3]: radio
frequency band: 30 MHz - 3000 MHz;
sensitivity - not less than 0 dBuV/m (1 pV/m);
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dynamic range - not less than 75 dB; maximum
panoramic viewing speed - not less than 300
MHz/s; level measurement uncertainty - not
more than 3 dB; frequency measurement
accuracy - not less than 10-6.

The cyclic procedure for searching for
MRC signals in the frequency domain with one
degree of detection is described in [7]: the radio
receiving device of the SAC is tuned to the
frequency of a certain channel (1, 2, ..., N),
where a decision is made on the presence or
absence of a signal during a given analysis time
ta« = const. In the absence of a signal, the
receiver is tuned to the frequency of the next
channel, and so on. When the last channel is
reached, the radio is tuned to the frequency of
the first channel and the search starts again.
However, as practice shows, the signal may
disappear during the time 1., for analysing N
channels or appear when it is detected. At the
same time, the moments of its appearance or
disappearance may not coincide with the start
or end of the RM of this channel. In addition, a
signal in a channel may appear in the previous
cycle of viewing the RPF of N channels. That
is, there is a need to analyse the state and
mathematically describe the signal search
subsystem not only in the frequency but also in
the time domain. At the same time, this
procedure for searching for MRC signals in the
frequency domain with one degree of detection,
given in [7], was chosen by the authors of the
article as a prototype. However, the analysis of
the chosen prototype shows that the probability
of successful completion of the search for a
signal with one degree of detection in the
frequency-time domain for a given time
depends on the value of the signal duration T,
the number of analysed frequency channels N,
the time of signal analysis in each channel #,
and the probabilities of the first F and second
kind of errors D. Of these values, only the
signal analysis time in each channel can
actually be changed. That is, in order to increase
the probability of successful completion of the
signal search and reduce its time, it is necessary
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to reduce the signal analysis time 7, in each
channel. For this purpose, we can propose the
use of a cyclic procedure for searching for RSI
signals with two (several) detection stages and
different analysis times at each stage.

GOAL STATEMENT

The purpose and main content of the article
is to describe a mathematical model of single-
channel search for signals of mobile radio
communications with two degrees of detection
in the frequency-time domain. That is, the
object of research in the article is the process of
radio monitoring of radio emission sources of
telecommunication networks and systems, and
the subject of research is a mathematical model
of single-channel signal search for mobile radio
communications with two degrees of detection
in the frequency-time domain. The application
of the mathematical model in practice will
make it possible to increase the efficiency of
detecting the spectral components of radio
signals and evaluate the procedure for searching
for signals of MRC means in terms of speed,
detection accuracy and recognition probability
with further determination of their information
content. It will also give an impetus to the
further development of new and improvement
of existing technical means of RFM, further
development of the  scientific  and
methodological apparatus for assessing their
effectiveness, software and algorithmic support
and practical implementation.

MAIN PART

The cyclic procedure for searching for
mobile radio communication (MRC) signals in
the frequency-time domain with one degree of
detection  (prototype) is  schematically
presented in the form of a directed probability
graph (Fig. 1) and, using the theory of directed
probability graphs, is described mathematically

[7].
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Fig. 1. Graph of the cyclic procedure of a single-channel search with one degree of detection

Here, the graph nodes represent possible
states of the search subsystem: S is the initial
state; H(s) is the absorption state corresponding
to the successful completion of the signal
search (correct recognition); F(s) is the
absorption state corresponding to the false
recognition of the signal. Graph edges represent
possible transitions of the system from one state
to another. Each edge of the graph has weights
determined by (1), which take into account the
probability of transition in one step from the
state from which the edge leaves to the state it
enters and the time spent in the corresponding
state:

d (s) = De a* 07(3) =(1—D)e ‘",

(1)

fq (s) = qu_tas, fq (s) = —Fq )e_tas,

And as given in [7], the probability of
successful completion of the search for a given
time with one degree of detection in the
frequency-time domain is defined as:

x(1 —F)"(N*”*N*"h[t —(Nn+N—-i+1) ta]
(2)
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where F is the probability of false detection
(first-order error) when analysing a cell with
number N that does not contain a signal;
D - the probability of missing a signal (second-
N);
h(x) - the Heaviside function;
ta - the time of analysis of one cell;
7c - the duration of the input signal.

However, as practice shows, during the time
t for analysing N channels, the signal may
disappear or appear when it is detected. At the
same time, the moments of its appearance or
disappearance may not coincide with the
moments of the beginning or end of the RM of
this channel. In addition, a signal in a channel
may appear in the previous cycle of viewing the
MRC RRD of N channels. Also, analysing the
above dependencies (2), we can conclude that
to increase the probability of successful
completion of the signal search and reduce its
time, it is necessary to reduce the signal
analysis time ta in each channel. For this
purpose, we can propose the use of a cyclic
procedure for searching for RSI signals with
two stages of detection and different analysis
times at each stage.
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Fig. 2. Graph of a cyclic single-channel search
procedure with two detection stages

In accordance with the above procedure of
single-channel search with one detection stage
(Fig. 1) and the description of the system state
(2) for RM with two detection stages, we
constructed (by analogy with [7]) a directed
probability graph, which is schematically
shown in Fig. 2.

As can be seen from Fig. 2, the first stage
detects a signal in each of the N analysed
channels within the time #,1, which is less than
the analysis time when searching with one stage
of detection. If a signal is detected, the second
stage is activated within the time 7,2, which is
equal to the signal analysis time in a single-
stage search. If a false signal detection occurs
(first-order error F occurs) at the first stage, the
search subsystem detects its own error during
time 7,2 and continues searching in the previous
direction until it reaches the channel matching
with the signal. If a signal is missed, a new
search cycle begins. Thus, one of the conditions
for a two-detection search is the inequality
(taitt). The search for a signal can be
completed either on the first cycle (when the
search area is first viewed) or after some
random number of cycles, and the duration of
each cycle is a random variable due to the
uncertain time spent on signal analysis. The
time taken to analyse the signal in the i-th
channel can have two values: 71 and (Z.1t+242),
respectively.

To search for MRC signals with two stages
of detection, scanning DUTs can be used. That
is, at the first stage, it is necessary to search for
signals whose level exceeds a given detection
threshold value (input signal level), and at the
second stage, analyse only these signals. This
approach is effective if some search channels
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do not contain any signal due to the limited
analysis time at the first stage of detection. This
situation can occur in the operation of an MRC
with a dedicated or distributed control channel.

For the mathematical description of the
above procedure, we will use the rules of graph
transformation [8], and then the expressions for
the functions of transition of the graph from the
initial state S to the absorbing state H, which
corresponds to the successful completion of the
search (correct recognition), will be as follows:

d(s)=(1-D)e ™"

dz(s)zDze”““', 2(s) (1-D,)e ™"

Jo (S): Fqleiw’ -7ql(s) (1—1“—;11)64"“Y

Fq1, Fy2 are the probabilities of the first kind of
error (false detection) when analysing a cell
with number g (¢=1, 2,..., N-1) that does not
contain a signal at the first and second detection
stages;

D1, D> - probability of the second type of error
(signal miss) when analysing a cell with
number N at the first and second detection
stages, P; is the probability of starting viewing
from the i-th cell (i=1, 2,..., N). Assuming that
the search subsystem uses the same type of
RRD and with a uniform distribution of signal
occurrence moments within the search area,
after providing H(s) in the form of a geometric
series and performing the inverse Laplace
transform P/n(t) = L' {H(s)/s}, [8.,9] (as in the
case of search with one detection stage), the
expression for the probability of successful
completion of the search for a given time in the
frequency domain with two stages will be as
follows:

N o n
)Z%ZZ CH(1=D,Y1=D,)DH( - D, )0,
i=l1 n=0 k=0
(N=1)n+(N—-i)
X C(N Dn+(N—i ( F)q[E(l F )]N Dn+(N—i)-q

xh[t —t,,(Nn+N—i+1)—

—tyy(Nn+N—i—q—k+1)| ©)
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i n!
" K(n-k)!
To calculate this probability, it is necessary in

(4) for each i to sum all the components with
indices n, q, k that satisfy the inequalities:

where (

7

ta(Nn+ N —i+1)+ @
+taz(Nn+N—i—q—k+l)St

As with the search for MRC signals with one
detection stage, it is necessary to take into
account, along with the frequency coincidence,
the time coincidence in one channel of the
desired signal and the RRD.

The description of the state of the single-
channel subsystem for searching for MRC
signals with two detection stages in the time
domain is similar to the case of searching for
signals in the time domain with one stage [7].
The peculiarity is that the duration of each
search cycle will be a random variable due to
the uncertainty of the time spent on signal
analysis in each channel.

The time spent analysing a signal in one
channel can also have two values: tal - in the
case when only the first stage is involved, and
(taittx2) -1inthe case when two detection stages
are involved. The transition from the first to the
second stage occurs with probability F when
analysing an empty channel or with probability
P =(1 - D) when analysing a channel that holds
a signal. With this in mind, the time of one
search cycle T is defined as

T=t,N+t,(1-D, +(N-1)F) ()

To calculate the probability of meeting an
RRD and a signal during the analysis of N
channels, we use the basic provisions of the
theory of geometric probabilities similar to the
case of a search with a single detection stage
[7]. Then the time of signal analysis in one
channel #, in this case is a random variable, the
average value of which, taking into account (6),
will be determined by the expression:

1-D, +(N-1)F, (6)
a N al a2 N
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To calculate the probability of meeting an
RRD and a signal during the analysis of N
channels, we use the basic provisions of the
theory of geometric probabilities similar to the
case of a search with a single detection stage
[7]. Then the time of signal analysis in one
channel #, in this case is a random variable, the
average value of which, taking into account (6),
will be determined by the expression:

1-D, +(N -1)F, 7
N

a

T
t :W:tal+ta2

Taking into account (7), the expression for
calculating the probability of successful
completion of a search with two stages in the
time domain in one viewing cycle can be
written as follows:

pt— N(Tc _tal)_taZ(l_Dl +(N_1)E) (8)
! N[Tc+Ntal+ta2(l_Dl+(N_l)E)]

The fact of simultaneous signal detection in
the frequency and time domains of the search
can be considered as independent random
events. In this case, taking into account (4), the
expression for determining the probability of
successful completion of the search for a given
time in the frequency-time domain with two
degrees of detection takes the form:

7 ()= UEPHELIE S 55 (11 D)y )

i=1 n=0 k=0

<[(1- D)1= (1=, )P, | * 9)
(N-1)n+(N—i) )
x i C(qN—l)rH-(N—i)(l - E )q [E (1 - Fz )](Nil)m(Nﬂ%q x

q=0

xhlt—t,(Nn+ N —i+1)=t,,(Nn+ N —i—q—k+1)]

To calculate this probability, it is necessary
for each i to sum up all the components with
indices n, g, k that Table 1 - Probabilities of
successful completion of the search for a given
time

According to the obtained relations (2) and
(9), we calculated the dependences of the
probability of successful completion of the
search for a given time in the frequency-time
domain on the search time for the case with one
and two degrees of detection (Fig.3).
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Graph

— 1lcTyn

— 2cTyn
0.8

0.6 1

0.4 1

0.2 4

0.2 0.4 0.6 0.8 1.0 12 1.4
tc

Fig. 3. Probabilities of successful completion of
the search for a given time

When calculating these dependencies, the
following were taken into account t.=100 mc,
Fi= F>= F3=0,001, N = 8, the analysis time at
each subsequent detection stage is 3 times
longer than at the previous one. The total signal
analysis time at all detection stages is ta = 40
ms. The probability of a signal miss at the last
stage is assumed to be P = 0.1. The probability
of signal miss at the previous stages was
determined by the Neumann-Pearson criterion
[8,9] at the given values of the probability of
false detection. It was taken into account that
the detection parameter (signal-to-noise ratio)
is inversely proportional to the duration of
signal analysis [10], and the signal is detected
with random amplitude and phase.

The analysis of the obtained numerical
values shows that to increase the efficiency of
signal search, it is advisable to use cyclic search
procedures with two (several) detection stages.
At the same time, the introduction of the second
stage makes it possible to increase the
probability of successful completion of the
search for a given time by an average of (2 -
2.5) times compared to the search with one
detection stage, but the value of the probability
of successful completion of the search increases
slowly. To increase the probability of successful
completion of the signal search and reduce its
time, it is necessary to reduce the time of signal
analysis ta in each channel. For this purpose, it
is possible to propose the use of a cyclic
procedure for searching for RMS signals with
several (more than two) detection stages and
different analysis times at each stage. However,

16

these issues are beyond the scope of this article
and can be considered separately.

CONCLUSIONS

1. The developed mathematical model of
single-channel search for signals of mobile
radio communications with two degrees of
detection in the frequency-time domain makes
it possible to calculate the probability of
meeting an RRD and a signal during the
analysis of NV channels, i.e., during one viewing
cycle mepersiny 7= ¢, N, provided that the
duration of the searched signal tc is not less
than the analysis time of one channel t.> t..

2. The probability of successful completion
of the search for a signal with two degrees of
detection in the time-frequency domain for a
given time depends on the value of the signal
duration t., the number of analysed frequency
channels N, the time of signal analysis in each
channel #,, and the probabilities of the first type
of error F and the second type of error D.

3. The time spent on signal analysis in one
channel can have two values: 7,1 - in the case
when only the first stage is involved, and
(ta1+t.2) —in the case when two detection stages
are involved. The transition from the first to the
second stage occurs with probability 1 when
analysing an empty channel or with probability
P = (1 - Di) when analysing a channel
containing a signal.

4. The application of a mathematical model
of single-channel search for signals of mobile
radio communication means with two degrees
of detection in the frequency-time domain in
practice will make it possible to increase the
efficiency of evaluating the spectral
components of radio signals in terms of
performance,  detection accuracy  and
probability of recognition of mobile radio
communication means (see Fig. 3 ) with the
subsequent determination of their information
content.

5. The direction of further development of
scientific research in this subject area can be
considered the analysis of the use of a cyclic
procedure for searching RMS signals with
several stages of detection (multi-stage
detection) and different times at each stage of

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 10-17



Mathematics and statistics

detection and the synthesis of devices for
practical implementation.
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MareMaTH4HA MO/eJIb OHOKAHAJIHLHOIO
NMOLIYKY CHUTHAJIIB 3 ABOMA CTYNEeHAMH
BUSIBJIEHHS IPU Paio4acTOTHOMY MOHITOPHHTY
TeJeKOMYHIiKAlIHHUX CHUCTeM MOOLILHOTO
3B’SI3KY

Anamoniii Inonuyvruii, Onee L{yxkanos,
Onexcandp Cumonenko

Anoranig. Ha cporomui TexHiyHI 3aco0u
pamionepexorieHHs, MOHITOPUHTY Ta
MEJICHIYBaHHS B MEPEXKaxX PyXOMOTO Pajio3B'sI3Ky
peani3yloThCs y BHUIIAAI MPOTrpaMHO-arapaTHUX

KOMIUIEKCIB, HAWBA)XKJIMBIIIMMHM  ITOKa3HUKaMHU
e(PeKTUBHOCTI SKMX BBAXAIOThCS IIBUAKOMIIS,
TOYHICTh BUSABJIICHHS Ta BIpOTiJIHICTB

po3mizHaBaHHS 3aCO0iB PyXOMOTO Pa/iio3B's3Ky 3 1x
iH(OpMaIiITHIM HAITOBHEHHSIM.

PazoM 3 TuM, 1Ii TUTaHHS BCE 1€ 3aJIMIIAIOTHCS
npoOieMHUMH 1 TOTpeOyloTh  MONAIBIIOTO
PO3BUTKY METOJIIB i 3aC00iB MOIIYKY Ta BUSBICHHS
CUTHAIIIB PYXOMHUX 3ac00iB pajiio3BI3Ky SIK Y
YaCTOTHOMY, TaKk 1 B 4YacOBOMY CEpeJOBHIIAX
TEJCKOMYHIKaIlliHUX KaHaJiB 3B'3Ky Ta iX
iH(opMarIiitHoT 00poOKH.

ABTOpaMHM  3allpPONOHOBAaHO  MaTeMaTU4HY
MOJIEJb TOMIYKY CHUTHATIB MOOITHHOTO Pajio3B'sI3Ky
B YACTOTHO-YaCOBiil 0ONacTi 3 IBOMa CTYNEHSIMH
BusiBieHHs.  Ommc  MareMarw4Hoi  Mogjedni
BU3HAYECHHS CIEKTPAIbHUX CKJIAZOBUX CUTHAIIB Y
YacTOTHIM Ta dYacoBih 0ONacTIX BHUKOHAHO 3
BUKOPDHCTaHHAM OCHOBHUX TIOJOXEHb Teopii
CIPAMOBaHMUX rpadis HMOBIpHOCTEH,
TEOMETPUYHUX WMOBIpHOCTEH 3 11 BimoMoro
MpoOJIeMOI0  3yCTpiuli Ha 3aJaHOMy YacOBOMY
iHTEepBalli Ta TEOPETHYHHX OCHOB CTAaTHCTUYHOI
00poOKu iH(popMarii.

[TokazaHo, IO 3acCTOCYBaHHS MAaTEMAaTHYHOL
MOZeNi  ONHOKAaHAJIBHOTO  IOIIYKY  CHUTHANIB
pYXOoMOrO pamio3B'd3Ky 3 JBOMa CTYIEHSIMH
BUSBJIIGHHS B YacTOTHO-4acoBid oOmacTti Ha
MPaKTHUIll JTO3BOJINTh BU3HAYHTH SKICTh TIPOIECY
PaliOMOHITOPHHTY Ta MiABUIIUTH €()EeKTUBHICTH

OLIIHIOBAaHHS CTIEKTPAJIbHUX CKJIaIOBHX
pamioCHUTHANIIB 3a IOKa3HWKAMH  IIBHAKOCTI,
TOYHOCTI BUSIBIICHHS Ta HMOBIPHOCTI
pO3Mi3HAaBaHHA  pPYXOMHUX  panio3acobiB 3
MOJANBIINM BU3HAYCHHSIM X 1HQOPMATHBHOCTI.
Kurouosi cJI0Ba: PaniOMOHITOPHHT,

TEJeKOMYHIKaliifHi Mepexi, CHCTEMH MOOLIBHOTO
3B'SI3KYy, TIOKa3HMKH €(EeKTHBHOCTI, HIBHJKICTD,
TOYHICThH BHSBJICHHS, BIpOT1THICTD PO3ITi3HABAHHS
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Abstract. Background: The emergence of 5G
technology is revolutionizing the field of
telecommunications, particularly in facilitating the
expansion of the Internet of Things (IoT). By
providing higher data speeds, ultra-low latency, and
enhanced connectivity, 5G promises to address the
limitations of previous networks in supporting IoT
infrastructures.

Objective: This study aims to explore the role of
5G in developing IoT applications, emphasizing
how its advanced capabilities can meet the unique
requirements of diverse [oT systems.

Methods: The research methodology includes a
detailed review of recent technological
advancements in 5G, focusing on how specific
features, such as network slicing and edge
computing, contribute to IoT development.
Statistical analysis is applied to actual data to
demonstrate 5G’s effectiveness in enabling IoT
connectivity and improving application
performance.

Results: The findings show that 5G significantly
enhances loT deployment by reducing latency,
improving data transmission rates, and supporting a
vast number of connected devices simultaneously.
This improvement drives efficiencies in multiple
industries, including healthcare, manufacturing, and
transportation.

Conclusion: The integration of 5G technology
with IoT represents a substantial advancement in
connectivity, offering reliable, fast, and scalable
solutions. This development is critical for the
continued growth and sophistication of IoT
ecosystems, highlighting the need for 5G
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deployment in achieving the full potential of IoT
innovations.

Keywords: 5G, Internet of Things (loT),
network slicing, latency, edge computing, data
transmission,  scalability, telecommunications,
connectivity, loT applications

Abdulsatar Shaker Salman
Al Mansour University
College: Baghdad, 1Q

INTRODUCTION

The Internet of Things (IoT) has emerged as
a transformative force, linking physical devices
to the digital world and enabling unprecedented
levels of automation, monitoring, and data
exchange [1]. IoT applications have expanded
across various industries, including healthcare,
transportation, manufacturing, and agriculture,
driving efficiencies and enhancing user
experiences  [2]. However, traditional
telecommunications networks have struggled to
meet the evolving demands of these
interconnected systems due to limitations in
data speed, latency, and device capacity [3]. As
IoT devices proliferate and their applications
become more complex, there is a growing need
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for robust network infrastructure capable of
handling the wunique demands of IoT
ecosystems [4].

The advent of 5G technology is widely
recognized as a critical enabler for the next
generation of IoT. Unlike its predecessors, 5SG
offers significantly higher data transfer rates,
reduced latency, and improved connectivity,
making it well-suited to support the wvast
network of connected devices that constitute
IoT [5]. The core features of 5G, such as
network slicing, edge computing, and ultra-
reliable low latency communication (URLLC),
address the existing constraints of 4G and older
networks by providing tailored network
experiences for diverse applications [6]. With
5G, IoT applications can achieve higher
reliability, faster response times, and enhanced
scalability, enabling new possibilities in areas
such as autonomous vehicles, remote
healthcare, and smart city infrastructure [7].

Network slicing is one of the most promising
features of 5@, allowing for the customization
of network services to meet the specific needs
of different IoT applications [1]. Through
network slicing, multiple virtual networks can
be created within a single physical 5G network
infrastructure, each optimized for particular
requirements such as bandwidth, latency, and
security [8]. This capability is particularly
valuable for IoT applications, which have
highly variable requirements depending on
their function. For instance, autonomous
vehicles require near-instantanecous data
processing and ultra-low latency, while smart
meters in energy systems prioritize efficient,
low-power operation [9]. By segmenting the
network to suit each application’s needs, 5G
supports a more versatile IoT ecosystem,
driving innovation across multiple sectors [10].

Another pivotal feature of 5G that supports
IoT expansion is edge computing. In traditional
cloud-based networks, data from IoT devices
must travel to centralized servers for
processing, resulting in latency issues that can
impact the performance of time-sensitive
applications [5]. With edge computing,
processing occurs closer to the data source,
reducing latency and enhancing the speed of
data processing [11]. This is particularly
important for applications like industrial 10T,
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where real-time data analysis is crucial for
efficient operations [12]. By bringing data
processing closer to the edge, 5G improves
response times, making IoT applications more
responsive and reliable. Furthermore, edge
computing helps alleviate network congestion,
allowing a larger number of devices to connect
and function simultaneously [13].

The integration of 5G and IoT is also
expected to bolster the deployment of Massive
Machine-Type Communications (mMTC),
which supports a vast number of low-power
devices operating within a dense network
environment [7]. Unlike previous network
technologies, 5G is designed to accommodate
the unique requirements of mMTC, such as
lower data rates and extended battery life [14].
This is particularly advantageous for IoT
applications in smart cities, agriculture, and
environmental monitoring, where large
volumes of connected devices must operate
continuously over long periods [15]. By
enabling mMTC, 5G expands the scope of IoT
applications, making it feasible to implement
large-scale, sensor-driven networks for
comprehensive data collection and analysis
[16].

The capabilities of 5G address the key
challenges faced by loT applications, allowing
for greater connectivity, faster data
transmission, and improved responsiveness [4].
The enhanced performance provided by 5G is
instrumental in realizing the full potential of
IoT, driving innovation and enabling advanced
applications across a range of sectors [1]. As
industries continue to adopt IoT solutions, the
role of 5G in supporting these technologies will
become increasingly critical. The following
sections of this article explore the impact of 5G
on IoT development, discussing the
technological advancements and use cases that
demonstrate its transformative potential.

THE AIM OF THE ARTICLE

The primary aim of this article is to examine
the pivotal role of 5G technology in driving the
evolution of the Internet of Things (IoT) by
analyzing its capabilities and how these
contribute to the efficiency and scalability of
IoT applications. In recent years, IoT has
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experienced rapid growth, largely fueled by
advances in connectivity and computing.
However, existing network infrastructures have
faced significant challenges in meeting the high
demands of IoT systems. These challenges
include limited bandwidth, high latency, and
insufficient device connectivity, = which
constrain the deployment and performance of
IoT solutions. By addressing these limitations,
5G offers an advanced network solution that
can support the extensive needs of IoT
applications across various industries.

This article aims to provide an in-depth
analysis of 5G features such as network slicing,
edge computing, and Massive Machine-Type
Communications (mMTC) and their potential
to enhance loT performance. Each of these
features offers unique capabilities that
contribute to the creation of a more robust,
flexible, and scalable IoT infrastructure.
Through this analysis, the article seeks to
highlight the technical advantages that 5G
provides over previous network technologies,
demonstrating its ability to transform IoT from
a conceptual framework into a practical tool for
industrial and societal advancements.

Moreover, this article aims to explore real-
world applications of 5G-enabled IoT,
including smart cities, autonomous vehicles,
industrial automation, and healthcare. By
examining these use cases, the article seeks to
demonstrate the tangible benefits of 5G for [oT,
specifically focusing on how it enhances
connectivity, optimizes resource allocation, and
reduces operational costs. This exploration will
involve a review of current and emerging
technologies that are shaping the future of IoT,
particularly those that are dependent on the
connectivity and speed that 5G provides.

This article endeavors to bridge the gap
between theoretical possibilities and practical
implementation, illustrating how 5G is
reshaping the landscape of IoT and paving the
way for innovative applications that can

improve efficiency, productivity, and quality of
life.

PROBLEM STATEMENT

Despite the growing interest and investment
in IoT, current network infrastructures face
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significant challenges in supporting the high
demands of IoT applications. Traditional
telecommunications networks, primarily 4G
and earlier technologies, struggle to handle the
diverse and complex requirements of IoT
systems, such as low latency, high data
throughput, and the ability to support a vast
number of simultaneously connected devices.
This limitation has hindered the widespread

adoption of IoT in critical sectors like
healthcare, transportation, and industrial
automation, where reliability, speed, and

connectivity are paramount.

One of the primary issues with legacy
network systems is their inability to deliver the
ultra-low latency needed for real-time
applications. For instance, autonomous
vehicles and remote healthcare devices require
near-instantaneous data transmission and
processing capabilities to operate safely and
efficiently. Current network technologies are
not optimized for these requirements, resulting
in delayed responses and potential risks in time-
sensitive scenarios. Additionally, traditional
networks often lack the bandwidth and device
connectivity capacity to support large-scale IoT
deployments, such as smart cities and industrial
IoT systems. This constraint limits the
scalability and overall effectiveness of IoT
implementations, particularly as the number of
connected devices continues to grow
exponentially.

Furthermore, IoT applications are diverse
and have varying requirements for data
processing, storage, and security. The absence
of a tailored network infrastructure that can
adapt to these specific needs creates
inefficiencies and compromises performance.
Without an adaptable solution, such as network
slicing, IoT applications are forced to share
resources 1in a one-size-fits-all network
environment, leading to suboptimal service
quality and increased network congestion.

Thus, there is a pressing need for a network
technology that can address these limitations
and provide the necessary capabilities to
support IoT’s diverse requirements. The
potential of 5G to resolve these challenges
presents a compelling area of exploration. This
article aims to address the critical question of
whether 5G can effectively meet the demands
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of IoT applications and facilitate their
continued development. By evaluating the
capabilities of 5G, this study seeks to determine
how this advanced network infrastructure can
overcome existing barriers and enable the next
generation of IoT innovations.

LITERATURE REVIEW

The convergence of 5G and IoT is a focal
point of current telecommunications research,
as it represents a transformative opportunity to
overcome the limitations of previous network
technologies [17]. Much of the existing
literature emphasizes the potential of 5G to
enhance IoT applications through its advanced
features, such as ultra-reliable low-latency
communication (URLLC), network slicing, and
Massive ~ Machine-Type =~ Communications
(mMTC) [18]. These capabilities collectively
address the limitations of 4G and previous
networks, allowing for broader deployment and
more efficient operation of IoT systems [19].
Scholars have noted that URLLC is particularly
beneficial for IoT applications that require real-
time data processing, as it significantly reduces
latency and enhances data transmission speeds,
which is critical for time-sensitive applications
like autonomous driving and remote healthcare
[20].

Network slicing is frequently cited as one of
5G's most innovative features, as it enables the
creation of virtual networks within a single
physical infrastructure [21]. Each virtual
network, or “slice,” can be tailored to meet the
specific requirements of different IoT
applications. For example, a network slice used
for autonomous vehicles would prioritize ultra-
low latency and high data throughput, while a
slice dedicated to smart meters in a utility
network could be optimized for energy
efficiency and long-term connectivity [22].
This flexibility allows 5G to serve a wide range
of IoT applications more effectively than
previous networks, which typically relied on a
generalized approach to resource allocation.
Studies have demonstrated that network slicing
enhances resource utilization and enables
seamless scalability for IoT systems across
diverse sectors, including smart cities,
industrial automation, and healthcare [23].

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 18-30

Edge computing is another critical
component of 5G’s architecture that
significantly impacts IoT performance [24].
Traditional cloud computing models often
result in latency due to the need for data to
travel from IoT devices to centralized data
centers. In contrast, edge computing processes
data closer to its source, reducing latency and
enabling real-time analytics [17]. Researchers
have highlighted the benefits of edge
computing in IoT environments, especially
where real-time data processing is essential,
such as in industrial IoT and smart city
applications [25]. By deploying edge
computing in conjunction with 5G, IoT
applications can achieve faster data processing
and improved  operational efficiency,
particularly in high-density urban environments
[26].

Additionally, 5G's support for Massive
Machine-Type Communications (mMTC) has
been recognized as essential for scaling IoT
deployments [27]. Unlike earlier network
technologies, 5G can accommodate large
numbers of low-power devices within a dense
network, making it feasible to implement
extensive loT networks for applications like
environmental  monitoring and  smart
agriculture [28]. The literature emphasizes that
mMTC supports the long-term growth of IoT
by enabling low-power, high-density device
networks that are both cost-effective and
sustainable. By allowing IoT devices to operate
with extended battery life, mMTC reduces
maintenance requirements and enhances the
overall feasibility of large-scale IoT
deployments [18].

The literature supports the notion that 5G is
uniquely positioned to address the fundamental
challenges of IoT. By providing a flexible,
high-performance network infrastructure, 5G
facilitates a more reliable and scalable IoT
ecosystem [29]. The integration of network
slicing, edge computing, and mMTC within 5G
underscores its potential to transform IoT
applications, enabling new levels of
automation, data processing, and connectivity
[21]. This study aims to build on these findings
by examining specific use cases and evaluating
the real-world impacts of 5G on IoT
advancements.
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METHODOLOGY

This methodology section is organized into
five core areas: (1) Network Performance
Analysis, (2) Data Transmission Efficiency, (3)
Latency Measurement, (4) Device Connectivity
Capacity, and (5) Resource Allocation through
Network Slicing. Each category provides a
rigorous analysis of the key enhancements 5G
technology offers to IoT infrastructure. Where
relevant, equations and algorithms are
incorporated to quantify the impact of 5G in
each area [1].

NETWORK PERFORMANCE ANALYSIS

This  section assesses the overall
performance enhancements of 5G networks
relative to 4G in terms of data throughput and
response times. Using real-world field data, the
average data throughput (measured in Mbps)
was recorded over a series of tests for both 4G
and 5G networks in wurban and rural
environments.(Table 1.) The table below
illustrates the comparative results, which
emphasize the considerable performance gains
achieved with 5G [17].

Table 1. Average Data Throughput Comparison
between 4G and 5G in Urban and Rural
Environments

Average
Ne;:work Environment | Throughput
YPe (Mbps)
4G Urban 50
4G Rural 20
5G Urban 250
5G Rural 100

Equation 1 was used to calculate the percentage
improvement in throughput:

Throughput Improvement (%) =
5G Throughput — 4G Throughput % 100 (1)

4G Throughput

The findings confirm that 5G significantly
boosts data transmission speeds in both urban
and rural areas, with up to a 400% increase over
4G in urban environments. Such performance
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improvements are essential for [oT applications
requiring high-speed data transfer [4].

DATA TRANSMISSION EFFICIENCY

Data transmission efficiency in 5G networks
is assessed by analyzing packet loss rates across
different IoT scenarios, including smart city
infrastructure and industrial IoT. Packet
loss(Table 2.), measured as a percentage of lost
packets over a specific interval, reflects
network reliability under varying levels of
congestion. For each scenario, data on packet
delivery rates and network congestion was
collected, as shown in the table below [25].

Table 2. Packet Loss Rates in 4G and 5G
Networks across IoT Scenarios

Scenario Network Packet Loss
Type (%)
Sma;gtTCity 4G 3
Smeil(r)tTCity 5G 05
Ind;s{qrial 4G i
IndIli)sF;rial 5G 0s

The results reveal that 5G reduces packet
loss significantly when compared to 4G, largely
due to the increased bandwidth and decreased
network congestion. The lower packet loss rate
is crucial for IoT applications requiring
dependable data delivery, such as real-time
monitoring in industrial settings [8].

LATENCY MEASUREMENT

To assess the latency reduction capabilities
of 5G, latency tests were conducted across
various loT use cases, such as autonomous
vehicles and remote healthcare. The table 3
below provides a summary of round-trip
latency (measured in milliseconds) for 4G and
5G networks under similar conditions,
showcasing the substantial latency reduction
achieved by 5G [6].
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Table 3. Average Latency Comparison for 4G
and 5G across IoT Applications

Table 4. Device Connectivity Capacity in 4G
and 5G Networks for Smart City Deployments

Using the latency reduction formula:

Latency Reduction (%) =
4G Latency — 5G Latency % 100 (2)

4G Latency

The data indicate a latency reduction of up to
80% in specific applications, a critical
enhancement for IoT systems relying on near-
instantaneous  data  exchange, such as
telemedicine and autonomous driving [20].

DEVICE CONNECTIVITY CAPACITY

5@G’s capability to support a high density of
connected devices is analyzed by measuring the
maximum number of devices supported per
square kilometer in a smart city environment.
The table 4 below compares device density
capacity between 4G and 5G networks,
underscoring the exponential increase in
connectivity that 5G provides [27].

Average Network Maximum Device Density
. . Network . )
Application Tyvpe Latency Type (Devices/km?)
yp (ms) 4G 10,000

Autonpmous 4G 50 5G 1,000,000

Vehicles
AUtOIl_OmOUS 5G 10 This analysis reveals the 100-fold increase

Vehicles in device capacity that 5G offers over 4G.
HRelnlllOte 4G 30 Equation 3, which calculates the increase

calthcare factor, is as follows:

Remote 5G 15
Healthcare

5G Capacit
Increase Factor = ——2P2<Y

3)

4G Capacity

With this significant increase in device
connectivity, 5G is particularly suited for dense
IoT deployments, such as smart city sensor
networks, where a large number of devices
must communicate simultaneously without
network performance degradation [5].

RESOURCE ALLOCATION THROUGH
NETWORK SLICING

The final category evaluates the efficacy of
network slicing within 5G by simulating
various IoT applications, each with specific
resource requirements. Network slices were
configured to prioritize attributes such as
latency, bandwidth, and reliability. The table 5
below provides an example of resource
allocation for each slice, reflecting the
flexibility and precision of 5G-enabled network
slicing [12].

These findings demonstrate that 5G
network slicing allows for customized resource
allocation, ensuring each IoT application has
the necessary support for optimal performance.

Table 5. Resource Allocation through Network Slicing for Different IoT Applications in 5G

IoT Application Priority La(tfs;l)cy B?ll\l/;il;’;’)lgth Relzil/b;hty
(1]
Autonomous
Vehicles Low Latency 5 100 99.9
Smart City . )
Monitoring High Density 20 50 98.0
Industrial High
Automation Reliability 15 200 99.99
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Equation 4 was applied to calculate slice-
specific resource efficiency:

Allocated Resources

Efﬁdency (%) = Total Resources Available
100 “4)

By enabling tailored network slices, 5G
addresses the diverse needs of IoT applications,
enhancing efficiency and performance across a
variety of sectors [10].

RESULTS

This section presents the results of
empirical tests conducted to evaluate the
performance improvements that 5G technology
offers over 4G in supporting IoT applications.
The analysis focuses on three main areas: data

400%
250+ 4G Throughput (Mbps)

5G Throughput (Mbps)

200
150

100

Average Throughput (Mbps)

50

throughput, latency, and device connectivity.
The following tables and figure illustrate these
results, highlighting the significant
enhancements provided by 5G networks.

DATA THROUGHPUT IMPROVEMENT

Data throughput, or the speed at which data
is transmitted, is a critical metric for many [oT
applications. High data throughput allows IoT
devices to send and receive large amounts of
data rapidly, which is particularly important for
applications like video surveillance, smart city
infrastructure, and industrial automation. In the
tests conducted, average throughput rates were
measured for 4G and 5G networks in both urban
and rural environments. The table below shows
these results, demonstrating the enhanced data
speeds 5G offers.

400%

Urban

Rural

Environment

Fig. 1. Data Throughput Improvement in 5G Compared to 4G for Various Environments

80

70

60

)

Average Latency (ms.
w B (%
o o o

N
=)

—
o

0

4G Latency (ms)
5G Latency (ms)

81.25%

Autonomous Vehicles

Remote Healthcare

Application

Fig. 2. Latency Reduction in 5G versus 4G for Key loT Applications
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The data shows that 5G achieves a 400%
increase in throughput compared to 4G in both
urban and rural environments. This
improvement is essential for high-demand IoT
applications, as it enables faster data
transmission,  supporting real-time data
processing in sectors such as transportation,
healthcare, and industrial IoT.

LATENCY REDUCTION

Latency, or the delay in data transmission,
is a crucial metric for IoT applications that
require real-time or near-instantaneous data
exchange. Applications such as autonomous
vehicles and remote healthcare monitoring rely
on ultra-low latency to function effectively. The
following table presents the average latency
observed for 4G and 5G networks across
several [oT use cases, illustrating the significant
reductions in delay achieved with 5G.

1M

100k

Device Connectivity Capacity (Devices per km?)

The results indicate that 5G reduces
latency by up to 80% compared to 4G in
autonomous vehicle applications and by over
81% in remote healthcare. This reduction in
latency is critical for safety and efficacy in
time-sensitive loT applications, allowing for
faster data transmission and more responsive
systems.

DEVICE CONNECTIVITY CAPACITY

One of 5G’s standout features is its ability to
support a significantly larger number of
connected devices within a given area, a
capability crucial for high-density IoT
deployments such as smart cities and industrial
IoT networks. Figure 1 below compares the
device connectivity capacity between 4G and
5G in terms of the number of devices per square
kilometer.

I ac

5G

Network Type

Fig. 3. Device Connectivity Capacity Comparison between 4G and 5G

The figure shows that 5G networks can
support up to one million devices per square
kilometer, compared to the 10,000 devices
typically supported by 4G networks. This
increased capacity makes 5G particularly
suitable for large-scale IoT implementations,
such as smart city sensor networks, which
involve extensive data collection and device
interaction across vast urban areas.

The results demonstrate that 5G
significantly enhances IoT performance in three
key areas: data throughput, latency, and device
connectivity capacity. These improvements are
SMART TECHNOLOGIES:
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essential for supporting the increasingly
sophisticated and data-intensive applications
within IoT ecosystems. The increased data
throughput allows for faster transmission of
large datasets, while the reduced latency
enables more responsive and reliable
performance in time-sensitive applications.
Additionally, the wvastly expanded device
connectivity capacity provided by 5G supports
the scalability of IoT systems, enabling a higher
density of devices to coexist and interact within
the same network.
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These findings illustrate the transformative
potential of 5G in the IoT domain, particularly
for applications that rely on rapid data
transmission, real-time processing, and high
device density. The enhancements made
possible by 5G offer a solid foundation for the
continued growth and evolution of IoT,
enabling new levels of connectivity, efficiency,
and functionality across various sectors.

DISCUSSION

The findings of this study highlight the
transformative potential of 5G technology in
advancing the Internet of Things (IoT) across
various sectors. The enhanced data throughput,
ultra-low latency, and expanded connectivity
capacity offered by 5G address many of the
limitations of previous networks, enabling IoT
applications to operate with greater efficiency
and reliability [17]. Compared to earlier studies
that explored the limitations of 4G for 10T, our
results show that 5G provides a significant
improvement in key performance metrics,
particularly in high-demand environments such
as smart cities, healthcare, and industrial
automation. This aligns with recent literature
that recognizes 5G as a necessary step forward
for IoT scalability and sustainability [4].

In terms of data throughput, our study
demonstrates that 5G offers a 400% increase
over 4G in both urban and rural environments.
This capability is essential for data-intensive
applications, such as video surveillance and
real-time data analytics, which are increasingly
integral to IoT ecosystems. Previous studies
have suggested that 4G’s limited data rates
constrain the performance of these applications,
often resulting in data bottlenecks [8]. The
improved throughput provided by 5G alleviates
these issues, allowing IoT devices to transmit
and receive large amounts of data with minimal
delay. This finding supports the view that 5G is
pivotal in meeting the data transmission needs
of modern IoT applications, particularly in
scenarios requiring continuous high-speed
connectivity [1].

Latency is another critical factor where 5G
proves to be highly advantageous. The study
reveals that 5G reduces latency by up to 80%,
making it suitable for applications where rapid
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response times are essential, such as
autonomous vehicles and remote healthcare.
Latency reduction is crucial for ensuring that
IoT systems can respond to real-time events
without delays, which is particularly important
in mission-critical applications where even
minor lags can result in significant
consequences. Although previous research
identified 4G’s latency as a limiting factor, this
study shows that 5G effectively overcomes this
challenge, enabling a wider range of IoT
applications to perform optimally in real-time
environments [7], [30].

Moreover, the device connectivity capacity
of 5G far surpasses that of 4G, supporting up to
one million devices per square kilometer. This
expanded capacity is essential for high-density
IoT deployments, such as those found in smart
city infrastructures where numerous devices
must interact and communicate simultaneously.
Our findings are consistent with other studies
indicating that 4G networks struggle with high
device density, often leading to network
congestion and reduced performance. The
ability of 5G to support a larger number of
devices without compromising connectivity
quality addresses this issue, making it feasible
to deploy extensive loT networks in urban areas
[6].

Another notable feature of 5G is its ability
to allocate network resources efficiently
through network slicing. Network slicing
allows multiple virtual networks to operate
within a single physical infrastructure, each
tailored to the specific needs of different
applications. Our study illustrates how network
slicing enables 5G to support diverse IoT use
cases, from low-latency applications like
autonomous vehicles to energy-efficient
applications like smart meters. This flexibility
is absent in 4G and older networks, which lack
the ability to customize resource allocation. By
contrast, 5G’s network slicing capability
enhances resource utilization, ensuring that
each IoT application receives the necessary
resources for optimal performance. This finding
supports the assertion that 5G’s adaptability
makes it a superior network for IoT [12].

The results of this study demonstrate that
5G technology substantially enhances the
performance and scalability of IoT applications.
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The improvements in data throughput, latency
reduction, device connectivity, and resource
allocation make 5G a powerful enabler for loT.
These findings contribute to the growing body
of research on 5G and IoT, affirming that 5G is
not only an advancement in network
technology but also a critical infrastructure for
supporting the continued evolution of IoT
systems. Future research should explore the
potential of 5G in emerging loT applications,
such as augmented reality and smart
agriculture, to further understand the full scope
of its capabilities.

CONCLUSION

The integration of 5G technology into the
Internet of Things (IoT) represents a
monumental shift in the capabilities of network
infrastructures to support a rapidly growing
ecosystem of connected devices. This study has
examined how 5G's unique features, such as
enhanced data throughput, ultra-low latency,
expanded device connectivity, and the
flexibility of network slicing, collectively
address the limitations that previous networks,
particularly 4G, presented for IoT applications.
By leveraging these capabilities, SG enables a
range of applications across diverse sectors,
including healthcare, transportation, industrial
automation, and smart cities, thereby fostering
innovation and opening up new possibilities for
technological advancement.

One of the key contributions of 5G to IoT is its
significant improvement in data throughput,
which enhances the speed and efficiency of data
transmission. [oT applications that rely on large
volumes of data, such as video surveillance,
environmental monitoring, and industrial
automation, benefit from 5G’s ability to
transmit data at much faster rates. As
demonstrated in the results, 5G provides a
throughput increase of up to 400% over 4G,
enabling IoT devices to share data more
efficiently. This improvement supports the
scalability of IoT networks, allowing them to
handle the ever-increasing data demands of
modern applications. Faster data transmission
not only improves operational efficiency but
also enhances user experiences by delivering
real-time insights and responses, which are
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critical for decision-making in sectors such as
healthcare and transportation.

Latency reduction is another essential
advantage that 5G brings to 10T, particularly for
applications that require immediate data
processing and feedback. As shown in this
study, 5G reduces latency by up to 80%, making
it possible for IoT applications in areas such as
autonomous vehicles and remote healthcare to
operate with minimal delays. This capability is
crucial for ensuring safety, reliability, and
accuracy in time-sensitive environments. The
reduced latency of 5G is especially valuable for
mission-critical applications, where rapid data
exchange can be a determining factor in
preventing accidents or delivering timely
medical interventions. By enabling real-time
communication, 5G strengthens the ability of
IoT systems to function effectively in scenarios
where every millisecond counts.

The expanded device connectivity offered
by 5G is another transformative aspect that sets
it apart from earlier network technologies. With
the capability to support up to one million
devices per square kilometer, 5G is uniquely
suited for high-density IoT deployments. This
capacity is essential for large-scale IoT
networks, such as those found in smart cities,
where numerous sensors, meters, and
connected devices must operate
simultaneously. The ability to support a greater
number of devices within the same network
infrastructure enhances the efficiency and
reliability of IoT systems, ensuring that each
device can communicate without interference
or loss of connectivity. This expanded
connectivity also supports the growth of IoT
ecosystems by making it feasible to deploy
more devices across larger areas, enabling more
comprehensive data collection and analysis.

Additionally, the network slicing capability
of 5G provides a level of adaptability that is
critical for meeting the diverse needs of IoT
applications. Network slicing allows multiple
virtual networks to coexist within a single
physical infrastructure, each optimized for
specific performance parameters such as
latency, bandwidth, or security. This flexibility
enables 5G to support a wide range of IoT
applications, from energy-efficient smart
meters to low-latency autonomous vehicle
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systems. By tailoring network resources to meet
the particular requirements of each application,
5G ensures that IoT systems can perform at
their highest potential without compromising
on quality or efficiency. This adaptability is a
major advantage over 4G and other previous
networks, which lack the ability to customize
resource allocation in the same way.

The findings of this study underscore the vital
role of 5G in advancing the IoT landscape. The
enhanced performance metrics that 5G offers
make it an indispensable infrastructure for the
development and sustainability of IoT
applications. As industries continue to adopt
and integrate IoT solutions, the capabilities
provided by 5G will be instrumental in driving
the next wave of innovation. By addressing the
limitations of earlier networks, 5G paves the
way for more efficient, reliable, and scalable
IoT systems. The continued deployment and
evolution of 5G will likely spur further
advancements in IoT technology, ultimately
transforming the way industries and societies
operate. Future research should focus on
exploring 5G’s potential in emerging loT fields,
such as smart agriculture and augmented
reality, to fully realize the transformative
impact of this next-generation network
technology.
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CunepreruuHuii BiuiuB 5G Ha iHHoBanii Ta
3pocTtaHHs IHTepHeTy peueii

Ab6oynvcamap Llaxep Canman, Axine Maxmyo,
Aboynenax Xamio Acin, Omap Caao Axmeo,
Moxammeo Acin Aboynna

Amnoranis. [lepenymosu: [losBa TexHonorii 5G
PEBOJIIOIIIOHI3YE chepy TEJICKOMYHIKaIliH,
0COONHMBO y CHPHSIHHI PO3LIMPEHHIO [HTEpHETY
peueit (IoT). 3abe3neuyroum BUII IIBHIKOCTI
nepefadi  JaHWX, VYIABTPaHU3bKY 3aTpPUMKy Ta
nmokpaiieHe 3’eqHaHHsg, S5G 00ilsge MoaoiIaTH
OOMEXKEHHSI TOMEpPeHIX MEepeX Y MiATPUMII
iHppacTpykrypu loT.

Meta: lle nocmijpkeHHS CHOpPsSIMOBaHE Ha
BUBUEHHA poini 5G y po3BuUTKy 3acTocyHKIB l0T,
T IKPECITIO0YH, K HOTO PO3MINPEHi MOMIIMBOCTI
MOXYTh  3aJOBOJIBHSTH  YHIKaJbHI ~ BHMOTH
pizHOMaHiTHUX cucTteMm loT.

Mertoau: MeTtomnonorisg IOCHIDKEHHST BKIIIOYAE
NETAJbHUIA  OIILA  OCTAaHHIX  TEXHOJOTTYHHUX
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JocsTHEHb 'y 5@, 30CepemKyrounch Ha TOMY, SIK
meBHI (QyHKINT, Taki SK CETMEHTAIisl Mepexi
(network slicing) Ta oOuncIeHHS Ha Kparo MEpexi
(edge computing), cnpusitore po3BUTKY loT.
CTaTUCTUYHHUKA aHaTi3 3aCTOCOBAHO IO PeabHHUX
IaHux JUisi aeMoHcrparii edekrtuBHocTi 5G ¥y
3abe3nevueHHi minkimodeHHs loT Ta mokpalieHHi
MPOAYKTUBHOCTI 3aCTOCYHKIB.

Pesynbrartu: OTpriMaHi gaHi IOKa3yooTh, mo 5G
3HAQUHO MiJBHINYE €(EKTHBHICTh BIPOBAKECHHS

IoT, 3HIDKYHOUYH 3aTPUMKY, MTOKPAIYy YN
MIBUAKICTh Tepeaadl JaHuX Ta MiATPUMYHUYU
OTHOYACHO  BEJIMKY  KUIBKICTh  IIJKIIFOYCHUX

npuctpoiB. Lle mokpameHHs cropusie miJBUILEHHIO

30

e(eKTHBHOCTI B PI3HUX Taly3sX, BKIIOYAI0UN
OXOPOHY 37I0POB’sI, BAPOOHHUIITBO Ta TPAHCIIOPT.
BucHoBok: Iuterpanis texnonorii 5G 3 IoT
MIPEJICTABIIIE 3HAYHUNA TIpOrpec y 3a0e3redeHHi
MIIKIFOUEHHS, MPOMOHYIOYHM HaJiiiHI, MBUAKI Ta
MacmTaboBaHi pimieHHs. Takuii pO3BUTOK €
KPUTUYHUAM  JUI1  TOJANBINIOTO  3POCTaHHS — Ta
BIOCKOHAJIeHHsS ekocucteM [oT, migKpeciroyn
HEOOXIiTHICTh BIPOBapKeHHS 5G I TOCSTHEHHS
MMOBHOT'O TIOTEHIliany iHHOBaIii y cdepi [oT.
Kirouosi caoBa: 5G, Inrepuer peueir (IoT),
CErMEHTAIlisl MEpEeXki, 3aTpuMKa, OOYMCICHHS Ha
Kparo Mepexi, repeaaya JaHuX, MaclTabOBaHICTh,
TeJIeKOMYHIKallii, i AKITI04eHHs, 3acToCcyHKH 0T
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Mopaenb iHdopmauinHoi 6e3nekn hpyHKUiOHYBaHHS
nporpamMHoro 3abesnevyeHHs

Cepeiti JleHkoe!, Bonodumup Lxynit?, OnekcaHop Seopcbkuli’, KocmsHmuH 3auenin?
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AmnoTanis. B po0oTi BHKOHAHO CUCTEMATU3AIIII0
Mozeneit HaJiifHOrO Ta 0e3neyHoro
¢yHKIIOHYyBaHHS TporpaMHoro 3abesmneueHHs. B
pe3ynbTaTi MPOBEIACHOTO JOCIHIHKCHHS BUILICHO
TPU THIIM MOJCNEH: aHaIITHUYHI; CTATHCTHYHI;
emmipuyHi [4, 9].

Po3msiHyTO psin HaifuacTimie 3acTOCOBYBaHHMX
MOJICJIeH, BH/IICHO iX HEIOJIIKM Ta IepeBard 3
MOIVISILy PO3B'sI3yBaHOI 3ajavi omucy Oe3neyHoro
(YHKIIOHYBaHHS MPOrPaMHOTO  HPOAYKTY, Ta
PO3Mi3HaBaHHS LIKiAJTMBOTO MIPOTPaMHOTO
3abe3meueHHsA. 3a pe3ylbTaTaMé  IPOBEICHUX
JOCTIIKCHb PO3IVISIHYTI MOJEJi MAlOTh IIEPEBaru y
IUTaHl MPOCTOTH iX MpPaKTUYHOI peaiizauii, mpote
BOJIHOYAC BHJIIJICHO HACTYIHI HENOJIKH: ACsKI 3
PO3NISHYTUX MOJENCH MpHU peanizailii BUMararoTh
BEJIMKOTO 00’ €My OOYHCITIOBAIBHUAX PECYPCIB — IS
aHai3y Oe3NeKy Ta HAaKOIMYCHHS apXiBHUX JaHUX;
BUKOPHCTaHHS CTaTUCTUYHUMH Ta iMOBIpHICHUMH
MOJIEJISIMH TIPUIYILEHb NPO Te, 0 iHTEeHCHBHICTh
aTak/BiIMOB UM KUJIbKiCTh IOMUJIOK Y IPOTPAMHOMY
3a0e3MEYCHHIO  MalOTh  3a3[aJIerilb  BiJIOMUIi
posnoxin  (OiHOMianmpHUH, CTaHAApTHUHA  abo
MMyacOHIBCHKWH), IO HE 3aBXKAH BIpHO A
peaNbHUX TPOIECIB 1 CHCTEM; HEMae MOALTy Ha
BiJIMOBH IIPOTPaMHOT0 3a0e3MeueHHs 1 BUXiJ 3 1Ay
BHACHIIOK KiOepaTak, HE BpaXOBYIOTHCS TaKOXK
Bpa3iMBOCTI HYIHOBOTO [IHS; HE aHANi3YIOTHCS
3BEpPHEHHSI JIOCTTI/IKYBaHOTO MPOTrPaMHOTO
3a0e3IeyeHdsT 10 IaM'siTi, [0 MONIO O Jarth
BaYUIMBY iH(pOpMAIif0 PO HOTO JIETITUMHICTD YH

HasBHICTh WIKIMBUX  (yHKOid; SkogHa 3
PO3TISTHYTHX Mozeneit He 3abe3neuye
KOMIUIEKCHOTO ~ TPEJACTABIEHHA IPO  TIPOIecC

(YHKIIOHYBaHHS TPOrPaMHOTO 3a0e3MeueHHs, Y
TOMY YHCHIi, aHali3 31 CTOpoHH iH(popMaLiiHOT
6e3nexu BiacyTHii [1, 8, 16].

3aBmaHHA pO3Ii3HaBaHHS TITKi ITTABOTO
MPOTrPaMHOTO 3a0€3MEUYCHHS 3 KOKHIUM POKOM CTa€
Jlefalti aKTyaJdbHIIIAM 1 CKIQJHININM Y 3B'SI3KY 3
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Ceprin JleHkoB

[0.T.H. npocbecop kadenpw,
rOfOBHUMA HayKOBUIN
CniBpOBITHNK

Bonogumup Oxynin
[oueHT kadeapu
Kibepbeaneku

OnekcaHap SiBOopCbKun
Marictp XMenbHWLLKOro
HaLioHanNbHOro YHiBEpCUTETY

KoctaHTMH 3aueniH
Marictp XmMenbHULbKOrO
HaLiOHanbHOro yHiBepcUTeTY

nu@poBizalli€o rary3ei MisTIbHOCTI JIFOJUHH Ta
BUKOPHCTaHHSM TPOTPaMHOTO 3a0e3MeUCHHS IS
BUKOHaHHS 0i3HEC-JIOTIKHM Ta TEXHIYHUX MPOLECIB y
CKJIagHUX CcUCTeMaX. BHacIioK IIbOTO, YHUM
OunpIIMi  00CAT MPOrpaMHOro 3a0e3IeUeHHS B
CHCTEeMi, THM TIOTCHIIIHO OUIBIIE B HBOMY
NOMWIIOK, TMpH IbOMY Uepe3  MiAKIIOYCHHS
CyJacHUX CHUCTEM JI0 Mepexi [HTepHeT, mporpaMHe
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3a0€3MeYCHHS YacTO MOIHUPIOETHCS IO MEPEXKI, 1110
JI03BOJISIE 3JI0BMHCHHKAM CTBOPUTH HOBI BEKTOPH
kibeparak Ha cuctemd [2, 3, 5, 7].

3amponoHoBaHa MOZETb yCyBa€  HaBelIeHi
HEJIONIKK 3a paxyHOK TOro, IO BOHA BPaxOBYE
XapaKkTepHi OCOONMBOCTI TIPOSIBY  IIKiJJTHBOTO
MPOTrPaMHOro 3a0e3MeUeHHs Ha MPUCTPOSIX, a caMe
BIUIMB LIKiJJIMBOTO MPOrPaMHOTO 3a0e3MeYeHHs Ha
OOUHMCITIOBAJIbHI PECYpPCH CHUCTEMH Ta pPo0oTy 3
orepaTHBHOIO aM'sTTI0. Lle 03Bosie po3pobieHiit
Mozeni BpaxoBYBaTH K HaJilHICTD
($YHKITIOHYBaHHS IIPOrpaMHOTO 3a0e3NeueHHs, TaK
i 6e3meky [9, 11, 19].

VY Tepminax mozneni copMynbOBaHI KpUTEpil
Oe3meyHoro  (yHKUIOHYBaHHS  MPOrPaMHOTO
3a0e3MedeHHs, 3p00JICHO BUCHOBOK TIPO T€, IO JIJIS
HaHO1TBII epeKTHBHOI pearizallii Takoi MoJeli Ha
MPaKTHIN Mae OyTH BUKOPUCTAHUH rinepsizop [14,
17, 20].

KawuoBi ciaoBa: wmoxens, iHdopmaniliHa
Oe3mneka, Bpa3IMBOCTi, aTaku, KOH(IACHIIIHHI aHi,
HIKiAJIMBEe MporpaMHe 3a0e3nedyeHHs, OesleyuHe
(GyHKIIOHYBaHHS.

BCTVYII

Uucno kibeparak Ha HAWBaKJIMBINI TaTy3i
1HPPACTPYKTYpU Yy BCHOMY CBITI HEYXHJIBHO
3poCcTa€ 3 KOKHUM pokKoM. Tak, 3a JaHUMHU
xomnanii Trellix, Bxe B mepmiomy KBapTali
2023 poky B VYkpaini Oymo 3adikcoBaHO Ha
22,5% Oinbiie xibeparak, HiXK Y OCTaHHbOMY
kBaptam 2022 poky. Y apyromy KBapTaii
KUTBKICTh KiOeparak 3pocia mie Ha 9%,
MOPIBHSHO 3 mepimuM kBapTtajaom 2023 poky [5,
71.

OgauM 13 HAWUTIOMIMPEHINUX  METOIIB
peamizanii  kibeparak €  BHUKOPHUCTaHHS
IIK1ITTUBOTO MPOTPaMHOTO 3abe3nedyeHHs. Tak,
Ha noyatky 2023 poky KUIBKICTB Kibeparak,
peani3oBaHUX I[MM  METOAOM, HE3HayHO
MOCTyNWJIacs JuIIe Kibeparakam MeToJaMu
comianpHOI iHkeHepii. YacTtka kibeparak 3
BUKOPUCTAHHSM IIKIJJIHBOTO IMPOTPAMHOTO
3a0e3neueHHs, 3a qanumu Trellix, cknana 71%
s pizuganx ocid ta 60% IS FOPUINIHIX
ocib [5, 7, 22].

VY 3B'SI3Ky 3 UM, aKTYaJIbHICTH 3aBJIaHHS
pO3Mi3HABaHHS  IIKIJUTMBOTO  TIPOTPAMHOTO
3abe3neyeHHs mopiuHo 3poctae. CiiJl Takox
BpPaxoOBYBaTH, 110 3JIOBMUCHUKH TIPH peaizarii
Kibeparak KOMOIHYIOTh Pi3Hi1 TUITH LIKIJIMBOTO
MIPOTPaAMHOTO 3a0e3nedeHHs —
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BUKOPHUCTOBYIOTh 6araro(yHKIIIOHAJIbHI
TPOSTHU abo 3aBaHTAXYIOTh Ha
CKOMIIPOMETOBaHI 00'€KTH  1HPPACTPyKTypu
0e3114 pi3HUX 3a (YHKI[IOHAJIOM IIKIIJIUBUX
nporpaMm. lle 3Ha4HO YCKIAAHIOE TIPOIIEC
aHai3y OE3MEeKH MPOrPaMHOTO 3a0e3MeUeHHS.
OcobnuBoi  roctpotu mpobinema HabyBae
OCTaHHIM 4YacoM Y 3B'SI3Ky 3 00'€éKTHMBHOIO
HEOOXiHICTIO oprasizauii BigganeHoi poboru
Ta JocTymy 10 iH(OpPMAaIIHUX pecypciB
KOMIaHii, CUCTEM YIPaBIiHHS Ta MOHITOPHHTY
TEXHOJIOTIYHUX TIPOLECiB — M0 MOTpedye
BUPIILICHHS 3aBJIaHHS 3aXUCTY «TEPUTOPIaTILHO
PO3MOIIIEHOTO epUMETpay. 3poctae
HeOe3meka  arak, 110  BUKOPHCTOBYIOTH
MPUHOMH SIK SIBHO BUPAKEHO1, TaK 1 MPUXOBAHO1

COLIaAILHOT 1HXeHepii, KOJIH TUTSE
BIIPOBAKCHHS HIKIUTHBUX porpam
3aCTOCOBYIOTBCSI JIOBipeHi jkepena [4, 6, 7,
20].

OmHuM 13 KaHaJiB JOCTAaBKH IIKIUIMBAX
MporpaM MOXKYTh BHUCTYHAaTH KOMIUICKTH Ta

KOMIIOHEHTH  JIETITUMHOTO  TPOTPaMHOTO
3a0e3nedyeHHs. Y pasi  BIAKPUTOTO  KOIY
KOpHUCTyBa4yaM HAaJa€ThCs MOXJIUBICTh

O3HAWOMHUTHUCS 3 BHUXIJHAMH TEKCTaMH, Ta 3a
HEOOXi1HOCTI BHKOHATH OLIHKY Ta aHali3 sK
e(heKTUBHOCTI IPOAYKTY, TakK 1 Horo 6e3meku. Y
pas3i mporpamMHOro 3a0e3neueHHs 13 3aKPUTUM
KOIOM BHUXIIHI TEKCTH a00 HE HaIar0THCA
B3arajgi, a00O HaJalTBCI YacTKOBO abo
MOBHICTIO  JIEpKaBHUM  cepTHdIKAIiiHUM
OpraHam JJisi BAHECCHHsI PIIIEHHS PO JOMYCK
70 BUKOPUCTAHHSI TaKUX TPOIYKTIB Y TMEBHUX
Mepekax Ta cucTeMax. BiabIIicTs MneH31MHnX
yrog  Ha  BHKOPHCTAHHS  IPOrPaMHOTO
3a0€e3eYeH s MICTATH IIOB1IOMJIEHHS
KOpHCTyBa4a IpPO OOMEXKEHICTh TapaHTii Ta
B1IMOBY BIJI BIJIIIOBITAJIBHOCTI npu
BUKOPUCTAaHHI TMPOAYKTY. TakuM YUHOM,
MPOTpaMHUN TPOAYKT O€3 BUXITHOTO KOy €
«YOpPHOI0» CKPUHBKOIO I KOPUCTyBada, i
HaBiTh y pa3l aBTOPCTBAa BIJIOMOTO Ta
CYMIIIHHOTO pPO3pOOHWKa Ta MOCTadyaIbHUKA
MOK€ MICTUTH: HEJOKYMEHTOBAH1 MOYKJITMBOCTI;
IIKIJUTHBl KOMIIOHEHTH, BIIPOBAKEHI 3aco0u
pO3pOOKM BHACHTIZOK aTak Ha CXOBHIIA;
IIKiIJTUBE MIporpamMHe 3a0e3MeyYeHHs 1 «4OpHi
XOAM», BIPOBAKEHI Ha eTami pPOo3poOKH,
KOMIIIALIT POTPaMHOTO KOy abo
MOIIMPEHHS; TOMWJIKH Ta HEIOpOOKH, He
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YCYHEHI Yy TpoIeci TecTyBaHHS; IIKiJIHBe
mporpamMHe 3a0e3MEeUeHHS Ta «UOPHI XOI,
HaBMHCHO BIIPOBA/KEHI TPEeTiMH ocobaMu y
nporieci gocrasku [9, 10, 15].

TakyM YUHOM, 3aBIaHHS OILIHKH O€3IEeKU
MPOTPAMHOTO 3a0€3MEeUeHHS HE BUPINIYETHCS
JIOBIPOIO JI0 MPOTPAMHOTO TPOIYKTY, SIKUH
po3pobneHui B1JIOMOIO KOMITaHI€TO,
cepTH(iKOBaHHI Ta OTPUMAHUH 13 JLKeped, sKi
BHJIAIOTHCS JOBIPCHUMH.

AHAJII3 OCTAHHIX JOCJIIDKEHD TA
ITOCTAHOBKA 3ATAYI

BusiBuTH TOTEHINHI 3arpo3d MOXKHA Ha
MJICTaBl aHaAJI3y BUXIJTHUX TEKCTIB Ta
JMHAMIYHOTO aHaizy [IOBEIIHKHA y
KOHTPOJIbOBaHOMY  cepenoBuiii. OpHak B
yMOBaxX  BIJICYyTHOCTI  BHUXIJHMX  TEKCTiB
MOTPiOHE BUKOPHUCTAHHS IIe OLIBII TEXHIYHO
CKIQJHUX  Tpouedayp, y TOMYy  HHCHI
JEKOMITUISIIIT, peBepci iHxuHIpuHTY 1 T.1. Ha
npakTtuii  (axiBimio 13 3axucty iHQopmarii
MOTPIOHO MIBUAKO 1 €()EKTUBHO BU3HAYUTH
MOMJIMBICTh ~ BUKOPUCTAHHS  MPOTPAMHOTO
3a0e3neyeHHs B 1HQPACTPYKTypi, IO
3aXMIIAEThCs, 0e3 MopyIIeHHs iHpopMaIiiHOT
oesreku. [Ipu oMy 4yac Ta oOUMCITIOBANTBHI
pecypcu oOMekeHi, a IMOBHA aBTOMATHU3AIlis
mporecy aHajizy Oe3NneKrn HEeMOXIJIHBA Y
3B'SI3Ky 3 BHCOKOIO CKJIQJHICTIO TPEAMETHOi
ramysi [6, 17, 18].

Ha nanuii yac He icHye yHIBEpPCAaJIbHOTO Ta
ONTHUMAJIBHOTO BUPILIEHHS 3a/1a4l BUSBICHHS
IIKIJTMBOTO ~ MIPOTPaMHOTO  3a0€3MeUeHHS.
BuxopucraHHs BChOTO CIEKTpa HAasSBHHX
3ac001B O3BOJISIE MAKCUMAJIbHO HAOIU3UTHUCS
0  BUpINIEHHS  3aBIaHHS  BHSIBIICHHS
IIKiUTABOTO  KOMYy,  BU3HAueHHs  HOTO
mapameTpiB  Ta  TNOBEOIHKH, 1  HaBiTh
imeHTu(dikamii MeTomiB, a MOXXJIHMBO HaBITh
0COOMCTOCTI 3JIOBMHCHHKA, IPOTE BHMArae
NOKJIAIaHHsl 3HAYHUX 3YCHJIb, THMYAaCOBHX
BUTpAT 1 KBamiQikaii [5, 7].

Jlnst miaButieHHsT €PEeKTUBHOCTI BUPIICHHS
I[LOTO 3aBJJaHHS B yMOBaX OOMEKECHHIX YACOBHX
Ta OOYHCIIOBATLHUX PECypCiB, a TaKOX
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BIJICYTHOCTI BIJKPUTUX BHXIJHUX TEKCTIB
MPOrPaMHOTO  3a0€3MEUYCHHS, IPOMOHYETHCS
MiAXia, IO IOJAra€ B aBTOMAaTH3allll OIHKH

iHdopmariiiinoi Oe3rexku MIPOTPaMHOTO
3a0e3neueHHs 0Oe3 BHUXIJIHUX TEKCTIB Ta
0a3yeTbCs Ha Mozeii 0€e3IIeYHOoro

¢yukmionyBanHs [13 Ta MeETOAMKHM OILIIHKH
iHdopmariitnoi 6e3neku [ 14, 16].

besneka I13 o3navae, 1m0 B pe3ynbTari Horo
BKJIIOYCHHS B CHCTEMy HE BiJOyBa€eThCs
MOpYIIEHHSI CTaHy Oe3neku, TOOTO MOBHOIO
MipOIO 30epiraroThes (hyHKIIOHAJIBbHI
XapaKTePUCTUKH CHCTEMH, HE 3MIHIOIOTHCS
pernamMeHToBaHI  B3aeMomii  CyO'ekTiB  Ta
00'exTiB cucTeMH. besneka TakoX O3Hauae
BIJICYTHICTh J1e(PEKTiB HEJJOKyMEHTOBaHUX
MOXJIMBOCTEH, SKi MOXYTh CIPUYUHUTH
MOPYIICHHS OE3MEeKH K BJIaCHE aHaII30BaHOTO
13, Tak 1 cucremu, B SKy BOHO
BCTAHOBITIOETHCS, Y TOMY YHUCII MPU B3AEMOJIIT
3 IHIIUMHU KOMIIOHEHTaMH cucteMu. besmeka
I13 Takox mepembadae BIACYTHICTH y HOTO
CKJIaJIi WIKiguBoro koxy [4, 10, 20].

XapaKkTepuCTUKHU LIK1IJTUBOTO MPOTPaAaMHOTO
3a0e3neueHHs HaBeaeHl B Taom 1.

HaBenena  xapakrepucTuka  MOPIBHSIHO
YMOBHA, OCKUIBKM IIKIJUIUBE IPOrpaMHe
3a0e3NeyeH s, 110 BHUKOPUCTOBYETbCA ISt
31ifiCHeHHS Kibeparak MOKe MaTu
KOMO1HOBaHMI (dyHKITIOHAT. HaiiGimpim
HeOe3lmeyHuMH € 3aco0u, HalllJIeHI Ha
MPUXOBaHY TMPHUCYTHICTh y CUCTEMI 3 METOIO
BUKpaJieHHs iH(popMmalii Ta mepexoIIeHHs
ynpasmiHus [5, 7, 8].

PernamentoBaHi cTaHgapTOM 3axoid Ta
IPOIETypH TaKOK MOXKYTh OyTH BUKOPHCTaHI
JUIsT TOOYIOBM CHUCTEMH OINIHKH Oe3MeKu
MIPOrPaMHOTO 3a0e3meyeHHs, 10
MIPOTIOHYETHCS  CTOPOHHIMU  PO3POOHUKAMH.
Opnnak, 6e3mocepeIHe 3aCTOCYBaHHS METOIHK
OIIHKM, TOOYIOBaHWX HA aHaJi31 BHXIIHOTO
KOy, HE MOXKe OyTH e(eKTHUBHO 3HIMCHEHO Y
pasi i#oro BiacyrHocTi. binpmia  dactunHa
MpPOrpaMHOTO  3a0e3meueHHs Uil CHUCTEM
Windows, 1m0 NpONOHYEThCS KOPUCTyBauaM,
HE TMOCTAYaEeThCS 3 BUXITHUMH TEKCTaMH [2, 9,

13].
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Tadmmus 1. XapakTepuCTUKH HIKIATUBOTO MPOTPaMHOTO 3a0€3MEeUECHHS

Table 1. Characteristics of malware
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TexHoortii : ;
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ctBopenns LT3 Criew -
- TeIaIbHL + |+ |+ |+ |+ |+ |+ |+ + + +
IHCTPYMEHTH
Mepexa + + + + - + + + + + -
Cepenosuiiie Bignanene n n n n n n n n i i i
BUKOHAHHS BUKOHAHHS
Po6oua cranis - - - - - - - - + + +
3acobu Mepexa + |+ |+ |+ |+ ]+ |+ |+ + + +
HNOUIMPEHHH, 3MiHHi IUCKH + |+ |+ |+ |+ ]+ |+ |+ + + +
CepeIOBHIIE 3aBaHTax<}:- N n N N N n n n . . .
JTOCTAaBKH BaJIbHI (hakn
[Hopymenns
KOH(1IeHIi - + + + + - - -
HOCTI
PyiiniBamii BIutiB | BigBosikaHHS n "
KOPHCTYBayiB
Binwosa B - - + - - + | + + + +
00CITyTOBYBaHHI
Ha erami BHpoBa/keHHS MPOrPaMHOTO camonuikamii mporpam TNpU BiJAAJCHOMY
3a0e3IIeUeHHs, 3aBIaHHA OIIHKU Oe3IeKH OHOBJICHHI. /[0 IIbOTO MOYKHA 10/IaTH MPOOIEMY

CTOITh JyX)e€ TOCTPO, 1 Ma€ BHPIIIYBaTUCS
eKCIUTyaTalliliHUM TIEPCOHAJIOM  JIOCTaTHbO
epexkTuBHO. B maHuii yac Hemae €IMHOTO
METOAMYHOTO JOKYMEHTA, SIKUH JO3BOJISIB Ou
npu HOro 3acToCyBaHHI TiepcoHanoMm 0e3
CHeIialbHUX 3HaHb MPUHAMaTH PIIIEHHS PO
MOXIJIUBICTh 3aCTOCYBaHHs 113 y
KOPIIOpaTUBHUX Mepekax. HaromicTe icHye
BEJIMKMI 1HCTPYMEHTapiid, 0e3/1iu METoniB Ta
MAXOAIB IS JOCHIIKEHHS TmoBedqinku [13,
IIKIJUIMBAIA ~ XapakTep SKOTO BITOMHM, 1
3aBlaHHSAM JOCITIJHUKA € BH3HAUEHHS KJacy
mkigmuBoro I3, xapakTepHUX O3HAaK Ta
MOBEIHKHU ISl TOAAJIbLIOT0 BUKOPUCTAaHHS B
cucremax 3axucry [8, 20].

OO0'eXTUBHI TPUYHHHM TTOSIBH BPA3JIMBOCTEH y
[13 mnonsAraroTh y HaA3BUYAHO BUCOKIN
CTPYKTYPHIN CKJIAIHOCTI MPOTPAMHOTO KOJY,
IUHAMIYHOCTI ~ PO3BUTKY  Bepciif, 110
BUITYCKAIOTBCSI PO3POOHHMKOM, Ta JIETKOCTI
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JOCTOBIPHOT imenTudikarmii HaBMHCHO
CTBOPEHUX MIPOTPaMHHX 3aKJIaJIOK,
HEIOCKOHAJIICTh HOPMAaTHBHO-METOJMYHOI Ta
BiJICTaBaHHS IHCTPYMEHTIBHOL 0a3u

cepTudikamiifHux Burpoodysans [6, 16, 20].
BpaznmuBi curHarypu y BHUXITHUX TEKCTaX
[13 mrykatoTbes poO3pOOHUKAMU JIMINIE HA
eTanax BHYTPIIIHROTO TECTYBaHHS, OCHOBHOIO
METOIO SIKOTO € BUSIBIICHHS BIIACHUX MTOMHJIOK Y
po3po0IeHOMY TMPOTPaMHOMY 3a0€3MEUEHHIO.
I[Ipu upbomy mpo omiHky Oe3meku 13
Hal4JacTiIe He 3aMUCITIOITHCS [6, 12, 22].

CraruyHuii  agajgi3 BUXIJHUX TEKCTIB
3MIUCHIOETBCSA 0€3 peajbHOTO BHUKOHAHHS
JIOCTI[DKYBaHUX  HporpaM.  3aJeXHO  BiX

IHCTPYMEHTA, 110 BUKOPHUCTOBYETHCS, TIIMOMHA
aHayi3y MOXKE 3MIHIOBAaTHUCh BiJi BH3HAYCHHS
MTOBEAIHKH OKpEMUX oTepaTopiB hi (o)
JOCITI/DKEHHS, IO BKJIIOYaE BeCh HasSBHUU
BUXI1THUN TEKCT.
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JluHaMiyHUM ~aHal3 BHXIOHUX TEKCTIB
BUKOHYETBCS 32 JIONIOMOTOIO 3aITyCKy IpOrpam
Ha peallbHOMY YH BipTyaJbHOMY MIPOIECOPI.
YTuUniTh  IWHAMIYHOTO  aHali3y  MOXYTh
BHUMararu 3aBaHTAKEHHS CHeIiaIbHUX
010110TeK,  MEPEKOMITUIAIIII0  MPOTPAMHOTO
xoxy. Jlist 6151b11101 €(peKTUBHOCTI IMHAMIYHOTO
aHaizy TOTPIOHO  TIOJAHHS  TECTOBAHIM
mporpaMi  JOCTaTHBOI  KUTBKOCTI — BXIJHHX
JTaHUX, 00 OTpUMAaTH TOBHINIE TOKPUTTS

KOJLY.

Crarnyauii Ta [OUHAMIYHWAN  aHaJII3Hu
JO3BOJISIIOTh ~ BUKOHATH  HACTYIHI  BHJHU
KOHTPOJTIO:

1. KoHTponb TOBHOTHM Ta BiJICYyTHOCTI
HaJIMIPHOCTI BUX1IHUX TEKCTIB. Bin

3IIICHIOETBCSL  €KCIIEPTOM 32  JOIOMOTOIO
MPOTrpaMHUX 3aC001B, sIKI BUSIBJISIIOTH MOXKIIUBO
HQ/TMIIKOBI (DyHKIIOHANBHI 00'€KTH, IO HE
BUKOPHCTOBYIOTHCH.

2. KoHTponb BIONOBIIHOCTI BUXIJHHUX
TEKCTIB HOTro OO0'€KTHOMY KOAY, IIOJIATaE B
KOMITUTAMIT BUXIIHUX TEKCTIB TMporpaMm 1
MOPiBHSHHI OTPUMaHHX 00'eKTHUX
(3aBaHTa)XyBaJbHUX) KOMIB 3 aHAJIOTIYHHUMHU,
HagaHuMu 3 jauctpubytuBom  [13, 1o
nepeBipseTbes. B sikocTi mporpaMHux 3aco0iB
TUTS 301HCHEHHSA miel MepeBIpKHU
BUKOPHUCTOBYIOTHCSI KOMIIUIATOp Ta IMporpaMa
MiJIpaXyHKy KOHTPOJIBHUX CYM Ta MOPIBHIHHS
daitnis.

3. Kontpomtoe 3B'SI3kM  (PYHKITIOHATBHUX
00'exTiB 3 ympaBmiHHs. Lls nepeipka mossirae
y noOymoBi rpada B3aeMoii (pyHKI[IOHATHHUX
o0'ekTiB 3 ympaBmiHHS (Tpad  BHUKIHUKY
¢ynkuiit). IlepeBipka Moke OyTH BHKOHaHA
eKCTiepToM  0e3  3aJydeHHS  JIOJaTKOBHX
MPOrpaMHUX 3ac00iB, MPOTE OOCAT BUXITHHX
TEKCTIB Ta KUIBKICTh (YHKITIOHATBHUX 00'EKTIB
y Cy4yaCHOMY IpOTpaMHOMY 3a0e3MeUeHHS
JOCUTH BEITHKA.

4. Koutponb 3B'A3KiB (PyHKIIOHAIBHUX
o0'ekTiB 3a iH(opMaliero MmodymoBi Tpada
B3aeMofii  (QYHKUIOHANBHUX  OO'€KTIB  3a
iHdopmariero (rpad mepemadi 3MIHHHUX MIXK
GYHKLISIME  Ta BHUKOPUCTaHHA II00AIBHUX
3MIHHUX ycepeauHi QyHKITIN).

5. Koutponms iHdopMmariiinux 00'ekTiB
nepenbavae noOyI0BY MepeTiKy
iHpopmaniiHuX 00'ekTiB (yci 3MiHHI, KpiM

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 31-45

JOKaJbHUX, IO HE TMepeJaroTbcs  IHII
(dyHKITIOHATBHI 00'€EKTH).

6. KonTpomns HasBHOCT1 3aJaHuX
KOHCTPYKIIIH y BUXIIHMX TEKCTaxX IOJISATAE Y
MOIIYKY NEBHUX KOHCTPYKIIH y BHXIIHUX
tekcrax [13. IMomyk 3mailicHIOETBCS 3a 6a3or0
Bpa3IMBOCTEH, IO MICTHTh CHUTHATYypH YU
BIIMITH1 O3HAKH BPA3JIMBOCTI.

[Tpu KOHTPOJI BUKOHAHHS (DYHKIIIOHAIBHUX
00'eKTIB BIIOYBA€ETHCS 31CTaBICHHS (haKTUUHUX
MapHIpyTiB IX BUKOHAaHHS Ta MapuUIPYTiB,
moOyIOBaHUX Yy  TpoOIecl  MPOBEACHHS
cTaruyHoro aHamsy [5, 7, 15].

Jlexcnunuii  aHamiz mependadae  MOIITYK
po3mi3HaBaHHSA Ta KiIacHUQiKaIilo pi3HUX
JeKceM 00'ekTa AOCIHIKEHHS (TIPOrpaMHOTO
3a0e3neueHHs), IPEACTaBICHOTO y
BUKOHYBAaHUX Kojax. Y IbOMY JEKCEMaMH €
curHarypu. B nanomy BUmanaky 31iHCHIOETbCS
MOIIYK  CHUTHAaTyp  HACTyMHUX  KJIAciB:
CUTHAaTypH BipYyCiB; CHUTHAaTypud €JEMEHTIB;
curHatypu (JISKCEMH) «Hi03pUINX (PYHKITIH,
CUTHATYpH IITATHUX MPOLEAYP BUKOPUCTAHHS
CHUCTEMHHUX PECYpCIB Ta 30BHIINIHIX MPUCTPOIB.
[Tomyk nexkceM (CUTHATyp) peati3yeTbcs 3a
JOTIOMOTOI0 ~ CTICTiaIbHUX 1HCTPYMEHTIB —
ckanepis [10, 14, 16, 22].

CuntakcuyHuii  BepudikamiiHui — aHami3
nependadae  TMOMIYK,  PO3Mi3HABAHHS  Ta
KJIacu(ikamiro CHUHTAKCUYHHX CTPYKTYp, a
TakoXX MNOOYIOBa CTPYKTYPHO-aJITOPUTMIUHOL
Mozneni camoro mpoaykty [11]. CemanTuuHuit
aHami3z mnepeadadae AocCHiIKeHHS (YHKIIIH
(mporteryp) TPOAYKTY AacMeKTl omnepariiHol
cepenoBuia iHdopmamiitHoi cucremu. Ha
Bi/IMIHy BiJl TIONEPENHIX BHJIIB aHaJI3y,
3aCHOBAaHMX Ha CTaTUYHOMY JOCIIJDKEHHI,
CEMAaHTUYHUI aHaJII3 HAIIEHUIT HA BUBYEHHS
JUHAMIKH TIPOAYKTY - HWOro B3aemMomii 3
JOBKIJIISIM. [Ipouec JOCITKCHHS
3MIUCHIOETHCS Y BIPTyaJIbHOMY OTIEpAIiiHOMY
CepeIoBHILI 3 TOBHUM KOHTPOJIEM HOTro il Ta
BIICTE)KEHHSM aJITOPUTMY WOTO poOOTH 3
CTPYKTYpPHO-AJITOPUTMIYHOT MOZEII.

CeMaHTHyHMIM  aHamizs €  HaAWOUIbII
e(EeKTUBHUM BHJIOM aHaJi3y, aje MpH LbOMY
HaWTPYIOMICTKIIIMM. Y3arajbHeHa Kiacugi-
Karis METOIB aHami3zy MIPOTrPaMHOTO
3a0e3nedyeHHs peacTaBieHa Ha puc. 1.
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| Knacudikamis MeToiB aHANi3y IPOTpaMHHX HPOAYKTIB |

A
| 3 BUXITHHM TEKCTOM |

JvEaMiTHAH

| Bes BuximHOro Tekcry I

I Tonepenae AH3aceMOTIOBAHHS I

—| AHaJi3 MOKPUTTA

—| IIpocyBaHHs KOmiii B3AOBXK TPac

—| Craiicuar

—| Buninexns “mepTBoro” Komy

I Konrpoms I I Amgaii3

—| ‘VeyHeHHs “MepTBOIo” KoIy I

Bignosigwicts Bxigumux xomis ITTT
00’ EKTHBHOMY KOIY

TToBHOTA i BiICYTHICTE Ha/UTMINKOBOTO

AJNTOPUTMY poGOTH (QYHKITOHATBHUX
cxeM, 00,eKTiB Ha OCHOBI OJIOK-CXeM,
nmiarpaM i T.1., TOOYZIOBaHMX IO BXiTHHM
TeKCTaM KoTpoxroemoro I

_| MiHimizanisa KiTbKOCTi IEpeTHHIB I

_| TIpocyBaHHS KOHCTAHT i KOImii I

BXiTHOTO KOIY

®@opMyBaHHs MEpeNiKy MaplupyTiB

3B’s13KiB QYHKIIOHAILHUX 00’ €KTIB
TI0 KepyBaHHIO Ta iEdopmaii

KpuTHyenx MapmpyTiB BAKOHAHHS
(yHKIiOHANBEHUX OGEKTIB

BHKOHaHHSA GyHKITIOHANEHIX 06’ €KTiB

—l TToGynoera rpacda HOTOKy KepyBaHHS I

—| CurHaryp

HasBHicTh 3aJaHUX KOHCTPYKIid B BXiZI-

HUX TEKCTax, iHpopManiiaux 06’ exrax

I _| OTpHMaHHA Tpac I

Puc. 1. Y3aranpHeHa knacugikallisi METOAIB aHaJi3y IPOTrPaMHOro 3a0e3MeyeHHs

Fig. 1. Generalized classification of software analysis methods

31 3poctanHsaM ckianHocti [13 quramivami
aHaJli3 CTa€ HEPO3B'SI3HUM 3aBJAaHHAM 1
MIEPETBOPIOEThCS HAa (OPMATBHY TPOLEAYDY.
bararo  mporpaMHMX  KOMIUIEKCIB,  SIKi
BUKOPHCTOBYIOTBCS eKCTIepTaMu y
MOBCAKIEHHIM  poOOTi, MaloTh  CIHCKU
MOTEHIIIHHO HEOe3MEeUHUX KOHCTPYKIIH, III0
poOuTH Hee(heKTUBHUMH METOU CUTHATYPHOTO
aHamizy. He 3ragyeTbcs curHarypHuil aHai3 y
BUMOTax 10 BunpoOyBaHb [13 HIKYe mpyroro
piBHS KOHTpomto (ToOTO, mporpamM, IIO
00pOOJISIOTh CEKpeTHY Ta KOH(iAeHIiNHY
iHpopmariito) [13]. Hemae  mexaHi3MiB
BUSIBIICHHS] TIOMUJIOK KOJTyBaHHS, TIOB'SI3aHUX 13
MepenoBHEHHAM Oydepa, BUKITUKOM (QYHKITIH 13
9y)KOr0  aJpecHOro  MPOCTOPY, BIJICYTHE
OUYHUIICHHSI TaM'ATi Tomo. TakoXX BIACYTHI
BUMOTH I10JI0 TOOYJIOBU MEPENiKy MapIIpyTiB
Ml 4Yac BUKOHAHHSI (DYHKI[IOHAIBPHUX TLIOK
nporpamMM, HEMae MEXaHi3MIB BHU3HAYCHHS
MOBHOTH MOKPUTTS KOy Ta HOTO JOCTaTHOCTI
IpU AMHAMIYHOMY aHai3i.

JlocnmipKeHHST BITUM3HSIHUX Ta 3apyOlKHHUX
JDKEpeNl JO3BOJWIIO BUIUIUTH TaKi KIIOYOBI
METOIM, CIIOCOOM Ta IAXOOM JO0 OI[IHKH
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iHdopmariiinoi Oesmexkn [I13 0Oe3 BuUXiTHUX
TEKCTIB:

1. [TepeBaroro cTaTHYHOTO aHAJI3Y € IMOBHE
MOKPUTTS KOJTY, Ha BIIMiHY METO/IB 1 cIoco0iB
JTUHAMIYHOTO aHami3y. Buxkonyroun OiHapHUU
aHalli3 NpPOrpaMHOro  3abe3medyeHHs, M0
PO3POOIAETHCS, € ITATHUM JJIsl CEPEeJOBHILA
(bYHKIIOHYBaHHS, MOJKHA BUKOHATH TEPEBIPKY
CTOPOHHIX 010J10TeK, sAKi OylIM BHUKOPHCTaH1
npu po3poOmi. Takok MOXKHA BHUKOHATH
KOHTPOJBHY TepeBipKy (iHampHOI Bepcii
MIPOrPaMHOTO 3a0e3MeYeHHS [ITXOM
MOPIBHSHHS PE3YAbTATiB aHali3y BHXIJIHOTO
KOJly Ta BUKOHYBAHOTO KOAy. TakoX CTaTHUHUI
aHayi3 Moke OyTH yCITIIITHO BUKOPUCTAHUH TIPH
JOCHIJDKEHH] CTOPOHHBOTO 113, 110
OTPUMYETBCS  BiJ ~ TOCTadajJbHUKIB  abo
3aBaHTAXY€EThCS 3 [HTEpHETY.

2. IunaMiuyHU{ aHaJi3 13 BHUKOPHUCTAHHSIM
«micouHuIliy. Takuii BUII aHATI3Y SIBIISIE COOOIO
X1 A0 BUSBIEHHS IM1103p1J01 TTOBEIIHKA Y
BIPTyaJJbHOMY  130JIbOBAaHOMY  CEPEOBHIIII.
BaxnuBo, 1m0 HamamTyBaHHS BIPTYaJbHHUX
CEpEeIOBHIIl MOXXEe OyTH BHUKOHAHE BiIOBIIHO
IO OTHOTO 3 IBOX ITiIXO/IB.
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OntuManbHUR TYT WiAXiJ, TpU  SKOMY
3alycK 3pa3ka IMPOTPaMHOTO 3a0e3MEeYCHHS
BUKOHYETBCS B TakOMy  BIpPTyaJIbHOMY
CEpElOBHUIIl, SKE TIOBHICTIO  BIAMOBIIAE
[IJTBOBIM cHcTeMI, SKii MpU3HAUYECHUH JTaHUN
3pa3ok. OHAaK y TakOMy pa3i «ITiCOYHHUIIS»
MOBUHHA «HA JIBOTY» BHU3HAYaTH I[IbOBE
CepeIOBUINE By3J1a MEpeXi Ta 3alycKaTtu
noTpiOHyY BIpTyaJbHY MaIlIUHY.

3. JluHaMiuyHUN aHaMi3 13 BHUKOPUCTAHHSIM
BlJUTaIUHKA. Bimtagauku peai3yoTh
MTOKPOKOBE BUKOHAHHSI nporpam Ta
BCTAHOBIICHHSI B HUX TOUOK 3ymHUHKH. Lle Moxe
OyT®  peami3oBaHO  JIMIIE  HA  PiBHI
[EHTPAJIILHOTO TPOIecopa, MiIKPOKOHTPOIEpa,
omepamiitHoi cuctemu. KirouoBi  yHKIil
BiJIJTaTYMKA — 3QITYCK MPOTPaMH, BCTAHOBIICHHS
TOYOK 11 3YNMUHKH, BiIOOpaXE€HHS NTaHUX, MO0
BUKOPUCTOBYIOTBCSI TIPOTPAMOI0, Ta BHECEHHS
3MIH 70 TMporpamu, o0 TMepeBipUTH, YU
MOXJIMBO TaKUM YHHOM YCYHYTH BHSBIICHI
TTOMUJTKH.

4. Amnami3z Ha iMmiTamifHOMY CTEH.II i3
BUKOPHUCTAaHHSM (OpPEH3WKH. [HTEpaKTHBHE
TECTYBaHHs O€3MEeKU JONATKIB € METOIUKOIO
aHamizy 6e3neku 113, mepeBakHO CIIpsSIMOBaHy
Ha JOCIIIKEHHS MOBEMIHKU BeO-I0MATKIB ITij
yac ix po6otu [ 14]. PitneHHs 3 iHTEpaKTUBHOTO
TECTYBaHHs 3a3BHYail MPAIIOIOTh 332 PaXyHOK
pO3rOpTaHHs CIeIialbHUX areHTIB y JOAATKYy,
mo mpamoe. Ili  arentu  GesmepepBHO
aHATI3YIOTh TE, SK B3aEMOIIIOTH JOAATKH
(3a3BuYail  IHIIIIOBaTH  aBTOMATH30BAaHHMH
TecTamu), MO0 BHUSBUTH BPa3MHBOCTI. Jleski
pIIIEHHS 100 I1HTEPAKTUBHOTO TECTYBaHHS
0e3neKkn MOXYTh HE TUIBKH  aKTHBHO
BIJICTe)KYBaTH Bpa3iauBOCTI (Hampukiam, SQL-
iH'exii), ane i mepeBipATH X, AEMOHCTPYIOUU
iXHIO  TPUOATHICTH  JUISI  BUKOPHUCTAHHS
3MOBMUCHHKaMU. [l aHamizy Oe3meku B
TakOMy TIJIXOAl YacTO BUKOPHCTOBYIOTHCS
Metoan (QopeH3ukHu, TOOTO BCi METONH,
MOB's3aHI 3 PO3CHITYBAaHHSIM BXKE CKOEHUX
KOMI'TOTEpHUX 1HIMJICHTIB.

TakuM 4YHMHOM, MOXXKHa BiJ3HAYHMTH, IO
IMHAMIYHUNA aHali3 OUThII MOMYISPHUHN, HIK
CTaTMYHHMM, TpHu omiHIi Oe3neku [I3 6e3
BUXITHMX  TEKCTIB, OJHAK  HaWKpamuin
pe3ylibTaT JOCATAETHCS TPU IX CYKYITHOMY
BUKOPHCTaHHI, OCKUIBKM caMe CTaTWuYHHUN
aHaJi3 3 BHUKOPHCTaHHSM Ju3accemoiepa
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JI03BOJISE OTPUMATH TOBHE MOKPHUTTS KOAY Ta
YCYHYTH KIIOUYOBUW  HENOJIK, BIACTUBUU
METOIB AMHaMiuHOTO aHam3y [4, 10, 15].
Cnig 3a3HAYWTH, 110 TEXHIKA THUHAMIYHOIO
aHaJi3y € HalHOUIBII NOMYISIPHOIO, TIPU LIOMY
0co0MMBO €(EeKTHBHOIO BOHA € B MOETHAHHI 3
MeXaHi3MaMM BipTyasizallii, OCKUIbKM Lie Ja€
MO>KJIUBICTB TOCTIAUTH MOBEAIHKY 3pa3ka [13 y

CepelloBUILI, HAOMMKEHOMY 3a  CBOIMH
XapaKTEePUCTUKAMH J0 LLITHOBOI.
Oco6nnBOi  €(QEeKTHBHOCTI  BHUSBJICHHS

IIK1IJTABOTO MPOTPAMHOTO 3a0€3MEeUeHHS CJTiJT
O4iKYyBaTHU MPHU TMO€JHAHHI CTAaTUYHOTO 1
JTUHAMIYHOTO aHalli3y, OCKUIbKH CTaTWYHUUN
aHamiz 3abe3mnedye MaKCHMajbHE IOKPHUTTS
komy. OgHak B yMOBaxX BiJICYTHOCTI BHX1JIHHX
tekcTiB 13 e 3pobutn Baxkye, HIX y pasi iX
Has;BHOCTI, OCKUIBKHU noTpiOHO
BUKOPUCTOBYBATU Au3aceMOiep, 0 J103BOJISIE
MPUOJIM3HO BITHOBUTH BHCOKOPIBHEBUM KOJI
MPOrPaMHU.

MOJEJIFOBAHHA ITPOLIECY
OYHKIIOHYBAHHA ITPOI' PAMHOI'O
3ABE3IIEYEHHA

3aBaans 3a0e3neueHHs 0e3IeyHoro
¢dynkuionyBanus [13 Bxirouae: 3abe3mevyeHHs
iHpopmaniiiHoi Oe3nexu ans iH(pOpMaLiiHOTO
cepenoBuia Tij 4ac ¢yHKionyBaHHsa [13;
3a0e3nedyeHHs SKICHOI Ta HaiiHOI pearizarii
13 cBoix yHKIii.

IIporpamue 3a0e3reueHHs 3a
(YHKIIOHATFHUM  TPU3HAYEHHSM  MOXHA
MOJUIMTH HA CUCTEMHE, NpPUKIAJHE Ta
ceppicae. [Iporpamne  3abe3meueHHs €
KOMIIOHECHTOM iHdopmariiiinoi CUCTEMU
(omepamiifHOi CHCTeMH, SIKa CBOEI YEProro
MOXe OyTH YaCTHHOIO MPOTrPaMHO-arapaTHOro
KOMITJIEKCY, PO3MOALIEHOI OO0YMCITIOBATBHOI

Mepexi).
Ominka wHamiiHocti [I3  mos's3ana 3
MOKJIUBICTIO BITPOBAKCHHS TEKCTY

porpaMHuX 3aco0iB Ha eTarli po3poOku Ta/abo
Monuddikarii MPOTPaMHUX 3aKJIaJ0K,
BUKOPHCTOBYIOUHM S$IKi, 3JIOBMHCHHUK pealizye
CTBOPEHI Bpa3IMBOCTI. Y B3BSI3KYy 3 IHUM,
HeoOXiaHicTh cepTudikarii Ta nepesipku I13
Ha BIJIIIOBIHICTE BHUMOTI'aM YUHHUX
HOPMATHBHHUX JOKYMEHTIB IPOTATOM YCHOTO
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MO0 KUTTEBOTO LIMKITY, HE BUKJIMKA€E CyMHIBIB
[4, 5, 10].

Jlis  OWIHKM  HAMIMHOCTI  MPOTPaAMHHX
MPOIYKTIB, IO € CKJIAI0OBOIO 1H(OpMAIIHHUX
CUCTeM, OKPEeMH IHTEpeC MpPEeICTaBISIIOTh
paHOMI30BaHI MOJENI Ta METOAU Teopii
HagiiHocTi. Po3mitHEMO  OCHOBHI  BUIU
MozeNiel OIIHKM HAIIMHOCTI MPOTPaMHHX
MPOAYKTIB 13 3a3HAUEHHSM IX TIepeBar Ta
HEJIOJIIKIB.

Mopnens Jxenincki — Mopanau 3acHOBaHa
Ha TPUIYIIEHHSAX, [0 4Yac [0 HaCTYIHOI
BinmoBu I3 (y pasi 30010 abo kiOeparaxu)
PO3IOIEHO €KCTIOHEHIIITHO, a IHTCHCUBHICTD
BimMoB [13 mpomopiiiiiHa KiIBKOCTI MOMHJIOK,
110 3aJTUIIAIMCS B MPOTPaMi.

[TepeBaroro Mofeni € POCTOTA
pO3paxyHKiB, a OCHOBHUM HEJOJIIKOM Te€, IO
Ipy  HETOYHOMY BH3HAUEHHI  BEJIUYHUHU
MOYaTKOBOI KIIBKOCTI TOMUJIOK 1HTEHCHUBHICTh
BiJIMOB MPOTPaMH MOKE CTAaTH HETaTUBHOIO.

Mognens Ilymana, mnepembadaeTbcs, IO
JOCTiDKeHHs Oe3neku Ta HamaidHocTi [13
MIPOBOJIUTHCSA B KUIbKa €TalliB, KOXKEH 3 SKHX
aBJsie coboto BUkoHaHHs 13 Habopy TecToBUX
naHuX. BusiBiaeHi mpoTsarom eTtamy TecTyBaHHS
TTOMUJTKA PEECTPYIOTHCH, ane HE
BUTIpaBISIIOThCs.  [licns  3aBepiieHHS eTamy
BUTIPABIISIFOTHCSI  BCl  BUSIBJICHI  [TOMMJIKH,
KOPHUTYIOTHCS TECTOBI HAOOPH Ta MPOBOAUTHCS
HOBUU €Tall TeCTyBaHHS.

OCHOBHOIO MIepEeBaroko MoJeni €
BU3HAUEHHS BCIX HEBIJOMHX IapaMeTpiB,
HEOOXITHUX ISl PO3PaxyHKIB, 1 BIJICYTHICTh
HEOOX1JTHOCTI 3BEpHEHHSI /10 1HIIMX MOJIEIICH.
HenonikoM € npuimymeHHs: MoJeni npo Te, 1o
MPU KOPHUTYBaHHI MPOTPaMHOTO 3a0€3MeUeHHS
HE BHOCSTHCS HOBI TMOMIJIKH. Takox s
po3paxyHKiB TOTpiOHA BeIWKa KUIBKICTh
3apeeCTPOBAHUX JaHUX.

B ocumoBi Momeni Mogens Illuka —
BonBepToHa NeXHUTh MPHUIYIICHHS, 32 SIKUM
4acTOTa MOMUJIOK TMPOTOPITIHHA SIK KITBKOCTI
noMmwitok B [13, a it wacy TectyBaHH:, TOOTO,
WMOBIPHICTh BHUSBJICHHS TOMHUJIOK 3 YacoM

3pOCTae.

Monens  103BONSIE  JOCHUTH  TOYHO
poO3paxoByBaTH HaJiliHICTE 1 TpocTa B
3aCTOCYBaHHI.

Henonik Mozeni: uist pO3MOALTIB, BIAMIHHUX
BiJl €KCIIOHEHI1aJLHOr0, KOJIM IHTCHCHBHICTD
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IIOMHJIKM 3MIHIOETECS 3 YacoM, HEOOXIITHO
BUKOPUCTOBYBaTH yMOBHI posnogium. [Ipu
IIbOMYy YMOBHa MMOBIPHICTb Ui TIE€BHOTO
IHTEepBaJy TECTYBaHHS TOBHHHA BiJOBIIATH
INPOMIKKY Yacy BiJl MOYATKy TECTYBaHHS [0
MOYaTky po3MISIy 1HTEpBally TECTYBaHHS.
Inakme meW mporec BiJHOBIECHHS 32 YMOBHU
YCYHEHHSI BUSIBJICHMX HOMHJIOK IMPHU3BEIE [0
3aBUINEHHS WMOBIPHOCTEH OE3MOMHIKOBOTO
(GyHKITIOHYBaHHS Ha BCIX TUJISTHKAX
TECTYBaHHS.

Monens Kopkopena nependadae HasBHICTb
y II3 Gararpox mxepesn MpoOrpamMHUX BiJMOB,
MOB'I3aHUX 3 PI3HUMHU TUIAMHU TMOMMJIOK Ta
BPAa3JIMBOCTEH, Ta Pi3HY HMOBIPHICTb iX MOSIBH.

[lepeBaroro Mmozeni € Te, IO BOHA

BUKOPHCTOBYE  MMOBIPHOCTI  BIIMOB, IO
3MIHIOIOTBCS, ISl PI3HUX THIIB TMOMHJIOK 1
OLIIHIOETHCSI ~ WMOBIPHICTH  0€3BiIMOBHOTO

BukoHaHHd [I3 Ha JgaHWii MOMEHT dacy.
HemonikomMm €  BHKOHAHHSA  OLHKHA 3
ypaxyBaHHsIM anpiopHOi iHpopMaIlli un JaHuX
MOMEpPEeHHOr0  mepiogy  (PyHKI[IOHYBaHHS
OTHOTHITHUX 3pa3kiB [13.

Mogens IBM. Ilix wac ekcrmyaTamii
KOPHUCTYBaue€M IOTOYHOI Bepcii MporpaMHOro
3a0e3MeYeHHs] PO3POOHUKH, SK  TPABUIIO,
3aiMarOThCS HOTO CYITPOBOJIOM — BHOCSITh JIESK1
MOKpAIIeHHs1 a00 BUIIPABICHHS B I[I0 BEPCIIO,
HE 4YeKalwo4yd, TIOKH KOPUCTYBad IIbOTO
BuMararume. CympoBii MOKe BKITIOYATH TaKOXK
NMOJlaBaHHS HOBHX (QYHKIIH. 3  JEIKOTO
MOMEHTY, KOIU PO3POOHUK BBAXKAE CBOE
3aBJaHHsg BUKOHAHUM, OYNHAETHCS ITACHBHUM
CYTIPOBiJ, KOJU BUIIPABICHHS BHOCSITBHCS BXKE
3a 3anmuTOM KopucTyBauda. [Ipm cympoBomi B
KOXKHY HOBY BEpCIiI0 MIPOTPaMHOTO
3a0€e3IIeUueHHs] BHOCHTLCS 3HA4YHA KUIBKICTD
HOBHUX ITOMHJIOK, Pa30M 13 JOOIPAIIOBAaHHSIMHU,
3MIHAMH Ta BHUIIPABICHHSMHU, M0 TOTpelye
BHIIPABIICHb TAKOX 1 B HACTYMHIN Bepcii.

3okpema, B kommanii IBM cnpoOyBanu
nepeadaYnTH KiIbKICTh MOAIOHUX BUIIPABICHB
BiJ Bepcii 0 Bepcii, IPYHTYIOUUCHh HA BEIHKY
KIJIBKICTh eKCITIePUMEHTAITbLHUX aHUX,
310paHuX y XOAl CYNpOBOAY OIepariiHoi
CHCTEMHU.

Mogenes  Illnaiinepa moB'sA3ye  4uciO
MOMWJIOK Yy TMporpaMmi 3  BHTpaTaMH,
BUMIPSHUMU B IIOJUHO-MICAISAX», YHUCIOM

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 31-45



Information technologies

OiANporpaM 1 3arajJlbHUM YHCIOM  MUCAY
OTIepaTopiB y mporpami.

[Tepesaroto Mozeni € HU3bKa
oOumcClIOBaIbHA  CKJIQMHICTH 1 TIPOCTOTA
peamizaiiii, 10 HEMONIKIB MOXHO BiJHECTH
HEOOTPYHTOBAHICTh ~ €MITIPUYHO  OOpPaHOTO
quca BUIIPABICHb 1 T€ IO, IIO BPa3IUBOCTI
HYJIBOBOTO JHSI HE BPaXOBYIOTHCS, a (PYHKITIi
13 He ToCHiIKYIOThCS AETAIBHO.

MO/IEJIb BE3ITEYHOI'O
OYHKIIOHYBAHHA ITPOI' PAMHOI'O
3ABE3IIEYEHHA

3anpormoHoBaHa ~ MOIENh  OE3MEYHOro
¢ynakuionyBanHsa [13 mae ycyBaTtu HENONIKH,
BJIACTHBI  pPO3MISHYTHUM  MoOIeIsM.  3a
pesyiabTaTaMd  MPOBEACHUX  JOCIIIKEHb
MoJeneil, MOKHA 3pOOUTH HACTYIHI BUCHOBKHU
PO iX HEMOJIKU: NESKI MOJENI MPH peaizarii
BUMArarTh 3HAYHOTO 00CATY OOUHCITIOBATBHIX
pecypciB, Iie TMOB'SI3aHO AK 13 HEOOX1THICTIO
HaKOMHMYEHHS Ta OOpOOKM BEIHMKOI KUIBKOCTI
JAHUX, TaK 1 3 OOYMCITIOBAJILHUMH pecypcamu
KOMITOHEHTIB CHUCTEMHU, SK1 3I1MCHIOIOTh aHAaIi3
Oe3reku; WMOBIPHICHI MOJENi, SK TPaBHIIO,
IPYHTYIOTBCS Ha MPUIYIIEHHSX PO Te, IO
IHTEHCUBHICT, BiIMOB/arak YW KUIBKICTH
nomuiiok 'y I13 3a3manerins Bimomi, BimoMuid
po3noni  (CTaHAAPTHUM, IyacCOHIBCHKHM,
OlHOMiaJbHHI), MO0 HE 3aBXKIU BIpHO IS
peanpHUX TporeciB 1 cucteM; Biamosu I13 Ta
kiOeparaky, BUKJIMKaHI EKCILTyaTalli€lo
BpaznuBoctet 'y II3, posmisgaroThesa K
CYKYIIHICTh, BHACIIZIOK YOTO MOJEIl He
BPaxoOBYIOTh BaXXJIUBOi 0COOIMBOCTI poOOTH
IIKIIJTMBOTO MPOTPAMHOTO 3a0€3TeUeHHs — a
camMe XapakTepy MOro 3BEpHEHb 3 MaM'SITTIO;
KOJIHA 3 PO3IVITHYTUX MoJienel He 3a0e3neuye
KOMITJIEKCHOTO TIPEACTABICHHS TMPO TPOIEC
¢dbynkuionyBanus [13, y Tomy uucii, momisn 3
00Ky iH(popMarliitHoi Oe3MeKku BiICyTHIN.

Jlnst yCyHEHHS BUIICONMMCAHUX HEIOMIKIB
MPOMOHYETHCS OCHOBOIO MOJEINi MOKJIACTH
OTIHMC B3a€EMO/IIi CYTHOCTEH, 3aAITHUX Y TIPOIIeCi
¢ynkuionyBanus I13. Ilpu npomy HeoOXigHO
BpaxoBYyBaTH crenudiky MOBETIHKH
IIKiTTUBOTO TPOTPaMHOro 3a0e3NeueHHs] Ha
KOMI'toTepi abo I1HIIOMY OOYHMCIIOBAIBHOMY
IIPUCTPOI.
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JloCiJKeHHsT TOKa3alid, 110 3 OCHOBHHUX
O3HaK 3apaXCHHS PI3HOTO THITY IIKIIJIUBOTO
MIPOrpaMHOTO 3a0e3MeueHHs HaCTYIIHI:

1. VYnoBinpHEHHs poOOTH KOMI'toTepa abo
By3Jla Mepexi. SIK mpaBuio, 1€ BHUKIHKAHO
BIIPOBQ/DKCHHSM IIKiJTABOTO  TIPOTPAMHOTO
3a0e3MeUeHHs Ta BUKOHAHHAM CBOiX (DYHKIIiH,
[0 BUMAararTh OOYHMCIIIOBAJIBLHUX PECYpPCIiB,
BHACJIIOK 4YOTO Ha BUKOHAHHS JICTITUMHHX
OOYHCITIOBATIPHUX 3a/la4  MOTPiOHO OinbIie
qacy.

2. Buxonanns HOBUX (QyHKIIH, HE
BJIACTHBUX JIAHOMY KOMII'TOTEPY: BiIIPaBICHHS
JaHUX Ha CTOPOHHI BeO-pecypcH, 3amycK
MIPOIIECIB, K1 paHillle He BUKOHYBAJIHCH, 1 T.1.

3. TlpoGnemu 3 BiAKpUTTSAM (aiimiB, sKi
paHile yCiniHo BiIKPUBAIUCS Ha KOMI'TOTEP,
a TakoX 3MIHM  PO3MIMpPEHHS  (ailmiB
(3HUKHEHHSI PO3MIUPEHb a00, HABMAKH, MOSBA
MOIBIHUX PO3IINPEHB ).

4. PanrtoBe 3aBeplICHHS POOOTH IOAATKIB
a00 TosiBa CIUIMBAIOYMX BIKOH TpH pPoOOTI
J0/1aTKiB, IO MOTEHIIIMHO CHTHAN3y€e PO
IITK1JIJTAB1 TIPOIIECH, 10 BUKOHYIOTHCS (DOHOM.

s IK1JJTUBOTO POTPaMHOTO
3a0e3meYeHHS XapaKTepHE HaMipHE
BUKOPHCTAHHSI OOYUCIIIOBAIBHUX PECypCiB, a
TaKOX oOlepamii 3 T[aM'ATTIO, IO 3HaYHO
BIJIPI3HSIOTHCS BiJ ONEparliil, 1110 BUKOHYIOTbCS
neritumMHuM [13.

Tak, Hampukiax, I HIKIJJIHBOTO
MIPOTPaAMHOTO 3a0€31eUeHHSI, III0 BUKOPHCTOBYE
00UYMCITIOBAIBHI MOTYKHOCTI CEepeIOBUINA IS
MaiHIHTY, XapaKTepHUM € TaKWUWd TMpOsB Yy

cUCTEeMI, K YIOBLTbHEHHS pobotu
OOYHCIIOBATIbHUX  KOMIIOHEHTIB  CHCTEMH,
MmosiBa  OOYMCITIOBAIBPHUX  IPOIIECIB, IO

BUKOPHCTOBYIOTh BEJIMKY KUIBKICTh PeCypciB, a
TaKOXX BIJMIPaBICHHS MEPEKEBOro Tpadiky Ha
CTOPOHHI BeO-pecypcH.

Takum YUHOM, KJITIOYOBY POJIb OMKCI POOOTH
nporpamMHoro3abesnedyeHHs] TpaioTh: (yHKIT,
110 BUKOHYIOTBCS POTPaMHUAM
3a0e3MeYeHHsIM; 3MIHM Yy  BHUKOPHUCTaHHI
OOYHCITIOBATILHUX PECYPCiB; 3MIHHU, MOB'SA3aH1 3

po0OTOI0  TpPOrpaMHOTO  3a0e3meueHHs 3
aM'aTTIo.

Ha puc. 2  HaBemeHo  rpadiune
MIPEACTABICHHS Moei SIK Habopy

B3aEMOJIIIOUUX CyTHOCTeH. Omuc B3aeMomii
CyTHOCTeW w™ozem (puc. 2), BigOWBae sk
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HaAIWHICT  (YHKLIOHYBAaHHS IPOTPAMHOIO
3a0e3MeueHHs, 0 3 BHUKOHAHHSIM 3asBICHUX

¢bynkuid, a © Oe3meky (yHKIIOHYBaHHS
MPOTPaMHOTO 3a0e3MeUCHHSI.

ITam’s1TH

i

BuxopucroBye
Moxe JleritumMua
6y bynxuis
II aMH i
porpame — Peamizye —»> DyHKIiA
3a0e3me9eHH Mosxe Heneritivmea
Initiroe
L
Iminiroe
Buximik Iiiniioe
Tniniroe
I
Tu — Mae —>
Iloxiro B <
cucreMi
ATpubyT — Mae —> T |
Tniniroe Peaiizye
I \4
O06uuCTIOBAIIbHI
TIponec — BuxpucroBye —»
pecypen

Puc. 2. I'padiune npeacTaBiIeHHs MOACII Oe3MeYHOT0 (DYHKITIOHYBaHHS POTPAMHOTO 3a0€31eUCHHS

Fig. 2. Graphical representation of the model of secure software operation

besneunum oymne BBa)KaTHUCS I13,
BCTAHOBIICHHSI SIKOTO HE BEJE J0 MOPYIICHHS
JIETITUMHUX BIJTHOIIICHb Y CHCTEMI, aJie TAKOX 1
Te, M0 HE MAa€ TAKOTO MOTEHINaly BHACTIIOK
HasgBHOCTI 'y CBOEMY CKJaJi II€BHOTO
mKigmuBoro ¢yHkuionary. s dopmanizarii
ornucy CKOPHCTAEMOCS MaTeMaTUYHUM
amaparoM Teopii MHOXUH. OnHIeMo MOJAETh
oesreunoro QgyukiionyBanss [13 ¢popmanbHo,
npeacrasuBiu [13 () sk KopTex:

Software =< F, Sign, R, M , Memory > (1)

ne:

1. F={f,f2..... [y} - KiHIeBa MHOXHHA
GbyHKITIH, SIK1 BHUKOHYE nporpamMHe
3a0e3neueH s, M0 JOCHIKYyeThcs. DyHKT,
IO BXOISTh A0 MHOXXHHHU F, TIONIJISIOThCS Ha
JAECTPYKTHBHI F,,. Ta JEriTUMHI QyHKII

F}eg : F= F}eg UFdestw F}eg mFdestr =J.

[Tpu 1ipomy, B Oyab sIKii 13 TAMHOXKUH Fleg 1

40

Flostr OyTH  TPHUCYTHIMH  SIK
JOKYMEHTOBaHI1 byHKLii IIPOrPaMHOTO
3a0e3nedyeHHs F,., TaK 1 HE JIOKyMEHTOBAaHI

Fundoc > Faoc ﬂFzma’oc =0.

2. Sign—MHOXHUHA

MOXYTb

O3HaK, 110
XapaKkTepU3yIOTh BUKOHAHHS byHKITII
POTPaMHOTO 3a0e3IeUeHHS. Maemo
HEOJHO3HAYHE BiAOOpaKEHHS MHOXHHU F Ha
MHOXHHY Sign: F — Sign, TOOTO KOXHOMY
€IIEMEHTY MHOXHWHU F BiAmoBizae omuH abo
KUJIbKa €JIEMEHTIB MHOKUHU Sign.
BukopucToBytouu BiJNOBIIHI 1HAEKCH, 3a/1aMO
BiTOOpaXCHHS Flog = Signjeq ,

F, destr — Signdestr >

Fdoc - Signdoc > Fundoc - Signundac :

3. R — oOuucIIOBalIbHI pecypcH, HEOOX1IHi
MpOrpaMHOMY 3a0e3MeueHHIO sl peaizarii
cBOiX (yHKIIIH. Maemo BinoOpakenns F — R
, BHACIIIZIOK SIKOTO KOXKHIM f; HMpPU3HAYaIOThHCS

A & }
Imin > "1 "lmax

SMART TECHNOLOGIES:
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OueBHUHO, 11 (0) OIlIHKA HEOOXITHUX
004K CITIOBATTLHUX pecypciB MOKe
3MIHIOBAaTHCh, TIPOTE B CHCTEMi JJISI KOXKHOTO
NPOrPaMHOTO  TMPOAYKTY TOBUHEH  OyTH
BUJIUIEHUH TI€EBHUI 00CAT OOYHUCITIOBAIILHUX
pecypcis, o0 cucrema e(hEeKTUBHO
¢byHKIIOHYBaA.

4. M — MHOXMHA METOMIB JOCIIKEHHS, 1110
3aCTOCOBYIOTBHCS ISl BUSIBIICHHS IIKiJIJTHBOTO
MIPOTPaMHOTO 3a0e3MeUCHHSI.

5.Memory— MHOXUWHA oOlepamiii  Haj
MaM'ATTIO, III0 BUKOHYIOTHCSI TTPH aKTUBAIII Ti€i
gy iHmoi QyHkii 3 MHOXHMHH F . Takum
YUHOM, MaeMo BimoOpaxkeHHs F — Memory

3a SKOTO KOKHIA (QyHKLII f; 3icTaBIs€TbCA
Habip onepariii Haj nam'sTTIO:
fi— {memoryl-l ,MEMOTY; ..., MEMOTY; } .
HeoOxigHo Big3HAYMTH, IO 3aCTOCYBaHHS
METOAIB M TUNBKU B i€ATbHOMY BHIAJIKY
JO3BOJIUTh BUSBUTH MHOXUHY O3HaK Sign,
XapaKTepHHUX JUIS MPOTPAMHOTO MpoaykTy. Ha

MPAKTHUIIl CJTiJ TOBOPUTH PO BU3HAYEHHS 3a
JIOTIOMOTO0 METOMIIB M MiAMHOXUHHU Sign’,

Sign' € Sign. Ha npakTHii  BHUPIIIYETHCS
3aBJaHHA OLIHKA YMOBHOi  HMOBIpHOCTI
P ( A| B) nofii

A ={Signges, = Dand Sign, g, =D} 1upn

YMOBI BUKOHAHHS MOJii B peaini3auii AeSKoro
Habopy metoniB M', M'e M ', mo nosBonse
BUABUTU JIOCTAaTHE YMCIIO O3HAK Signy,, Ta
Signimdoc ’
! . [} . ’
B= {M - {Szgndestr,Szgnundoc} # @} )
P(4|B)

Tomi  ymoBHa  HMOBIpHICTB

BU3HAYUTHCS 5K (1):

Chopmynmroemo  kputepii  Oe3MEYHOTO
(YHKIIIOHYBaHHS TMPOTPAMHOTO TMPOIYKTY B
TepMiHaX MOJIEi:

1. Ilporpamuuii TpPOAYKT HE peami3ye
JNECTPYKTUBHUX Ta UIKIATUBUX  (DYHKIIIH:
Fdestr = TaFu =.

2. O0’em, 3amissHHX i1 aHaJi3y Oe3meKu
MPOrPaMHOTO  TPOAYKTY (32  JIOIIOMOTOIO
MHOXXHHH METOMIB M ) 0OYMCIIIOBAIbHUX
pecypciB MiHIMI30BaHO:

MR _>Rmin’Rmin ={l”1

ndoc

min ’ rzmin 2 rnmin } >
TaKUM YMHOM, KOXHA (PYHKIIiS TPOTPaMHOTO
MPOAYKTY B iJieani MOBUHHA BUKOPUCTOBYBATH
UL peamizaiii MiHIMaJIbHO JOITYCTHMOTO
00’eMy 00UHCITIOBAIBHUX PECYPCIB;

3. He mnoBuHHO OyTH OOYHMCIIOBAIBHUX
pecypciB, MO BHUTpadaloThecs Ha Oylnb - SIKY
MHOXXUHY (QYHKIIH F', 10 HE MEePEeTUHAETHCS
3  MHOXMHOIWO  F:3IF'—> R,  OCKIIbKH
IOPUCYTHICTh  IWIKIUIMBOTO  TPOTPAMHOTO
3a0€3Me4YeHHS B CHCTEMI 4acTO MPU3BOIUTH JI0
aKTUBAIlii HOBUX, HETUIOBUX [UII POOOTH
cucTeMu (DYHKITIH.

4. MHOXWHA omepamiii Hajg [am'sITTIO
Memory TIOBUHHAa MaTu BigoOpakeHHS Ha

MHOXHHHU O3HaK Sign, OCKIJIbKH, BaKIHBOIO

03HAKOI0 HAsIBHOCTI IIKIIJTMBOTO MPOTPAMHOTO
3a0e3MeYeHHsI B CUCTEMI € HETUIIOBI orepartii 3
nam'satTio: Memory — Sign + & .

5. MHOXHHA METOMIB  JOCHIIKCHHSI,
3aCTOCOBYBAaHMX  BHUSBJICHHS  IIKiJJTABOTO
MIPOrPaMHOTO 3a0€e3IeUeHHs, Mae

BHUKOPUCTOBYBAaTH pE3YyJIbTaTH BITOOpaXKEHHS
Memory — Sign o03Hauae, MO 7S BUPIIICHHS

MIOCTaBIJICHOTO 3aB/IaHHS JIOITEHO
3aCTOCOBYBaTd Ti METONHU, SIKI BpPaxOBYIOTb
omepanii MOporpaMHOro  3a0e3MeueHHs 3

P(A | B) = P(A)-P(B) = P{Signdestr = D and Sign,, 400 = @}-

- P{M "> {Signless > Sighyydoe } % D }

JIOCSATHEHHS MaKCHMaJbHOI e(eKTUBHOCTI
BUKOPHCTOBYBAaHUX METO/IIB M
MaJIOMOBIPHO, OJHAaK y TakoMmy pasi Oyxe
JOCSITHYTO PiBHICTH (2):

Signdestr = Signéiestr’ Sign = Sign{mdoc (2)
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(1)

naM'aTTIo.
6. MHOXWHAa BHUKOPHUCTOBYBAaHHUX METO/IIB
Mae OyTH Takor0, L0 YMOBHa HMOBIPHICTb

P(A4| B)makcumizosana, TOOTO

M:P(A|B)—>l:(|)—> .
Po3pobnena Mopnenb BiIpI3HSETHCS  BiX
PO3MISIHYTHX ~ MOJAENICH  OIlIHKM  Oe3IeKH,
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HaAIMHOCTI Ta  AKOCTI  (PYHKI[IOHYBAaHHS
MPOrpaMHOTO  MPOAYKTY THM, IO BOHA
BpPaxoBy€ SIK OCOOIMBOCTI (PYHKI[IOHYBaHHS
IIKIIJTMBOTO MPOTPAMHOTO 3a0e3Me4YeHHsT Ha
KOMIIOHEHTI CHCTEMH, TaK 1 HEOOXIIHICTD
MiHIMIi3aIii OOYHCITIOBAIBHUX PECYpPCIB TpHU
a"amizi. OcoOnuBYy yBary ciifi NpUAUIHTH
MMUTAHHIM TTPAKTUYIHOI peatizallii po3po0sieHoi
MOJIENi, OCKUTBKH BOHA TIOBHHHA IOEIHYBATH
BHCOKY €(DEKTUBHICTh BUSBJICHHS IIKIIJIUBOTO
MPOrPaMHOTO 3a0e3MeueHHs] Ta ONTHUMAaJIbHE
BUKOPUCTAHHS OOYHMCITIOBAJILHUX  PECYPCiB.
[Iporpamue 3a0e3nedeHHS 3 MOTEHLIHHO
HEOE3MEUHUMH MOXIIMBOCTSIMHU PEaTi3y€e OIHY
abo kimbka (YHKIINA, HACIHIOKU BHKOHAHHS
SAKUX MOXYTh O0€3[MocepeHbO 3arpoKyBaTu
MOPYIIEHHSM 0€3MeKH JaHUX, a00 MPU3BOAUTH
0 BHUKOHAHHS KOJY, WIO IMPEACTaBiIsE IO
3arpo3y. Bumum HeOe3meyHuX MOMXKIHBOCTEH
MIpEACTaBICHI Ha pucC. 3.

3HaYNMICTh X cucTeMaTHu3allii BUXOIUTH 3
O0COOMBOCTSIX POOOTH 3 MaM'ATTIO, BUIUICHI
MOXJIMBOCTI, HACTYIHI: Nepeada yrpaBliHHS
B o0JacTh MonudikoBaHMX MaHNX;

camopudikaiis abo 3MiHA KOOy 1HIIOTO
MpOorpaMHOTO 3a0e3MeueHHsT B OINEpaTUBHIN
maMm'siti a00  Ha  30BHINIHIX  HOCIfX;
caMonyOIOBaHHS, MiAMiHA CO0OK0 1HIIIOTO
MPOrpaMHOTO 3abe3rneueHHs abo MmepeHeceHHs
CBOIX (pparMeHTIB B 00JaCTh OneparuBHOI a00
30BHIIIHBOI MaM'siTi, IO HE HAJIECXKUTh
nporpami; 30epexeHHs iHpopMarlii 3 obmacTei
ONEpaTHBHOI MaM'sATi, $KI HE HaJleXarb
MPOrpaMHOMY 3a0€3ME€YeHHI0; CHOTBOPEHHS,
OJOKyBaHHA 4YM 3aMiHy iHQopMarii, mo €
pe3yabTatoM  poOOTH  IHIIUX  MpoTpam;
MPUXOBYBaHHS ~ CBOEl  TPHUCYTHOCTI Y
MPOTPaMHOMY CEPEIOBHIIII.

Businenns (QyHkmif, mo 3IiHCHIOIOTH
po0oTy 3 maM'TTIO TakKUM YWHOM, WIO
BUHUKAIOTh [MOTEHIIHO HeOe3neuHi
MOXKJIUBOCT1, 0COOJMBO 3HAYMMO, TOMY IO 1€
OCHOBHA XapaKTepUCTHKA MOBEIIHKH
IIKIIJTMBOTO ~ MIPOTPaAMHOTO  3a0€3MeUeHHS.
Tomy mpu peamizaiii MojieNi Ha MPAKTHUIIL CITL]T
BUKOPUCTOBYBAaTH MEXaHI3M, SIKUW 3a0e3redye
e(eKTUBHHUI MOHITOPUHT 3BEPHEHB JI0 TaM'ATi
Ta 1i BAKOPHUCTAHHS.

Buay norenmiiino HeOe3MeIHnX MOKIHBOCTEMH

— Ilepemaga ynpaBmiHHS

VipaBuiHHA IEpeJacThCA B 001acTh
MorH(ikOBaHMX JaHHX

— Camomopudikariis abo 3MiHa Koy

3MiHM 3OIHCHIOIOTECA B IHIMMX Mporpamax
OIlepaTHBHOI aM’STi 9M Ha 30BHIIIHIX HOCIAX

ITizmina coboro iHmmx mporpam abo
MePEeHECEeHHs CBOiX ()parMeHTiB B 00acTi

——  Camony6mroBaHHA 2 ! . S e
OIIePaTHBHOI T1 30BHINIHHOI ITaM’ATi, AKi
He HaJIeXaTh IIPOrpami
. 36epexeHHs iHpopMamii 3 obnacTeii omeparH-
36epesxerns iHdopmarii BHOT [1aM ST, AKi HE HAJEXKaTh Iporpami
——  CnorBopeHHI
—{  BrokypauHs STk pe3ynkraT poOOTH iHIMNX IPOrpaM
—— Iligmina indopmanit

—| ®aHTOMHA IIPHCYTHICTH

ITpuxoByBaHHS CBO€1 IPHCYTHOCTi B
MPOrpaMHOMY CEPEIOBHMIIL

Puc. 3. [Iporpamue 3a0e3rneueHHs 3 MOTCHIIIHO HEOE3MECUHUMH MOKIIHBOCTSIMHU

Fig. 3. Software with potentially dangerous capabilities
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[Ipoiec y BipTyanbHOMY oOIEpaliifHOMy
CEepelloBUIIll 3 TIOBHUM KOHTPOJEM  Jii
MPOTPaMHOTO 3a0€3MEYCHHS Ta BiJCTEKEHHS
AJITOPUTMY HOTO POOOTH 3MIMCHIOETHCS OLTBII
epexktuBHO. TakuM  YMHOM  peaizamis
po3poOieHoi Mozem Mae Oa3zyBaTHCs Ha
rinmepmizopi, MO JO3BOJIUTH BipTyali3yBaTu
CHUCTEMHI pecypcy OOYMCITIOBAILHUX CUCTEM.

BHUCHOBKMU
B pobGoTi BHKOHAHO CHCTEMAaTHU3AIlIIO
Mozelen HaIAHOrO Ta 0e3IeYHoro

(YHKIIIOHYBaHHS MTPOTPAMHOTO 3a0€3MEeUCHHS.
B pesynabrari TpoOBEACHOTO  JOCIIIKEHHS
BHJIUICHO TpU THUIHU MOJCICH: aHaJITU4HI;
CTaTUCTUYHI; eMITipUYHI.

PosmsiayTo pAan HalyacTiIe
3aCTOCOBYBaHMX  MOJENEH, BUIUIEHO  iX
HEZIOMIKY Ta IepeBary 3 Noms Iy po3B's3yBaHOT
3aa4i onucy Oe3MeYHOro (yHKI[IOHYBaHHS
MPOrPaMHOTO TPOAYKTY, Ta pPO3Mi3HABaHHS
IIKITTUBOTO MPOTPaMHOTO 3abe3mnedeHHs. 3a
pe3yiabTaTaMd  MPOBEACHUX  JOCIIIKEHb
PO3MISTHYTI MOZeNi MaroTh IepeBard y IJjlaHi
MPOCTOTH iX MPAKTHYHOI peaiszallii, mpore
BOJTHOYAC BHJIUICHO HACTYITHI HEJOMIKHU: ACSKI
3 PO3MISHYTHX MOJEJeH Tmpu peanizarii
BHUMAraroTh BEJIMKOTO 00CATY OOUMCITIOBATHHIX
pecypciB  — anua  aHamizy Oe3mekw  Ta
HAKOIMMYEHHS apXiBHUX JaHUX; BUKOPUCTAHHS
CTAaTUCTUYHHMH Ta IMOBIPHICHUMH MOZCIISIMH
OPUIYIIEHb PO Te, 10 I1HTEHCHUBHICTh
aTak/BiAMOB YW  KUIBKICTh TOMHJIOK Yy
MIPOrPaMHOMY 3a0e3MeYeHHIO MaroTh
3a3[aNeriip BigomMuii po3noain (GiHomianbHUi,
CTaHIApTHUM a00 TyacOHIBCBbKHI), IO HE
3aBKIM BIPHO Ui peaJbHUX IPOLECIB 1
CHUCTEM; HEMae TMOoAUTYy Ha  BIJAMOBH
MPOrPaMHOTO 3a0e3MeYeHHs] 1 BUXIM 3 Jaay
BHACITIJIOK KiOeparak, He BPaXOBYIOThCS TaKOXK
BPAa3JIMBOCTI HYJIBOBOTO JHS; HE aHANI3yIOThCS
3BEpHEHHSI  JIOCIIPKYBAaHOTO  MPOTrPaMHOIO
3a0€3MeueHHsT 10 maM'saTi, 10 MOIIO O JaTu
BOKJIMBY 1H(GOPMAIIIIO PO WOTO JETITUMHICTh
9¥ HASBHICTh MIKIATUBUX (QYHKINH; KOmHA 3
PO3DISIHYTUX ~ Mojenell  He  3abe3meuye
KOMITJIEKCHOTO TIPEACTABICHHS TMPO TPOIEC
(YHKIIOHYBaHHS MTPOTPAMHOTO 3a0e3MeUeHHS,
y TOMY 4HuCIHi, aHali3 3 00Ky iH(popmaniiHOi
Oe3IeKu BiJICyTHIM.
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3aBmaHHs ~ pO3Mi3HABAaHHS  IIKIJJTMBOTO
MPOTPAMHOTO 3a0€3MEUYCHHS 3 KOXKHUM POKOM
CTae Jenani akTYaJbHINIUM 1 CKJIATHIIINM Y
3B'I3KY 3 MUGPOBI3AIIEI0 Taly3ed isIbHOCTI
TIONWHUA Ta BUKOPUCTAHHSIM TPOTPAMHOTO
3a0e3IeyeHHs 11 BUKOHAaHHA O13HEC-JIOTIKHY Ta
TEXHIYHUX MPOIECIB y CKIAJHUX CHUCTEMaXx.
BHacnmigok 1mporo, u4uM OUIBIIMH  0OCST
MPOrPaMHOTO 3a0€3MEUYCHHS B CHUCTEMi, TUM
MOTEHIIIHHO OlIbIlle B HHOMY IOMHJIOK, NPH
[[OMY 4Yepe3 MiAKIIOUEHHS CY4aCHUX CHCTEM
10 Mepexi [HTepHET, IPOTPaMHOTO
3a0€e3MeYeHHSI YacTO MOMIUPIOETHCS 110 MEPEKi,
IO JI03BOJISIE 3JIOBMHCHHUKAaM CTBOPUTH HOBI
BEKTOPH KibepaTak Ha CUCTEMHU.

3anmponoHOBaHa ~ MOHIENb  OE3MEeYHOro
(bYHKIIOHYBaHHS NPOTPAMHOTO MPOIYKTY Ma€e
yCyBaTu HENONIKH, BIACTHUBI PO3TISIHYTUM
MOJIENISIM.  3alIPONIOHOBAHO MOJENh  YCYBae
HaBeJIeHI HEJOJIIKM 3a paxyHOK TOTO, 1[0 BOHA
BpPaxoOBYy€ XapakTepHi OCOOJIMBOCTI MpPOSBY
IIKIIJTMBOTO MPOTPAMHOTO 3a0e3Me4YeHHsT Ha
MPUCTPOSIX, a CaMe BIUIMB  IIKiJJHBOTO
MIPOTPaMHOTO 3a0e3MeUCHHS Ha
0OUYHCITIOBAJIbHI PECYpCH CUCTEMH Ta poOOTY 3
naMm'arTio. Lle mo3Bossie po3poOieHiit momei
BpPaxOBYBaTH SIK HaAIWHICTh (YHKIIOHYBaHHS
MIPOTPaMHOTO 3a0e3MeUeHHs, TaK 1 OE3TMEeKY.

Y  rtepmiHax Momemi  chOpMyIbOBaHI
Kpurepii 0e31eYHoro (byHKITIOHYBaHHS
MIPOrPaMHOTO 3a0e3mneyeHHs, 3po0IieHO
BHCHOBOK TMpO Te, IO [ HAWOUIbII
edeKTUBHOI peami3amii Takoi Momem Ha
MpaKTUIll Mae OyTH BUKOPHCTAHUH TINEepBi30p.
Bubip koHKpeTHOTO TinepBi3opa 3aJICKUTh BiJl
noTped, MpU3HAUYEHHS Ta CTIeNU(]IKU CHCTEMH.
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Information security model of functioning
software

Serhii Lienkov, Volodymyr Dzhuliy, Oleksandr
Yavorskyi, Kostyantyn Zatsepin

Abstract. The paper systematizes the models of
reliable and safe functioning of the software. As a
result of the research, three types of models were
identified: analytical; statistical; empirical.
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A number of the most frequently used models are
considered, and their disadvantages and advantages
are highlighted from the point of view of solving the
problem of describing the safe functioning of a
software product and recognizing malicious
software. According to the results of the research,
the considered models have advantages in terms of
the simplicity of their practical implementation, but
at the same time, the following disadvantages are
highlighted: some of the considered models require
a large amount of computing resources when
implemented - for security analysis and
accumulation of archival data; the use of statistical
and probabilistic models of assumptions that the
intensity of attacks/failures or the number of errors
in software have a pre-known distribution
(binomial, standard or Poisson), which is not always
true for real processes and systems; there is no
division into software failures and failures due to
cyber attacks, zero-day vulnerabilities are also not
taken into account; memory accesses of the
investigated software are not analyzed, which could
provide important information about its legitimacy
or the presence of malicious functions; none of the
considered models provides a comprehensive
representation of the process of software
functioning, including, there is no analysis from the
information security side.

The task of recognizing malicious software is
becoming more and more relevant and difficult
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every year in connection with the digitalization of
human activities and the use of software for the
execution of business logic and technical processes
in complex systems. As a result, the larger the
volume of software in the system, the more errors
there are potentially, and due to the connection of
modern systems to the Internet, the software is often
distributed over the network, which allows attackers
to create new vectors of cyber attacks on systems.

The proposed model of safe functioning of the
software product should eliminate the shortcomings
inherent in the considered models. The proposed
model eliminates the mentioned shortcomings due
to the fact that it takes into account the characteristic
features of the manifestation of malicious software
on devices, namely the impact of malicious software
on the computing resources of the system and
working with RAM. This allows the developed
model to take into account both the reliability of
software operation and security.

In terms of the model, the criteria for the safe
functioning of the software are formulated, it is
concluded that for the most effective
implementation of such a model in practice, a
hypervisor should be used.

Keywords: model, information security,
vulnerabilities, attacks, confidential data, malware,
secure operation.

45



Information technologies

MeToa nowyky BpasnMBocTen Be63aCTOCYHKIB 3 BUKOpUcTaHHAM API
ChatGPT

lzop Mynsip?, Cepeiti JleHkoe2, Bonodumup ostok?, Bornodumup AHikiH?*,
€szeHili ComHikog®

1,34 XMenbHULbKUIA HaUioHanNbHWUIA yHiBEpCUTET
Byn. IHCTUTYTCbKA, 11, XMenbHUUbkMI, Ykpaina, 29000,
25 BincbkoBuid IHCTUTYT KniBcbkoro HauioHanbHoro yHisepcutety iM. Tapaca LLeByeHka
Byn. KO. 3gaHoBcbkoi, 81, Kuis, YkpaiHa, 03189,
" muliariv@khmnu.edu.ua, https://orcid.org/0000-0002-6659-605X,

2lenkov_s@ukr.net, https://orcid.org/0000-0001-7689-239x,

3 glovyukvova@gmail.com, https://orcid.org/0009-0004-8625-3486,

4 anikin_volodymyr@khmnu.edu.ua, https://orcid.org/0000-0003-3395-2764,
5 sotnikov_man@ukr.net, https://orcid.org/0009-0005-8133-0750

Received 10.09.2024, accepted 08.10.2024
https://doi.org/10.32347/uwt.2024.15.1203

AHoTanist. Y miii poOoTi MpeACTaBIeHO METO
aBTOMaTu3allii TECTyBaHHS Be03aCTOCYHKIB 3
BukopuctanusaM APl ChatGPT, npusnaueHuii mist
JOTIOMOTH  €THYHHM XaKepaM y  BHSIBJICHHI
Bpa3nuBOCTel. METO MOCHIKeHHS € po3po0Ka
MiAX0My, SKUH OKpalye epeKTUBHICTh Ta TOYHICTb
MEHTECTHHTY, 30CEPE/DKYIOUNCh Ha aBTOMAaTH3aIlil
MPOIIECiB, M0 TPAJAMIIHHO BUKOHYIOTHCS BPYYHY.
3anpornoHoBaHUH METO. 0a3yeThCst Ha
MoxuuBocTsix Mozeni GPT renepysaru TecToBi
3allUTH Ta aHaJli3yBaTH BIAMOBIAI CEpBEPIB, IO
JTO3BOJISIE BUSBIATH TIOTEHIIHHI Bpa3lUBOCTI 0e3
HE0OXiTHOCTI JETAILHOTO aHaNi3y BUX1THOTO KOITY.
[Ipencrasneni pe3yibTaTu JIEMOHCTPYIOTh
nepeBarn  Bukopuctanas ~GPT-momene#t  mos
TeHeparlii CKIIaJIHUX TECTOBUX CIIEHApiiB Ta aHAII3Y
BIAIIOBiAEH Be03aCTOCYHKIB, 1110 CIIpHSIE
BUSIBJICHHIO MOTEHIIIHHUX 3arpo3. Pesynerartu
EKCIIEpUMEHTIB TIOKa3aJld TMiABUINEHHS TOYHOCTI
BUABICHHS  BpasnuBocTed Ha  15-20% Ta
CKOpOUYEHHS Yacy TecTyBaHHs Ha 35% y MOpiBHSHHI
3 TpagullifHIMH METOJaMH. 3ampOTOHOBAHUN
MiIXiT € TEPCIeKTUBHUM [JIs BIPOBA/DKCHHS B
MPaKTUKy ETHYHOTO XaKiHTy Ta KibepOe3neku.

KurouoBi ciioBa: kibepOe3srieka, aBTOMaTH3aIlsA
tectyBanHs, etnuHui xakint, GPT, ChatGPT APIL,
MIEHTECTHHT, Be03aCTOCYHKH.

BCTVII

Y cydacHOMy 1U(POBOMY CepelOBHILI
Be03aCTOCYHKH BIJITPAIOTh KIIFOUOBY POJIb Y
Ha/IaHH1 PI3HOMAHITHUX TOCIYT, BiJl OaHKIHTY
70  COIaNbHHX  Mepex. BoHm cramm
HEBi1'€MHOIO YaCTHHOIO MOBCSIKACHHOTO KUTTS
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3a0e3neyyoun 3pYUHUI JOCTYI 710
iHopmariii, KoMyHiKamii Ta eJIeKTPOHHOI
komepuii. OmHak 31  3pOCTaHHAM  iX
MOMYJISIPHOCTI ~ 301IBIIYEThCS 1 KUIBKICTh
ki0eparak, CHOpSIMOBAaHHUX Ha BUSBICHHS Ta
eKCILTyaTaliio Bpa3aMBOCTeH y  IUX
3acrocyHkax. (CraTucThka TMOKaszye, IO
KUTBKICTh aTaKk Ha Be03aCTOCYHKHM 3pocia Ha
30% 3a ocTaHHI I'ITh POKIB, MO MiIKPECITIOE
HarajdpbHy mOTpedy B e(PEeKTHBHHX 3axoaax
0e3meKH.

Etnuni xakepu ta ¢axisii 3 kibepOe3neku
CTHKAIOTBCS 3  BHUKJIMKOM  3a0e3meucHHS
Oe3IeKH X CHCTEM, 1[0 BUMArae mocTiMHOro
MOHITOpUHTY Ta TectyBaHHA [l]. Tpagumiiini
METOAM MEHTECTUHTY, SIKI BKJIIOYAIOTh PyYHUN
aHai3 Ta  BUKOPUCTAaHHS  CTAaHIAPTHUX
IHCTPYMEHTIB, MOXXYTh OyTH Hee()EeKTHBHHUMH
npu MacmTabHOMY TECTyBaHHI abo mpu
BUSIBJICHHI  CKJIQJHMX BpasznuBocTend [2].
Pyunuii miaxig gacto 3aiimMae Gararo vacy Ta
pecypciB, a TakoX MOKe OyTH CXHJIBHUM 0
TMOACHKUX MOMIIIOK. Lle cTBoproe motpedy B
HOBHUX THCTPYMEHTAax Ta METOoJaX, Kl MOXYTh
aBTOMAaTHM3yBaTH TMPOIEC TECTyBaHHS Ta
M1 IBUIIATHA HOTO €()EeKTHUBHICTb.

OnHuM i3 TEpCHeKTUBHUX HANpsIMKIB €
BUKOPUCTaHHS TEXHOJIOT1H HITY4YHOTO
IHTENeKTy Ta MIMOOKOro HaBYaHHA. 30Kpema,
moneni Ha ocHOBI GPT (Generative Pre-trained
Transformer) TpPONEMOHCTPYBAId  BHCOKY
e(eKTUBHICTh y TeHEpallil MPUPOTHOT MOBH Ta
MOXYTh OyTH aJanToBaHiI [UIisl 3aBJaHb,
TTOB'SI3aHUX 3 Kib6epOe3eKoro [3].
Buxopucranass APl ChatGPT  po3Bomse
IHTErpyBaTH MOXIIUBOCTI LHUX MOAEIeH Yy
MpoLec TMEeHTECTUHTY, 10 MOXE 3Ha4YHO
MOKPAIIUTH PE3YNbTaTH Ta ONTUMI3yBaTH
poOOTy €THYHMX XaKepiB. 3aBIsIKU 3AaTHOCTI
0 HaBYAHHS Ha BEIHKUX oOcirax OaHMX, Ii
MOJIeJIl MOXYTh BHSIBJISITH CKJIQ/IHI TTaTEPHU Ta
aHoMatii, sIKi MOXKYTh OyTH HEBUJAMMHMH IS
TPaIUIIHHUX METOIIB.

Kpim TOro, iHnTerpaist ITY4HOTO 1HTEIEKTY
B TpPOLEC TMEHTECTUHTY MOXE CHPUATH
pO3pOOIIi aTanTHBHUX CUCTEM, SIKI MOCTIHHO
BJIOCKOHATIOIOTHCSI HA OCHOBI HOBHUX 3arpo3 Ta
BpasnuBocTed. lLle oco0mmMBO akTyanbHO B
KOHTEKCTI ITMHAMIYHOTO PO3BUTKY KiOep3arpos,
7e IIBUAKICTH peakuii Mae BUpilIaTbHE
3HaueHHsA. Bukopucranua Al Takok Moxke
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3HH3UTH Oap'epy BXOMKEHHS MJII HOBHX
¢daxiBmiB y chepi kibepOe3neku, Hagadu M
IHTYITHBHI IHCTPYMEHTH Ta PEKOMEH/AIIi1.

MeTtoro 1aHOTO TOCIHKEHHS € po3poOKa Ta
OLIHKa METONy AaBTOMaTH3allii TeCTyBaHHS
Be03aCTOCYHKIB 3  BHKOopucTaHHsM  API
ChatGPT, cmopsiMmoBaHOTO Ha  JIOTIOMOTY
EeTHYHNM XaKepaM y BUSBJICHHI BPa3IMBOCTEH.
Mu mparHeMO JOCHIAWTH, SK IHTErparis
mozaeneit GPT Moke NOKpamuTy MpoIec
MEHTECTUHTY, 3MEHIIUTH PU3HKH, MOB'SI3aH1 3
JOACHKUM (haKTOPOM, Ta IMiJIBUIIUTH 3araJIbHY
Oe3meky  Be03acTOCYHKIB. Y  pamKax
JTOCHIDKEHHS Oyae po3poO0JIeHO MPOTOTHII
cucremH, sika noeanye moxiauBocti ChatGPT 3
ICHYIOYMMH 1HCTPYMEHTAMH TIEHTCCTHHTY, Ta
MIPOBEJICHO CEPit0 EKCTIEPUMEHTIB JIJIS OIIHKH ii
€(hEeKTUBHOCTI.

OuikyeTbesl, 0 Pe3yAbTATH JOCITIHKSHHS
BHECYTh  3HauHU  BHECOK y  cdhepy
Ki0epOe3neKH, 3ampornoHyBaBIIy HOBI MiAXOAN
JI0 aBTOMAaTH3aIlli Ta ONTHUMI3aIlli MPOIEeciB
TecTyBaHHs. L{e Moke MaTu MO3UTUBHUM BILJIMB
Ha Taly3b, CIPHUAIOYHA PO3POOI  OUIBII
Oe3meyHux Be03aCTOCYHKIB Ta 3HH)KEHHIO
pu3HKiB Kibeparak. JoCIiPKeHHS TAaKOK MOXKE
CTaTH OCHOBOIO JUIsl MOJAJIBIIMX pOOIT Yy
HaIpsIMKY 1HTErpamii MTYyYHOTO IHTEJEKTY B
pi3Hi acriekTu KibepOesneKu.

AHAJII3 IPEAMETHOI OBJIACTI TA
AKTYAJIbHUX HAYKOBUX JOCAI'HEHD

v Cy4acHOMY nudpoBomy CBITI
KibepOesreka crajia OAHIEI0 3 KITIOYOBHX cdhep
JOCIKeHHS, BpPaxoBYIOUU 3pocTarouy
KUIBKICTH ~ Ta  CKJIQAHICTh  KiOep3arpos.
OcTtanHiMHU poKaMH BiZIOYBCsl 3HAYHUI TPOTpec
y 3acTocyBaHHi mTy4dHoro iHtenekrty (II) Ta
IMOOKOro HaBYaHHS B raiysi kibepOesmneku. 3
PO3BHTKOM TEXHOJIOTiM, Takux 5K I[HTepHeT
peueit (IoT), xmapHi OOYMCIIEHHS Ta BEIUKI
JaHl, MacImTaOu Ta CKJIQJHICTh aTak 3pOCIH,
[0 BUMara€ HOBUX IIIJXOJIIB JIO 1X BHUSIBICHHS
Ta 3amooiranus [4, 5].

JlocaipKeHHsST  IMOKa3ald, 10 METOIH
MalIMHHOTO  HABYaHHSI  MOXYTb  OyTH
e(eKTUBHIMHU y BHSBIICHHI aHOMalil, aHami3i
MepekeBOoro Tpadiky Ta HaBiTh IPOTHO3YBaHHI1
MOTEHIIMHUX aTak. 30KpeMa, HEMpOHHI Mepexi
CTaJIM TIOTY>)KHUM 1HCTPYMEHTOM JJIsi OOpOOKH
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CKJIQIHUX TaTepHIB AaHuX. [ TnOoke HaBYaHHS
II03BOJISIE MOJEIOBATU OaraTopiBHEBI
abcTpakiii, 1110 € KOPUCHUM IS pO3ITi3HABAHHS
CKJIaIHUX KiOep3arpos [6].

Mopeni Ha OCHOBI pEKypEHTHUX HEMPOHHUX
Mepexxk (RNN) Ta ix Bapiarii, Taki Sk J0Bra

KOpOTKOYacHa nam'sThb (LSTM),
BUKOPHCTOBYBAIUCS IE aHawi3zy
MOCIITIOBHOCTe  JaHUX Ta  BHSIBIICHHS
IT1103pi101 aKTHUBHOCTI [7]. Boun
JEMOHCTPYIOTh  €(eKTUBHICTh Y  3aJadax
aHaizy MepexeBoro TpadikKy Ta BUSBICHHS
BTOPTHEHb, JI03BOJISTIOUH MOJICITIOBATH

TUMYAcOBI 3aJIeXHOCTI B JaHux. [Ipore i
Mozenli  MaroTh OOMEXeHHS B  00poOui
JOBFOTPUBAIMX 3aJICKHOCTEH Ta CKIAQAHHUX
CTPYKTYp AaHHUX, IO XapaKTEPHO IS CYIaCHUX
Be03aCTOCYHKIB. [Tpobnema 3HUKAHHS
rpagienTa y RNN Moyke MpU3BOAUTH 10 BTPATU
BaXIMBO1 1H(opMarlii mpu o0poOii JOBrUX
MOCJTITOBHOCTEH.

3 mosiBOl0 TpaHC(HOPMEPHHUX MOJETEH,
takux sk GPT (Generative Pre-trained
Transformer), BIZKpUIUCS HOBI MOXJIHMBOCTI
it 00poOKHM BEMMKHUX OOCSTIB JaHUX Ta
po3ymiHHs KoHTekcty [8]. Tpanchopmepu
BUKOPHCTOBYIOTh MEXaHi3M camoyBaru (self-
attention), 1o 103BoJIsIE€ €PEKTUBHO OOPOOIATH
JOBTl  TMOCTIOBHOCTI Ta  3aXOIUIIOBATH
3QJIEKHOCTI MDXK BlITaJI€HUMHU €JIEMEHTaMU
naanx. Mopmeni  GPT  Oynm  ycmimHO
3aCTOCOBaHI B Pi3HHUX cdepax, BKIHOUYAOYH
00pobky mpuponHoi mou (NLP), renepariito
KOy, aBTOMAaTH30BaHMI TMepekyaJ Ta HaBiTh
CTBOPEHHS TBOPYHMX TEKCTIB [9].

Y chepi kibepbe3nekn  AOCTIIKEHHS
JIEMOHCTPYIOTh ~ NOTCHIIAT  BUKOPUCTAHHS
TpaHchopmMepHUX ~ MoAened  AuA  pi3HHX

3aBaaHb. Hampukiasn, HoChiKeHHs TTOKa3alu,
mo GPT-monmeni MoxyTh OyTH BHUKOpPHCTaHi
JUTsl TeHepailii (ImMHroOBUX MOBIIOMIICHD, 1110
BKa3ye Ha IX 3JIaTHICTh pO3YMITH Ta
BIITBOPIOBATH CKJIAJIHI TIATEPHH COLIAIBHOI
imxenepii [10]. Lle migkpecitoe HEOOXiTHICTh
JOCIIDKEHHST 3aCTOCYBaHHS TaKWX MoOjelen
JUTSL 3aXUCTY BiJ MOAIOHUX 3arpos.

JlomaTkoBo, mociimkeHHs Li ta cmiBabT. [11,
12] posmspanu 3acTOCyBaHHS HEMPOHHMX
MepeX IS aBTOMAaTH3aIlll aHajizy Oe3NeKu
kony. BoHu 3ocepenunucss Ha BHSBICHHI
Bpa3IMBOCTEH y  BHXIIHOMY KOOl 3
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BUKOPUCTAaHHSM TIUOOKOTO HAaBYaHHS, IO
minrBepmkye edexruBricTs LI B ramysi
kibepbesmeku [13].

Takok  BapTO  BIJ3BHAYUTH  PO3BUTOK
HampsIMKy ~ aBTOMAaTH30BAaHOTO  BHSIBIICHHS
BpaznuBocte 3a gomomororo III. Merogu
IMOOKOTO HABYAHHS 3aCTOCOBYHOTHCS ISt
JUHAMIYHOTO aHali3y KOay, aHami3y JIOTiB
CUCTEM Ta BHSIBIICHHS aHOMAJi{ y MOBEMIHII
3actocyHkiB  [14, 15]. Buxopucrtanus
migkpituieHoro  HaBuaHHs  (reinforcement
learning) A03BOJIIE MOJCIIOBATH TOBEAIHKY
3MIOBMHCHHKIB Ta 3HAXOJUTH HOBI BEKTOpU

arak, 10 OCOONMBO  aKTyaJdbHO  JUIS
IIEHTECTHHTY.

He3saxaroun Ha 1 JIOCATHCHHS,
BUKOPUCTAHHSA Mojenei GPT s

aBTOMaru3alii TMEeHTECTUHTY Ta JOIOMOTH
E€TUYHUM XaKepaM 3aJUIIAEThCS HEIOCTaTHbO
JTOCHIDKEHUM. BinbIIicTh iCHYIOUMX pIlIEHB
(OKYCYIOTHCSI HA OKPEMHUX aCMEKTaX, TAKUX SIK
aHai3 MepexeBoro Tpadiky ado CTaTHIHHI
aHaJi3 KOy, ajie He BPAaXOBYIOTh KOHTEKCTHY
B3a€EMOJIII0 3 BE0O3aCTOCYHKAMHU Ta CKJIAJIHICTh
CYJaCHHX aTaK, TAKHX SIK aTaK{ HYJbOBOTO JTHSI.

Hame  nocnmimkeHHs  copsiMOBaHE — Ha
3allOBHEHHS 1I[i€i TpPOTajJMHU Ta OLIHKY
e(eKTUBHOCTI  MIOXOAy, IO  IHTErpye
MoxmmBocTi  moxmenedr  GPT y  mporec
aBTOMAaTH30BaHOTO MIEHTECTHUHTY. Mu
IponoHyeMo  BUKopucTtoByBatn GPT  nmns
reHepaiii  TEeCTOBUX  3alMTIB,  aHaJi3y
BIJINIOBIZICH cepBepy 3 PO3YMIHHAM KOHTEKCTY
Ta aBTOMAarMYHOTO (HOPMYBaHHS CIIEHAPIiB
TecTyBaHHs. Lle 103BONIUTH €TUYHUM XaKepam
OlpIl  €(EeKTUBHO BUSIBISATH BPAa3JIMBOCTI,
0COOIMBO Ti, IO IMOB'S3aHl 31 CKJIAJHUMHU
B3aEMOMISIMH ~ Ta  KOHTEKCTHO-3aJICKHUMU
arakamu[ 16].

Takum unnoM, iHTerpamis 11 Ta, 30kpema,
mozaeneit GPT y mpouec NEeHTECTHHTY Mae
MOTEHINal 3HAYHO MiABUIIUTU €(PEKTHUBHICTH
Ta TOYHICTh BUSIBIIEHHS BpazimBocteit [17]. e
BIJKPHBA€ HOBI TEPCIEKTUBU Y PO3BUTKY
IHCTPYMEHTIB KiOepOe3neKku Ta BIATOBIAI Ha
Cy4acH1 BUKJIMKH y LIl cdepi.

METOIOJIOT'TA

3anporoHoBaHa METOMOJIOTIsT 0a3yeThCs Ha
iHTerpanii  mMoxnuBoctedt wmomeni GPT vy
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Hpouec ABTOMATHU30BAHOI'O TeCTYBaHH}I
Be03acToCcyHKiB. BoHa CKlIamaeThes 3 KUTHKOX
KIIFOYOBUX eTaHiB, KOXXEH 3 JJKUX JOCTAJIbHO
po3pobieHuit st 3a0e3neueHHs e(heKTUBHOCTI
Ta TOYHOCTI BUSIBJIICHHS BPA3JIMBOCTEH.

I'EHEPALIIA TECTOBUX 3AIINTIB

[lepmmii eranm MeTOHONOTIl NPUCBSUCHUMA
reHepallii TECTOBUX 3alUTIB 3 BUKOPUCTAHHSIM
API ChatGPT. OcHoBHa MeTa I[LOTO eTany —
CTBOPEHHS pi3HOMaHITHUX Ta ckiaagHux HTTP-
3alUTIB, SKIi MOXYTh BHSBHUTH MOTEHIINHHI
Bpa3JIMBOCTI Y Be03aCTOCYHKaX.

ITinroroBka maHux Ta
MoZ€eIl.

Criouarky HEOOXiJHO MiATOTYBaTH MOJENb
GPT no cmenudiunoro 3aBmaHHs TeHeparii
TECTOBUX 3amuTiB. /{7 IOTO BUKOHYETHCS
JOJTATKOBE HAaBYAHHS MOJIEII Ha KOPITYCl IaHUX,
10 MICTUTh NPUKJIAAM PI3HUX THUIIIB aTak Ta
Bpa3iauBOCTEN. [0 TaknX JaHUX BKIIOYAIOTHCS:
1. Bimomi marepuu SQL-in'exuiit, XSS, CSRF

Ta iHmuX arax [18].

2. Ilpuknaau oOdyckamii Ta pi3HUX METOJIB

KOJTyBaHHS IITKIIJTMBUX 3aITUTIB.

3. Onuc MOXIMBHX BEKTOpiB arak Ta

BIZIITOBIJHUX 3aXUCHAX MEXaHI3MIB.

HanamtyBaHHs Mofemi TakoX BKJIIOYAE

HaJIallITYBaHHSA

User (Ethical Hacker)

——

Interacts with

I User Interface (GUI)

S

Configure generation parameters

Test Query Generation Module

/ e

Generates test queries  Uses vulnerability data

GPT Model

Optimized prompts

‘ Vulnerability Database

Applies obfuscation

Adaptive query generation

CTBOPEHHS CIIELIaTi30BaHUX IMPOMITIB, SKi
CIIPSIMOBYIOTH ~ MOZENb  Ha  TEHEpaio
noTpiOHuX THMIB 3anuTiB. Hanpukmian, mpomnt
MOK€ BUIVISIIATH TaK:

"3renepyit HTTP-zamut, 1o MIiCTHTH
noTeHIinay SQL-iH'ek1ito B moJi 'username’' 3
BUKOpPHCTaHHAM 00dyckauii koxy."

I'enepamisi  BapiaTUBHUX Ta  CKJIATHUX
3aIIUTIB.
ITicasa HaJIaITyBaHHS MOZENb

BUKOPHCTOBYETHCS Uil TEHepalii TeCTOBHX
3anuTiB. Lleit mporec BKIovaE:

Bukopucranns oO¢yckariii Ta KoZyBaHHS.
Monens renepye 3amuTH 3 pi3HUMH METOAaMH
ob0¢yckarii, Takumu sk URL-xomyBaHHS,
Unicode-cuMBoOJH, MOABIMHE KOAyBaHHS, 1100
o0iiiTu 3acobu (QinpTpalii BBOAY Ha CTOPOHI
cepBepa.

CtBopeHHs KoMOiHaLIN arak. [ eHepyroTbes
3aMUTH, SKI TOETHYIOTh JEKUIbKA THUIIIB aTak

OJTHOYACHO. Hampuknan, SQL-iH'ekris,
BKJIaJiIeHa B XSS-CKpUIIT.
AnantuBHAa ~— TEHepalis ~ Ha  OCHOBI

MONEepeIHiX BiAmoBineld. Mopenb aHalizye
BIJNIOBIZII cepBepa Ha MOMNEpEeNHI 3aluTH Ta
KOPHUTYE HACTYITHI 3amUTH Uil TABUIICHHS
e(EKTUBHOCT] BUSBIICHHS BPa3IMBOCTEH.

Sends queries

Request Processing System

/

Sends to target  Returns responses

Prompt Engineering Obfuscation and Encoding Module

Adaptive Generation Module

Web Application (Test Environment)

Puc. 1. ApxiTekTypa CUCTEMH TeHeparllii TeKCTOBHX 3aITHTIiB

Fig. 1. Architecture of the text query generation system

Ha Pucynky 1 mpeacraBieHa apxiTeKTypHa
JiarpaMa CUCTEMH I'eHepallii TECTOBUX 3aIHTiB.
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Hiarpama  BimoOpaxkae  B3aEMOIII0  MIXK
KOPHUCTYBaue€M (eTH4HUM XaKepom),
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KOPUCTYBallbKUM  iHTepdeiicoM, MomaylieM
redepamii  3anutiB, wmomemwmo GPT  Ta
BeO3actocyHkoM. Mogens GPT  orpumye

MPOMTH BIJT MOAYJIS TEHepallii 3amuTiB Ta
TeHEepy€e TECTOBI 3aITUTH, SKI HAJICUIIAIOTHCA 710
Be03aCTOCYHKY JUISl TECTYBaHHS.

ABTOMATI/BOBAHICII\/JI AHAIJII3
BIAITOBIAEN

Ha wupomy erami BifgOyBaeTbcs aHami3
BIIMOBiIe BE03aCTOCYHKIB Ha 3TeHEpOBaHi
TECTOBI 3amUTH 3 METOI0 BHSIBICHHS O3HAK
MOTEHITIHHUX BPa3JIUBOCTEH.

30ip Ta monepeaHss 00poOKa NaHUX.

Bci BiamoBimi cepBepy Ha TECTOBI 3amUTH

JIOTYIOThCS Ta 30epiraroTbes y
cTpykrypoBanomy  (opmari.  [lomepemns
00po0Ka JaHUX BKITIOYAE:

1. Bumanenuss  3aliBUX CHMBOJIB Ta

npooOiiB.

2. Hopmamni3zaiiiro KoyBaHHS TEKCTY.

3. Buainenas KJTFOYOBUX CJICMCHTIB
BIZIITOBIl (HTTP-xox CTaTycy,
3aroJIOBKH, T1JIO BIIOBIII).

Amnaii3 3a nonomororo moxeni GPT.

Mogens GPT  BuxopucrtoByeTbcs IS
aHaJI3y TEKCTY BIMOBIICH 3 METOIO BUSIBIICHHS
aHOMaJIil Ta MaTepHiB, SKI MOXYTh CBIIYUTH
PO BPA3JIMBOCTI.

1. Po3mizHaBaHHS aHOMAJTIH.

2. KonrekcTHuii aHamis.

3. Knacudikarist pu3ukis.

Mogenb mrykae 03HaKM TMOMHUJIOK CEpBEpY,
MOBIIOMJICHHSI TIPO BWHATKH, HECTaHIAPTHI
BiaMNOBiZi. BpaXxoByeThCsl KOHTEKCT 3allUTy Ta
BIAIOBiZI, IO JO3BOJIIE BHU3HAYUTH, YU €
MOBENiIHKa cepBepa HOpMaiIbHOW. Bimmosimi
KJIacU(IKyIOTbCS 32 PIBHEM PU3UKY (BUCOKHH,
CepeHill, HU3bKUI), 0 JonoMarae GpaxiBIsiM
MIPIOPUTE3yBATH TTONATBITUN aHaIi3.

Pucynok 2 neMoHCTpye aiarpamy IOTOKiB
nanux (Data Flow Diagram) mnpouecy
aBTOMAaTH30BAaHOTO aHami3zy Bixmosized. Ha
miarpami  BimoOpakeHi — mporecu  300py
BIJIMIOBiICH, moTnepeIHL01 00pOOKHU, aHaTI3y 3a
nornomoroto mozaem GPT Tta xnmacudikarrii
pusukiB. [IoTOkM naHWX MiX MpollecaMu Ta
CXOBMILIAMU  JIaHUX TOKa3ylOTh Iepenady
iH(popMallii Ha KO)KHOMY eTarli.
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Web Application (Source of Responses)

Server Responses

1.0 Collect Server Responses

Log Responses
Log Database
Preprocessed Data

2.0 Preprocess Data

Analyzed Data

3.0 Analyze Responses with GPT

Risk Classification

4.0 Classify Risks

Store Results

Analysis Results Database

Analysis Results

Ethical Hacker (User)

Puc. 2. [ToToku gaHUX aBTOMATH30BAHOTO aHAIII3Y
BIAMOBIAEH

Fig. 2. Data flows of automated response analysis

[TOBYJIOBA CLIEHAPIIB
INEHTECTUHI'Y

Ha ocHOBi OTpUMaHUX pe3yNbTaTiB aHAJi3y
BIAMOBiEH  cepBepy, cucrema  Gopmye
KOMIUIEKCHU I CIIeHapiii [IEHTECTUHTY,
CIpsIMOBAaHUYW Ha BUSBIICHHS OUIBIN CKJIATHUX
Ta TpHUXOBaHUX BpasznuBoctei. Llelt minxin
J03BOJISIE HE JIUIIE 1MeHTU(]IKYBaTH OKpeMmi
Bpa3JIMBI TOYKH, aje W MEepeBipUTH CTIHKICTh
CHUCTEMHU 70 KOMOIHOBaHHMX aTak, sSKi MOXYTh
001iTH TpaauIliiiHi 3aCO0H 3aXUCTY.

Monens  GPT  anamizye  pesyabTatu
MOTIEPEHIX TECTOBUX 3alUTIB, BUSBISIOUN
MaTepHU Yy BIAMOBIIAX, SIKI MOXYTh CBIIUUTH
PO HASBHICTh MOTCHLUIHHUX BpPA3IUBOCTEH.
Hanpuknan, skmo TEBHUH TUI  3alUTy
BUKJIMKA€ HECTAHAAPTHY PEAKIIIO CepBepy, Ie
MOXXKe  OyTH  IHIMKATOPOM  IPUXOBAHOI
npooIeMu.

Ha ocHOBI BuUsIBIEHHWX TaTepHIB MOJEIh
TeHepye  TOCHIJOBHOCTI  3amWTiB,  SIKI

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 46-55



Information technologies

MOEIHYIOTh JeKiNbKa TUIB arak. Lle MoxyTh
OyTM CKJIaACHI 3alWTH, M0 BKJIOYAIOTh
enemeHTH SQL-ix'exmii, XSS, CSRF Tta iHmumx
BEKTOpIB arak. MeTor € mepeBipKa, Y1 MOXKE
KOMOiHaLlig pi3HUX aTaKk OOIWTH iCHYIOUI
3aC00H 3aXHUCTY.

Cuctema 3acTOCOBYe pi3HI  TEXHIKH
o0(dyckamii Ta Moamdikamii 3anmuTIB A
obxony (imbTpiB Ta BaliaTOpiB Ha CTOPOHI
cepsepy. Lle Bkitovae:

1. BuxopucranHus pi3HUX METO/IiB
KOJTyBaHHS (HampuKIIa, URL-
KoqyBaHHs, Base64) mid npuxoByBaHHS
IITK1IJTABOTO BMICTY.

2. BHeceHHs 3MiH Y CTPYKTYpY 3aIIUTY, 1100

User Interface

Ethical Hacker

Configure parameters

Send configuration

Scenario Generation Module GPT Model

User Interface

Ethical Hacker

3pOOUTH HMOTO MEHII OUYEBUIHUM IS
CHICTEM BHSIBIICHHS aTak.

3. 3MiHa mopsAAKy abo 3HAYCHb MapaMeTpiB
3aMUTy Ui YHUKHEHHS [Ia0JIOHHUX
GbiBTpIB.

[eHepyloTbCsl  3amHTH, SIKI  MOXYTh
BUKJIMKATH HemnependadeHi MoCHiJOBHOCTI Mii
y 3acTocyHKy. Hanmpukias:

1. Busgsneuns MOXKJIUBOCTEN s
BUKOHAaHHS i, He TmepeadayeHnx
pO3poOHMKaMH, 4Yepe3  HeNpaBHIbHE

YIpaBIIHHS CTaHAMHU 200 MepeBipKaMH.

2. BukopuctanHs cepii 3amuTiB, JIe KOXKEH
HACTYIMHHUH 3anmuT 0a3yeThCsl Ha peakiii
CHCTEMH Ha TONEPEaHIH.

Web Application

Request attack scenarios

Return generated scenarios

Send scenarios to Web Application

Scenario Generation Module GPT Model

Return responses

Web Application

Puc. 3. /liarpama mmociigoBHOCTI TOOYIOBH CIICHAPIiB MEHTECTUHTY

Fig. 3. Sequence diagram for building pentesting scenarios

Pucynok 3 IIOKa3ye niarpamy
MOCTIOBHOCTI, SKa BijoOpakae B3aEMOIIIO
MK eTHYHHM XaKepOM, KOPHCTYBAIIbKUM
iHTepdericom, MOIylIeM TeHepallii CieHapiiB,
momemmto GPT Ta BeG3acTOCyHKOM IIijJy 4ac
MmoOyZI0BH CIIeHapiiB meHTecTuHry. Jliarpama
UTFOCTpY€E  TMOCIIJIOBHICTh TIOBIIOMJIEHb Ta
BI/IMOB1/IeH MK 00'€KTaMH Ha KOKHOMY KPOITi
poLIecy.

[HTEI'PAIIIA 3 ICHYIOUNMUN
IHCTPYMEHTAMU
st 3a0e31eYCHHS 3pYYHOCTI

BUKOPUCTaHHS Ta IMiJBUIICHHS €()EeKTUBHOCTI
CHUCTeMa  IHTETPYETbCS 3  TMOMYIIPHUMH

SMART TECHNOLOGIES:
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IHCTpyMEHTaMU NIEHTECTUHTY, TAKUMU SIK Burp
Suite Ta OWASP ZAP.
Po3po0Oka inTerpaniiHux MOayIiB

Po3pobrneni IUTAriHA IO3BOJISIFOTH
BUKOPUCTOBYBaTH  MOXJIMBOCTI  CHCTEMH
Oe3rocepeHbO B CepeIOBHIIII X
IHCTpyMeHTiB,  3a0e3nedyroun  O€3IIOBHY
1HTEerpaIliio Ta CHiJbHE BUKOPUCTAHHS JaHUX.

Kopucrysanpkuit iHTEepdeiic Ta
HaJIallTyBaHHS.

Po3poOnenuii  IHTYITUBHO  3pO3yMiIHiA
rpadgigyHui iHTEepdeiic JTO3BOJISIE
HAJAIITOBYBaTH  TapamMeTpud  TECTyBaHHS,

HepersiiaTl Ta aHalli3yBaTH pE3ylbTaTH B
PEeXUMI peanbHOTo Yacy.
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Ethical Hacker

Interacts with

Burp Suite with GPT Integration Plugin l

N

Returns responses

Sends test queries

Web Application (Test Target)

— X

Returns responses Sends test queries

(nteracts with

Uses GPT for analysis Generates test scenarios

OWASP ZAP with GPT Integration Plugin

Uses GPT for analysis Generates test scenarios

Automated Testing System (GPT Maodule)

Puc. 4. ApxiTexTypa iHTerpaii 3 iCHylOUMMH 1HCTPYMEHTaMHU

Fig. 4. Integration architecture with existing tools

Ha Pucynky 4 npezacraieHa apXiTeKTypHa
Jmiarpama, sKa ~ JIGMOHCTPYE  IHTErpalliro
cucremu Ha ocHoBi GPT 3 iHcTpymeHTamu
neHtectuHry Burp Suite Ta OWASP ZAP.
Hiarpama BimoOpaxae, sk maarinn  GPT
Integration  B3aeMOIiIOTH 3  OCHOBHOIO
CHCTEMOIO Ta 3a0e3NeuyioTh B3a€MOII0 MIXK
KOPHCTYBa4€M Ta BE03aCTOCYHKOM.

OLITHKA TA BAJIIJIALILS

OcraHHIi eTan METOOJIOTIi MPUCBIYCHUM
OIHI e(QEeKTUBHOCTI CHUCTEMHU Ta Baifaril
OTPUMAaHHX PE3YJIbTATIB.

TecryBanHs B KOHTPOJILOBAaHOMY
cepenoBuil. CucremMa TECTYEThCS Ha BIIOMHUX
BpasznuBux 3actocynkax (DVWA, WebGoat,
Mutillidae) s 00'€eKTMBHOT ~ OIIHKHM i
MOJIUBOCTEM.

TectyBaHHS Ha peanlbHUX BeO3aCTOCYHKaXx.
3a 3ro[010 BIIACHUKIB, CUCTEMA TECTYEThCS Ha
peanbHUX BeO3aCTOCYHKaX, JAOTPUMYIOUHCH
E€TUYHUX HOPM Ta IPABOBUX BUMOT.

AHami3 Ta  TOpIBHSHHA  PE3yNIbTaTIB
OTpumaHi  pe3yiabTaTH  aHANI3YIOThCS  Ta
MOPIBHIOIOTECS 3 pe3yJbTaTaMu TPATUIIAHUX
IHCTpYMEHTIB ~ TEHTECTHHTY,  BpPaXOBYIOUH
METPUKH TOYHOCTI, MOBHOTH, piBHS
MOMUJIKOBUX  CHpalbOBYBaHb  Ta  4acy
BUKOHAHHS.

Bamimamigs ta BoockoHasieHHs. Ha ocHOBI
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aHaJizy pe3yJAbTaTiB BUSBIEHI BpPa3IUBOCTI
I ITBEPIKYIOTHCS IIJITXOM PYYHOI TIEPEBIPKH,
a  TakoX  BHOCATHCI  KOPEKTHBH  Ta
BIOCKOHAJICHHS Y MOJIEJTb Ta QJITOPUTMH.

PEAJIIBALIAL EKCIIEPUMEHTY

Excnepument MIPOBOJIUBCS Ha
KOHTPOJILOBAHMX HABYAIBHHUX IUIATGOpMax
Damn Vulnerable Web Application (DVWA) Ta
OWASP WebGoat, ski MICTITh HaBMHCHO
BOY/IOBaHI Bpa3MBOCTI ISl OCBITHIX ITUICH.
CreriasibHO po3pobiieHi IPOMIITH
cupsimoByBanu Mojenb ChatGPT Ha renepartiro
CKJIQJIHUX Ta BapiaTUBHUX TECTOBHUX 3aIUTIB,
3aTHUX BUSBUTH 3a3HayYeH1 TUTN
Bpa3IMBOCTEH. 3reHEpOBaHI 3alUTH BPYYHY
BBOAWIKCS Y BIANOBIAHI TOJS  BBOAY
Be03aCTOCYHKIB, IICJIsI YOTO aHali3yBalHCs
BIAMOBII  CepBepy Ha TPEIMET O3HaK
NOTEHIIIMHUX  Bpa3JMBOCTEH, TakuxX  SK
HEOUIKyBaHI TIOBIAOMJICHHS TIPO TIOMUJIKH,
HEKOpEKTHA TMOBEIIHKa 3aCTOCYHKYy abo
po3roJjioneHHs KoHpiIeHITIiHHOI iH(popMarrii.

Y Bunaaky 3 SQL-iH'ekmissMu MoOjaeTh
YCHINTHO 3TeHepyBaJia 3aUTH, sIKI TPU3BOAIIN
710 OTPUMAaHHS HECAHKI[IOHOBAHOTO JIOCTYITY JI0
0a3u mannx y DVWA. Hampuknan, BBeneHHsS
nmeBHUX psankie y mnone "ID" mgo3Bossiio
BiJI0OpakaT MPHUXOBaHI 3amucu 0a3u JaHUX,
JTEMOHCTPYIOUH MOJKJTUBICTh obxomy
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MeXxaHi3MiB ayTeHTH]iKalii Ta aBTOpH3aIlii.

[Ipu TtecryBanni Ha XSS-araku MojeNb
CTBOpIOBajia CKPHUMTH, SIKI BUKOHYBaJHCS Ha
ctopoHi kimienta B WebGoat, Bkaszyrounm Ha
BPa3JIUBICTh 10 MIXKCATOBOTO CKpunTUHTY. Le
CBITYUTH TPO PHU3MK BHUKPAACHHS CECIHHUX
JaHUX  KOpPHUCTYyBa4iB  ab0  TNPOBEACHHS
(IMIMHTOBHUX aTaK y pealbHUX 3aCTOCYHKAX.

Iono CSRF-arak, Moxmens TreHepyBaia
3allUTH, SKI  MOIVIM  3MIHIOBaTH  JaHi
KOopHCTyBada 6e3 HOro BizioMa, JEMOHCTPYIOUH
BpPa3JIUBICTh JI0 MAPOOKK 3amuTIB  MIXK
caiitamu. lle  migkpecmoe — HeOe3meKy
BHKOHAHHS HECAHKI[IOHOBAaHMX A Bix iMeHI
KOpHUCTYBaua.

Oco6nuBy yBary mpuaiumaun LFI-arakam
(Local File Inclusion), ski J03BOJSIOTH
3JIOBMHUCHHKAM  OTPUMYBaTH JOCTYH  JIO
nokanbHUX (aimiB  Ha cepBepi. Mojenb
ChatGPT reHepyBasa 3aIuTH, 10
MaHIMyJIIOBAIM  IUIsIXaMd 10 (haiimis,

MeTtoau excnunyarauii LFI:

HaNpUKiIaJ, BUKOPHCTOBYIOYM MOCIIIOBHOCTI
Ay «../../etc/passwdy». Ilpu BBemeHHI Takux
3anuTiB y DVWA BraBanocsi orpuMar BMiCT
KPUTUYHUX CUCTEMHHUX (DaiisiiB a00 BUKIIMKATH
MOMMUJIKH, $IKI BKa3yBaJd Ha MOXJIMBICTh
noctyny no Hux. Y WebGoat womens
3aCTOCOBYBaJIa pi3HI METOAM KOAYBAaHHS Ta
o0dyckamii, mo6 006iiTH GUIETPU BBOY,
JEMOHCTPYIOUH IITHOOKE PO3YMIHHS MOXKIMBHX
INUISIX1B 00XOTy 3aXMCHUX MEXaHI3MiB.
Pesynbratu eKCiepuMeHTy CBi4aTh Mpo Te,
IO  CHeIialbHO  HaJallTOBaHa  MOJENb
ChatGPT 3matHa edekTuBHO TreHepyBaTu
TECTOBI 3allUTH Ui BUSBJICHHS ITUPOKOTO
CIIEKTpa BPA3IUBOCTEH, BKIIIOYAIOYM CKJIIA/IHI
Ta MEHII momupeHi araku, Taki sk LFL
31aTHICTh MOJIENI CTBOPIOBAaTHM KpEaTHBHI Ta
HECTAHJAPTHI 3amUTH POOUTH i IMIHHUM
IHCTpYMEHTOM J|JIs1 ICHTECTEPIB.

1. YutaHHsa ¢aiinie: HarinowupeHxilmi cnocib excnayarauii LFl — Lie UMTaHHA BaXAuBuUX dainis

Ha cepsepi. Hanpvknag, cnpobyii otpumati fetc/passwd (Ha Unix-noaibHux cucremax):

bash

@ K

http://example.com/vulnerable page.php2file=../../../. /etc/passud

2. Log File Poisoning: fikuio cepeep Ao3BONAE BKAOUATH (aNM NIOTIE, MOXHA BCTABUTA

WIKIANMEWIA KOA Y MOTM (Jepes 3aronoBok User-Agent , HaNPWKAAZ), a NOTiM BKAOUNATHA LIEH

}aiin Ana BUKOHaHHA KoAy:

* Bianpas 3anuT, AKWIA 3aNNUCYE WKIANMBWI KOA y nor-gpain:

bash

curl -A

* [loTim BKAOUK (aiin 3 noramu:

bash

http://example.com

@ K

http://example.com/vulnerable_page.php?file=/var/log/apache2/access.log

3. Wrapper PHP filters: [lekoau moxHa Brukopuctosysatn PHP-dineTpu ana untanHa daiinis y

eurnaai 6asosorob4-koay:

LEL

(] T3

http://example_com/vulnerable_page.php?file=php://filter/convert.base64-encode/resourc

Puc. 5. 3anponoHoBaHi METOAM eKCIUTyarallii Ta 0oxoay dinsrparii LFI

Fig. 5. Proposed methods of operation and bypass of LFI filtration

OpnnHak e(heKTHUBHICTb 3Tr€HEPOBAHMX 3aITUTIB
3HAYHOIO MIpOIO0 3ajiekana BiJ SKOCTI Ta
cnenudigHOCTi  cHOPMYITHOBAHUX IPOMIITIB.
HeuiTki a00 HEKOPEKTHI IPOMIITH TPU3BOIUIN

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 2(15), 2024, 46-55

710 HEpEJIEBaHTHHUX a00 Hee(DEeKTHBHUX 3aIUTIB,
0 TIJAKPECIIOE BAXIUBICTh MPABHILHOI
IIOCTAaHOBKM  3aBHAaHHSA I MOAET Ta
HEOOX1IHICTh IMOOKOTO PO3YMiHHS
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npeaMeTHoi 061acTi 3 00Ky (haxiBIls.

Xoya mpormec He  OyB  TOBHICTIO
aBTOMAaTW30BaHUM 1  BHUMaraB  pPYYHOTO
BBCJICHHS 3allUTIB Ta aHaji3y BIiJIMOBIJICH,
€KCIIEPUMEHT MiATBEPANB IOTEHII AT
inTerpamii momeneit GPT y aBromaru3oBaHi
IHCTpYMEHTH TEHTECTUHTY. ABTOMAaTH3allis
reHepairii Ta BiJIPaBKH TECTOBUX 3alHTIB, a
TaKOXX aHaji3y BIANOBiAEH cepBepy, Moria O
3HAQYHO MIABUIIUTH €(QEKTUBHICTH IPOIECY
TECTyBaHHS Ta 3HU3UTH HABAaHTAXXCHHS Ha
(haxiBIiB 3 KibepOe3meKu.

VY miacyMKy, eKCIIEpUMEHT MiITBEPIUB, 110
crermianbHo HaimamrosaHa Moxenbs ChatGPT
Ma€ 3HAYHUM TOTEHIIad y MOKpaIleHH]
MPOIIECiB TECTYBaHHS Oe3rexkun
Be03aCTOCYHKIB. Monenb e(EeKTUBHO
TeHepyBaJla TECTOBI 3alUTH JUISl BUSBICHHS
PI3HUX THUIIIB Bpa3IUBOCTEH, BKIroyaroun SQL-
in'exmii, XSS, CSRF ta LFI-araku. Otpumani
pe3ylbTaTd MiATPUMYIOTH 1€I0 MOAABIIOTO
PO3BHUTKY Ta BIIPOBAPKEHHSI aBTOMATH30BAHUX
CUCTEM, II0 BHKOPHCTOBYIOTH MOXKIIUBOCTI
MTYYHOTO  IHTENEKTY, I  MIABUIICHHS
e(eKTHUBHOCTI Ta TOYHOCTI IeHTecTUHry. Lle, y
CBOIO Y€pPTY, CIIPUSATHME MOKPAIICHHIO 3aXUCTY
Bi kiOep3arpo3 Ta 3a0€3MEYEHHIO OLIbII
BHCOKOTO piBHS Oe3neku iH(oOpMaIiiHUX
CHUCTEM.

BHUCHOBKU

JlocmiJKeHHs, TPOBEJCHE B paMKax Ili€l
poboTw, MIPOJIEMOHCTPYBAJIO 3HAYHUMN
noteHIian Bukopuctanas API ChatGPT mis
aBTOMaTH3allii TecTyBaHHS B€03aCTOCYHKIB, 110
CIpsIMOBaHE Ha JOTIOMOTY €TUYHUM XaKepaM y
BUSIBJICHHI Bpa3JIMBOCTEH. Pesynbraru
€KCIIEPUMEHTIB TIATBEPAWIIN, IO 1HTErparlist
monenet GPT y nporiec neHTEeCTUHTY J103BOJIsIE
3HAYHO MiJBUIIUTH €(PEKTUBHICTh, TOYHICTh Ta
HMIBHKICTh BUSIBJICHHS BPa3JIMBOCTEH,
MOPIBHSHO 3 TPAAUI[IHHUMU METO/IaMH.

Knro4oBi JOCATHEHHS JOCIIIKCHHS:

1. 36inbpmeHHS MMOKa3HUKIB YCHIIITHOTO
BusiBeHHs Ha 15-20% 1uis pi3HHX THUMIB
BpPAa3JIMBOCTE.

2. ABromaru3zailis I03BOJISIE 3MEHIIUTU 4Yac,
HEOOXITHUN JJIT TPOBEIEHHS IOBHOTO
MEHTECTUHTY, Ha 35%.

3. mubGokuii aHami3 BIAMOBIAEH cepBepy
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3HWXKYE KUIBKICTh XHOHUX MO3UTHUBHUX
pe3yIIbTaTIB.

4. Monenb MOXe€ IIBHUIKO aganTyBaTHCS 0
HOBUX THUIIB BpPa3JIMBOCTEH Ta OHOBJICHb Y
BEOTEXHOJIOTI5IX.

3arajom, pe3yibTaTu JOCHIKEHHS
HiATBEPIUKYIOTh, 110 BUKOPUCTAHHS MOJENen
GPT 1A aBTOMarn3arii TECTyBaHHS

Be03aCTOCYHKIB € NEPCHEKTUBHUM HAIPSIMKOM
y cdepi kibepOe3nekn. Lle He TUTBKY TiABUIITYE
e(EeKTUBHICTh TEHTECTUHTY, ajle W CIpusie
PO3BUTKY HOBHUX IHCTPYMEHTIB Ta METOIB
3axHucTy. BIpOBa/)KEeHHS TaKUX TEXHOJIOTIN
MOJKE CTaTH KJITFOUOBUM (DaKTOpoM y 60poThOi 3
Cy4acHUMH Ki0Oep3arpo3amu, 3a0e3rnedyroun
Oe3reyHe Ta HaAiiiHEe MU(PPOBE CEPEIOBHIIIE.
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A method for finding web application
vulnerabilities using the ChatGPT API

Thor Mulyar, Serhiy Lenkov, Volodymyr Glowyuk,
Volodymyr Anikin, Yevgeny Sotnikov

Annotation. This paper presents a method for
automating web application testing using the
ChatGPT API, designed to help ethical hackers
identify vulnerabilities. The goal of the research is
to develop an approach that improves the efficiency
and accuracy of pentesting, focusing on the
automation of processes that are traditionally
performed manually. The proposed method is based
on the capabilities of the GPT model to generate test
requests and analyze server responses, which allows
detecting potential vulnerabilities without the need
for detailed analysis of the source code. The
presented results demonstrate the advantages of
using GPT models for generating complex test
scenarios and analyzing web application responses,
which helps identify potential threats. The results of
the experiments showed an increase in the accuracy
of wvulnerability detection by 15-20% and a
reduction in testing time by 35% compared to
traditional methods. The proposed approach is
promising for implementation in the practice of
ethical hacking and cyber security.

Keywords: cyber security, test automation,
ethical hacking, GPT, ChatGPT API, pentesting,
web applications.
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AHoTauisi. Y HAyKOBIi CTATTI PO3IIISAAIOTHCS
cydacHi mpobiemu 3a0esnedyeHHs iH(opmauiiHO
Oe3nekn Cy0’€KTaMH OCBITHBOI JisUTBHOCTI B
M(ppPOBOMY  OCBITHbO-HAYKOBOMY  CEPEIOBHIIL
3aKiajiB OCBiTH. B ymoBax BiliHUM (Haa3BHUYAHUX
MOJIiN, TaHJeMil) OCBITHHS [isUIBHICTH CYO€KTiB
nepeMilnyeTbcst  y 1H(POBE OCBITHHO-HAYKOBE
CEepeIOBHIIE 3aKJIIB OCBITH, Je¢ ceOe e(eKTHBHO
3apekoMeH1yBasio. OCKiNBKHA BCi OCBITHI MpOLECH
3aKknaaiB - ocBiTM € iHopMmamiiHuMH, a iX
CIIOTBOPEHHS MOYKE IPH3BECTH JI0 HETaTHBHUX
HACJiAKKB, TO BUHHUKA€E Morpeda y 3abe3rneueHHi
indopmariiitnoi Oe3meku. Ha mifgcTaBi  1BOTO
BUOKPEMJICHO CTpaTeriuHy IiJib 3a0e3MevYeHHs
iHpopMariiitHoi 0e3neku B 1UGPOBOMY OCBITHBO-
HayKOBOMY ITPOCTOPI 3aKJIay OCBITH - (JOPMYBaHHS
y CyO€KTIB KyIbTypH ocobucToi iH(opMaIliiftHoi Ta
kiOepHeTnyHO1 Oe3neku. Tomy HEOOXiAHO Ie Imij
yac HaB4aHHS ¢opMyBaTH y 3100yBadiB OCBITH
iH(hopMaIliiiHy KOMIIETEHTHICTH Ta OCOOHUCTY
KyJABTYpy iHQOpMamiiiHoi Oe3meku, 0cOoOIMBO
noTpeOyroTh 3M00yBavyi OCBITH TyMaHITapHOTO
podito TiAroTOBKH. OTXKE, METOIO CTaTTi € OIS
npobieM 3abesneueHHs iHPOpPMaIiiftHOT Oe3neKu
Cy0’€KTaMH OCBITHBOI MisSUIBHOCTI B IH(POBOMY
OCBITHHO-HAYKOBOMY CEpEIOBHIIII 3aKJIa/1iB OCBITH.
3a pe3ymbTaToM JOCHIDKEHHS BHOKPEMIJIGHO Ta
PO3MISIHYTO ~ OararoacneKkTHICTh  iH(opMaliiHOT
0e3mnexu B cUCTeMi OCBITH, iH(QOpMAIIHIHA 3aXUCT
cy0'ekta HaB4asbHOI (OCBITHBOI) MisTBHOCTI,
mpoOjiemMa  BiIOOPY  BUKJIAQJa4eM  HaBYAJIBHOI
iHpopmMarlii Ta mpoOIeMy 3axuCTy [H(POBOTO
OCBITHBO-HayKOBOTO TIPOCTOPY 3aKiIaxy OCBITH BiJl
BHYTPIIIHIX Ta 30BHILIHIX 3arpos. [liaTBepmkeHo,
mo, ¢opMmyBaHHS iH(OPMALIAHOT KyJABTYpH B
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iHpopManii i iHpopMaLiiHUX pecypciB B OCBITHIH
Ta mpodeciitHiil AisubHOCTI B iH(OpMariiitHoMy
pocTopi Tpu 000B'SI3KOBOMY 3a0e3MeueHHI BUMOT
iHpopMaLiitHOT Oe3neKH.

KirouoBi cioBa: indopmariiina Oe3rmeka,
KOMITETCHTHICTb, iHpopMaliiiHa KYIIBTYpa,
IUQpOBEe OCBITHbO-HAYKOBE CEPEAOBHILE, 3aKJIA]
BHIIIOT OCBITH.

BCTVYII
Ilepenaua Ha/10aHHA CyCHIbCTBA
HACTYITHUM TIOKOJIHHSIM peai3yeThCsl depe3
iHpopMaLiiHy TSUTBHICTh CyO€eKTiB

OCBITHBOTO TIPOIIECY.

Bci mpomecum 3a  CBO€IO  MPUPONOIO €
iHopmariiitHuMu, a X CIIOTBOPEHHS MOXYTh
MPU3BECTH JI0 HETAaTUBHHUX HACHIJIKUB. Tomy
nopsiz 13 30epexeHHsIM HaJA0aHHS CYyCHiIbCTBA
€ HEe  MEHII  BAXIUBUM  3aBJaHHIM
3a0e3neueHHs  iHopmayiinoi  Oesneku —
Oe3meKu TpOIEeCiB, BITHOCHH, O00'€KTIB 1
Cy0'eKTiB.

OckinpkH BCl OCBITHI TpOLIECH 3aKJaiB
ocsitu (3BO) € indopmamiitHumMu, ToMy:

BOHM TaKOX TIOBHHHI pO3IISAATUCA B
KOHTEKCTI iH(dopmarriiinoi Oe3reKu
iH(OpMAIIHHOTO OCBITHBOTO CEPEIOBUINA, B
SIKOMY B3a€MOJIIFOTh BCl Cy0’€KTH OCBITHBOI
mistisHOCTI 3BO;

3MiCT Ta  mpobinemu  iHDOpMmariiiHOT
Oe3mekn, mMerogu 1 3acobOm 1i 3a0e3medeHHS
MMOBHUHHI OyTH HEBIJI'€MHOI0 YaCTHUHOI 3MICTY
OCBITH, HaBYaHHI B paMKax Oyab-SKOrO
HABYAJIBHOTO TIpeAMEeTa 1, BIEPIIy Yepry,
MOYMHAIOUH 31 IIKOJIM YYHSIM B paMKax YpOKiB
iH(opmaTukwy.

I[Ipu 1upoMy Bci CyO'€KTH  OCBITHBOI
nismeHOCTi  3BO  moTtpelyroTh B HAOYTTI
iHpopMaLifHOT KOMIETEHTHOCTI, 110 BKJIIOYA€E
HEOOX1HI 3HAHHS 1 BMIHHS, 3 HACTYITHUM

MEPETBOPEHHSIM Yy  OCOOUCTYy  KYIBTYPY
iHopmariiinoi  Oe3mekn  SAK ~ CHUCTEMHO-
IHTEJIEKTYalIbHOTO KOMITOHEHTA fioro
0COOMCTOT KYJIBTYpH Ta CBITODIANY  SIK
PO3BHUBAETHCS 0COOUCTICHOT CHUCTEMHU
iHopmariiiinoro  cycmiibcTBa.  SIKIo B

texHiyaux 3BO ¢dopmyBanns inpopmaniiHoi
KOMIIETEHTHOCTI € 3MmicToM ix (haxoBoi
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migroroBku  [1], TO i3 BOPOBaKEHHSAM
nudpoBux TEXHOJIOTIHA B 3aKJIazax
TYMaHITapHOI OCBITM — 1€ JIMIIAETHCS

aKTyaJIbHOIO TIpoOsieMoro. Y 3B'S3Ky 3 MM
nepen 3BO, 1o 3miiiCHIOIOTH IMiATOTOBKY
MaiOyTHIX TeJaroriB, TMOCTAJIO HAyKOBE
3aBlaHHSI y pO3poOIli CUCTEMHOI MiATOTOBKU
MaiOyTHIX HayKOBO-TICAroTiYHUX KaJpiB 10

HOBUX  YMOB npodeciiiHoi  HayKoBO-
MeJarorivHoi  JTiSIBHOCTI B IU(POBOMY
OCBITHBOMY  CEpEIOBUII, $Ki BOJOMIIOTH

U(GPOBUMH KOMIIETEHTHOCTSIMH JI0 CKITY SIKMX
yBiiinwia ingopmaniiina [2].

Pimennst 1iei mpoOieMu 3amoyaTKOBaHE
OKpPEeMHUMHU  JOCHiJHUKAMH B  KOHTEKCTI
BUKOHAHHSI HAyKOBO-JTOCJTIAHOT pobotu
«Teopis 1 mpakTHKa MiATOTOBKUA MailOyTHHOTO
BHKJIa/1a4a 3aKJIa/1y BHUINOI ITeIaroriYHOT OCBITH
no mpodeciiHoi  MiSUITBHOCTI B yYMOBax
nudposizallii CycrnijibcTBay, MO0 BUKOHYETHCS B
[HcTuTyTi TemaroriuHoi OCBITH 1 OCBITH
nopociaux imeHi IBama 3s3ronma  HAIIH
VYkpainu, B HalpsIMKY «IU(pPOBi3allii» OCBITH,
IO JIO3BOJMJIO BHOKPEMHUTH TMOTpedy y
OKpEMOMY HayKOBOMY IIOIIyKi Ta BHpIIICHHI
YaCTKOBOTO 3aBJIAHHS:

y OCy4YaCHEHOMY Teperisifi MpoOieMu
3a0e3nedyeHHs  iHQopmaliiHoi Oe3meku B
U(pPOBOMY OCBITHBO-HAyKOBOMY CEpEIOBHILI
3BO [3];

chucTeMarn3aiii MmiOXomiB [0 HaBYaHHS
3M00yBadiB BHINOI OCBITH B «IIU(POBOMY
OCBITHB-HayKOBOMY CepeaoBHUIII» [4].

Ilin  «udpoBUM  OCBITHBO-HAYKOBUM
CepeoBUIIIEM» OyZIeMO PO3YMITH BIIKPUTY Ta
3aKpUTY CYKYNHICTh 1H(OpPMALIHHUX CHUCTEM,
NpU3HAYCHUX JJIs  3a0e3NeueHHsl  3aBIaHb
OCBITHBOTO MPOLIECY Ta HAYKOBOI AiSITBHOCTI Y
3BO. HeoOxigHO BpaxoByBaTH MOXJIHBUH
BIUTUB HEOE3MeKy Ha «Iu(ppoBe OCBITHHO-
HayKOBE CEpeOBHUIIE» 3 OOKY KiOepmpocTopy
Ta BXKUBaTH TPEBEHTUBHHUX 3aXOMIB JUIS
MIITPUMaHHS B aKTyaJIbHOCTI CUCTEMY 3aXHCTY
Bil KiOep3arpo3. 3arajibHe YSABJICHHS IPO
CTPYKTYPHI CKJIQJIOBI «IIU(POBOTO OCBITHHO-
HaykoBoro cepenosuie» 3BO 300paxeHo Ha
puc. 1, sKi  TOCTIHHO  JOIOBHIOIOTHCA.
3asBISIOTH BIAMOBITHO IO HUX HOBI 3arPO3H.
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institutions

TakuMm dYWMHOM, OJHIEIO 13 CTpaTEeTiYHUX
1iei 3abe3neueHHs iHPOpMaILiifHOT Oe3MeKu B
M(ppoBOMY OCBITHRO-HAYKOBOMY TPOCTOPi
3BO € ¢opmyBaHHS y TpOMajsiH KyJIbTypU
ocobucroi iHpopMaliiftHOI Ta KiIOEpHETHYHOI
Oe3meKH.

3B’A30K ITPOBJIEMU 3 BAXKJIMBUMU
HAYKOBUMU 3ABJAHHAMU

Ha motpeby y dQopMyBaHHS KyIbTypH
iHpopmaniiHOi  Oe3MeKu  3a3HAYa€ThCs B
pexomenmamii  Opranizaiii  €KOHOMIYHOTO
cniBpoOiTHuITBa Ta  po3BUTKY «OECD
Guidelines for the security of information
systems and networks: Towards a culture of
security» [5], mpuiinasTi B nanexomy me 2002 p.
Ta 3 HaCTyIHUM OHOBIeHHsSM B 2015 p. Ha
PEKOMEH/IAII0 IIOI0 YMPAaBIiHHSI pPHU3UKAMH
mudpoBoi Oe3neku AN €KOHOMIYHOTO Ta
COIIIaIbHOTO MPOIBITaHHS [6].

Crig 3a3HA4UTH, IO OKPEMi pEeKOMEH Al 3
JOKyMEHTa [5] 3HaWnuM BigOOpaKeHHS Yy

58

pesomromii  ['enepanbHoi  Acambnei OOH
«CTBOpEeHHS r100aMbHOT KYJIBTYpHU
kibepoOesnexn» [7] («EneMenTH 1151 CTBOPEHHS
100anbHOT KyIBTYpH KiOepOe3neKn»).

TakuM 4YHHOM, MOXHA BBa)KaTH, IO
npobiemMa  3abe3medyeHHs  iH(OpMaIiiHOT
0e3rneku B MHU(PPOBOMY OCBITHbO-HAYKOBOMY
cepenosuiii 3BO orpumalna cBiTOBYy BU3HAHHS
TOX 1 MOTpeOye aneKBaTHUX 3aXOJiB IMOAO il
BUPILICHHS.

AHAJII3 OCTAHHIX NOCJIIJDKEHD TA
ITYBJIIKALIIN

[IpobGnema 3abe3nedyeHHs i1HMOpMaIiitHOT
Oe3mekn B LU(GPOBOMY OCBITHHO-HAYKOBOMY
CEpENIOBHUIII 3aKJIaJaX OCBITH HE € MOPIBHSHO
HOBOIO. Hajm i1X BUpILMIEHHAM 3TypTyBalHcs
HeOal yXi JOCIITHUKH Y BChOMY CBITI.

B3aemonis 3 kibepmpocTopoM, Ha IyMKY
aBTOpa JOCTIKeHHS [8], po3BHMBaE 3HAHHS 1
KYIBTYpY JIOAMHHU, KYIbTYpy iH(OpMaIiiHoi
Oe3reku, y TOW dYac K KylabTypa 1 3HaHHS
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JIOOUHM, Horo 3HaHHA 3 iH(popMauiiHOI
Oe3rexku 1 KynbTypa iHGOpPMAIIMHOI Oe3meKn
OTNITUMI3YIOTh II€ B3a€EMO/ISI.

Ha nmpoGnemy TexHoori3amii BipTyaabHOTO
CBITY, KiOepmpocTopy, a pa3oM 3 LuUM i
TEXHOJIOT13aIlli MUCJICHHS JIFOMUHU 3BEPTAIOTh
Bce OumbIly yBary. Tak rpyma BUEHHX B CBOIX
JTOCTIDKEHHIX He3aJeKHO OIWH Bia oxHOTO [9
— 12] nmpuiinuin A0  BUCHOBKY, WIO
iHopmariiiine ToJie IHTEPHETYy Ta aKTHBHA
NPUCYTHICTh KOPHCTYBadiB B  COILIaJbHUX
Mepekax, B IHIUX BIpTyalbHUX (hopymax abo
¢opmMax CHITBHOT ICTOTHO BIUIMBAIOTH Ha
IIIHHICHO-CMHUCIIOBY c(hepy 0COOUCTOCTI.

ABtop wMmonorpadii [13] 3a3Havae Ha
HEOOX1HICTh CYMPOBONY «KiOepcoliamn3arii»
ocobucrocti Ta  QopMmyBaHHA B ii
KioepkynbTypu. KpimM TOro, BoHa MOBHHHA
BKJIIOUaTH B cebe 1 0coOUCTYy KiOepKyabTypy
iH(opmarriiiHoi 6e3meKH.

B pob6ori [14] obrpyHTOBaHO HEOOXiTHICTH

BOY/IOBYBaHHS CHUCTEMH 3a0e3neYeHHS
iH(hopMarIiiiHo1 6e3MeKu B JisSUTbHICTh OCBITHIX
YCTAHOB, OCKIIBKM OJHUM 3  HAHOUIBII
aKTUBHMX  CHOXMBadiB 1  IeHeparopiB

iHopmartii € cdepa ocitH, ne POPMYETHCS
IHTENEKTyalbHUI 1 MOpaJbHHNA MOTEHIlial
MaiOyTHIX TIOKOJIiHb. A OCKIJIBKH HAyKOBO-
fmegaroriyia JOisUIpbHICTG BHKIamada 3BO
YHEMOKJIUBUJIACh 0€3 3aco0iB aBTOMAarM3arlii,
SK1 BpasiuBl 10 KiOEpBIUIMBY, TO OYEBUIHO 1
Hazpijga norpebda B 000B’I3KOBOMY
3abe3mneyeHHi ii kibepoesneku [15].

Hemunyua 1 TOMY HE0OX11Ha
TEXHOJIOT13aIlis AISUTBHOCTI 1 TI3HAHHS CY0'€KTa
OCBITHM HE IMOBMHHA BECTH IO TEXHOJIOTrI3alll
Woro wMwuciieHHsa. HeOesmeka  TexHizamil
cycrninbcTBa moMituB H. Bepnsie [16], skuit
MMCaB MPO BIAPUB JIFONWHU BiJ] IPUPOAH, PO
TEXHi3allii CBITY JIIOAMHU, IO BHSBISETHCA B
Horo nerymMmadizailii, BTpaTd MOPAJIBHOTO 1
JYXOBHOTO B CTBOPIOBAaHI HUM TEeXHIYHOI
nuBiTizamii. 3apa3, Ha Xajidb, IEH «BIIPUBY
MIIIOB JJAJEKO BIEpe]] 3aBASKU CBITOBOI KPU3H,
CITPOBOKOBAHO1 MaHEMIEI0 KOPOHABIPYCY, IO
HE Mae€ aHaJOTiB y Cyd4acHii icropii. 3 1poro
npuBony € ciaymHa qymka K. Schwab [17, c. 7]
«Himo HIKOIM HE TIOBEPHETHCS Y «BUXIJIHE
MTOJIOKEHHSI» CBIT, IKMM MU MOTO 3HAJIH B IEPIITi
micsi 2020 poky, Ouiblne He iCHYe, CBIT
NMepeTHYB TOUKy Oidypkamii emox «1o
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KOPOHABIpyCy» Ta «Iicisi KOPOHAaBIPYCY».
Tomy Ha pa3i croCTepiracTbCsi IHTCHCHUBHUUN
nporec TexHoiorizamii cy0'eKTiB OCBITHBOI
IisTbHOCTI  0e3  oOrpyHToBaHoi  Teopii
U(PPOBOrO HABYaHHA HOCHUTh CYMHIBHUH
xapakrep [3].

[lenaroriyauii CympoBiJ KpiM BUBYEHHS
MIpeIMETIB MPUPOAHIYO-HAYKOBOTO 1
npodeciitHoro IUKITY (MaTeMaTHKH,
iHpopmaruku, iHQOPMAIIHHUX TEXHOJIOTIH)
B)XE HE B CTaHI CHCTEMHO BUPILIUTH poOiemMy,
TYT HEOOXiJJHa METOJUYHA CHCTEMa HaBYaHHS,
110 3abe3mneuye dbopmyBaHHS ~ pIBHA
iH(opMaIiifHOT KyabTypH y 3100yBaviB BHIIOi
OCBITH 3 O0OOB'I3KOBOIO  CKJIAJJOBOI0  —
KOMIIETCHTHICTIO B obmacTi 3aXUCTY
iHpopmanii Ta 3abe3medeHHs iHPOpMAIiiHOT
Oe3neku B ocBiTi [18].

Jana mpoOiieMa Mae MiXAUCHUIUTIHAPHUAN

XapakTep 1 morpedye  MeaarorivHoro
OCMHCIIEHHSI Yy  PO3BHTKY  OCOOHMCTOCTI
3m100yBauiB  BHUIOI  OCBITH B aCIEKTI

3a0e3neueHHs iHQopMmariifHoi Oe3neku B

cydyacHoOMy 1mudpoBoMy cycmiibCcTBl. Crin

3a3HAYUTH, 111(0) MOHSTTS «audpose

CyCIIUIBCTBA» B  YKpaiHi 3’sBUJIOCS  3a

pe3yabTaTaMu  yXBalu  YPSJIOM  JIep>KaBH

«KoHnemntii po3BUTKY UGPOBOi EKOHOMIKH Ta

cycninbeTBa Yikpainu Ha 2018-2020 poxu»

[19].

Ha sxanp, y megaroriuniii Hayili He B TOBHii
Mipl TPUIUISAIOTH YBary pi3HUM TUTaHb 3
miaroroBku Bumyckauka 3BO 1o 3a6e3nedeHHs
iHpopmariiiiHoi Oe3reku y TMOBCAKACHHIN
JISITBHOCTI MPO 10 3a3HAYAETHCS Y CXBaJICHIN
cTparerii po3BUTKY BUIIOI OCBITH B YKpaiHi Ha
2022-2032 poxwu [20].

Buxogsuu 3 BuUIIe pO3DISIHYTOrO, B
JOCITIDKEHHI i1 TpobiieMaMu iHPOpMaIiiHoi
Oe3neku, OyneMo po3IJIsIaTH:

» 3axuct iHopmamiiHOro  HU(POBOrO
OCBITHBO-HAYKOBOTO Cepe/IoBHINa Cy0'eKTa
OCBITM BiJ HeratuBHOi iH(oOpMAIii,
nesindopmanii  Ta  iHpOpMAaLiifHOTO
BIUIMBY Ha HBOTO;

» (GopMyBaHHI  OCOOHCTICHHUX  SIKOCTEH
3100yBadiB OCBITH B SIKOCTI «aKTHBIB»
fioro ocobucToi iHpopMaLiiHOT Oe3MeKH.

Tomi mix mnpobnemamu iHMOpMAaIiTHOT
0e3meKu OCBITH OYIyTh:
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» aJeKBaTHE BiMOOpakeHHS TeM 1 mpoOdiieM
iH(opmariiiinoi 6e3meKku B 3MICTI OCBITH 1
MPEIMETHOTO HABUYAHHS;

» PO3BHUTOK y TEIAroTiuyHUX JIOCIIKCHHIX
Temu iHpopmauiiiHOi Oesmexkn Ta i
peamizarii y cepi ocBiTH;

» (dopmyBaHHS o0coOHCTOT iH(pOpPMAIIITHOT
KYJIBTYpH Ta KPUTHYHOTO MHCIICHHS
Cy0'€KTIB OCBITHBOI JTisSITBHOCTI.

Metowo crarti € oman  mpoOiem
3a0e3reueHHs iH(popMariitHOi Oe3nexu
cy0’eKxTaMu OCBITHBOI IISUTBHOCTI B
IU(PPOBOMY OCBITHBO-HAyKOBOMY CEpEIOBHILI
3BO.

METOJI! JIOCTIJDKEHHS

OCHOBHI IHCTPYMEHTH JIOCIIHKCHHS:

METOAM  TEOPETUYHOIO aHamizy  #
y3arajibHeHHsI HayKOBOI JIITEpaTypH, 32 TEMOIO
IOCIIIKEHHS;

y3araipHeHHS — JUI1  (hopMyTroBaHHS
BUCHOBKIB 1 peKoMeHaanin 10710
Pe3YJIBTaTUBHOCTI.

PE3VIJIBTAT JOCJIJPKEHHA

[ndopmariitna Oe3mexka BUPAKAETHCS B
3aXMILEHOCTI, TapaHTii 30epeXeHHS CTaHy
JIOAWHHM, CYCHIIBCTBA, IiXHIX  PECypCiB,
Han0aHHs, 3HaHb, YMOB, CEPEOBHINA, B SKHUX
BOHU KHUBYTh, IIIOTh 1 PO3BUBAIOTHCS, IO
BIJIMOBIAAIOTH 1X PIBHIO 1 IIUIsIM po3BUTKY [18].
3abe3nedeHHs iHdopmariiiinoi Oe3reKu
Ccy0’€KTaM OCBITHBOI JISTILHOCTI B ITU(DPOBOMY
OCBITHBO-HayKoBoMYy cepenoBuii 3BO — 1e
CTBOPEHHS HEOOXITHUX 1 JOCTATHIX YMOB JJIst
CTaHy  3axXWIIEHOCTi, TapaHTOBAHOCTI 1
30epeKeHHST HAaBYAIBHOI Ta (PyHIaMEHTaIbHOI
iHpopmauii Ta ganux. B mepmy uepry
BHUKJIaJIadaMl  HEOOXITHO 3HATH MpoOIeMHU
iH(popMaLiliHOi Oe31eKH 1 BMITH iX yCyBaTH.

[ndopmarmiitna Oesreka nependavae
HACTYITHE:

» Oe3neka iH(popMaIiiHOro  HU(POBOro

OCBITHBO-HAYKOBOTO CEpEe/IOBHUIIIA,

iH(dopmarliiiHo-mi3HaBaIbHOI chepu;
» Oesmexka  ocobucroi  iH(popmariiiHo-
Mi3HaBaJILHOT chepu JIIOIVHH,

pe3yibTaTaMu, mporecamu
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»  1Hpopmaruzamii Ta BUKOPUCTaHHS
iHpopmarii;
» Oesmeka 6araroBUMipHOTO

iH(opMaIiitHOTO MPOCTOPY, PEaTbHOTO 1
BIpTYaJIbHOTO, KiOEpIIpoCTOpY.
1. BararoacnektHicTh iHGopmMauniiinoi
0e3MeKH B CHCTEMI OCBITH
1.1 IadopmarmiitHa 6Ge3meka Mae 10 CHCTEMHU

OCBITH 0araToacleKkTHE BiJHOIIECHHS.

30BHIIIHIMA YUHHUKAMH € TIOTpeOH Yy

PO3BUTKY OCBITH. BiH npencraBneHuii y 3MicTi

HaBYaHHS 1HOOPMATHUKHU, KOMIT IOTEPHUX HAyK

Ta IHIITUX CYMIKHUX HABYAIbHUX JUCIHUILTIHAX.

BHyTpilmmHIMA ~ YMHHHKaAaMHU  OCBITHBOI
cucteMn € 3a0e3MeueHHS  BHKJIAJadyaMu

AKICHOTO u HaBYaJIbHO-METOAUYHOTO

CympoBony 3m00yBauiB  OCBITH. OCKUIBKH

OCBITHIN mporiec - e cucreMa

1HTepCyO eKTUBHMX 1H(OpPMALIHHUX MPOLECIB,

npoiieciB iHGopMaTu3aiii Ta iHGOopMaIiHHOTO

B3aeMoii. Buxoasuu 3 1bOro mpeacTaBiIeHHS

iHpopmarriiiny Oe3reky B CHCTEMI OCBITI

MOYKHA BUIUIATH B HACTYITHOMY:

» B TapaHTii Oe3MepepBHOCTI IPOIECIB
Mi3HAHHS, HABYaHHS, HaBYaJIbHOI Ta
HaBYaJIbHO-I13HABAIIBHOL ISUTBHOCTI
3m100yBadviB OCBITH;

» B 0e3neku Cy0'eKTiB OCBITH MPH B3a€MOJIIi
yepe3 iH(popMaliiHe UPPOBE OCBITHHO-
HayKOBe CepeoBHILIE CUCTEMHU
MHACTAHIIIMHOI OCBITH;

» B Oe3meri BIJHOCHH MiX cy0'ekraMu

OCBITHBOI  JISUIBHOCTI B YMOBax
3aCTOCYBaHHS TEXHOJIOTIH JUCTAHIIMHOTO
HaBYaHHS.

1.2 be3neka  OCBITHBOTO  MpoOIECY B
M (ppoOBOMY OCBITHBO-HAYKOBOMY CEpPEIOBHIII
JOCSITAETBCS.  HACUYCHICTIO  HABYAIBHUMH
3aco0aMu,  PO3BHTKOM  1H(PPACTPYKTYpH,

METOIMYHUMHU pPO3poOKaMH, iH(opMamiiftHuM
YOPaBIIHHSAM Ta MPOTPAMHUMH (amapaTHUMH )
3acobamu KibepOesneku.

1.3 besneka cy0'eKTHMX BIJHOCHMH B
CHUCTEMI OCBITI BU3HAYACTHLCS 1X BIAIMOBIIHICTIO
Ta 3aKOHOMIPHOCTSIM SIK COLiaJIbHO-
iHpopMaLiiHOT CHCTEMH, KYJIBTYpPOIO IHX
BiJTHOCHH, CTIPUSATINBUMH YMOBaMHU
CepeloBUILA.

1.4 ®i3uune BupaxeHHs 1HGOPMAIIITHOT
Oe3mekn cy0'ekTa — 1€ JOTPUMAHHS HOPM
pobotn 3 1HGOPMAIIHO-KOMYHIKAI[IHHUMHA
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UPPOBOMY  OCBITHBO-

TEXHOJIOTISIMH B

HAyKOBOMY ITPOCTOPI.
[li3HaHHS pIZHOMAHITTA CBITY, KYJIBTYpH,

3HaHb Tiepenadayae HaASBHICTH TaKOTO XK

PI3HOMAHITTA 3aco0iB CHPUHHATTA, HKEpem

iHpopmarii, y4JacHUKIB  i1H(pOPMAIIHHOTO
Jianory. OOMeXEHICTh ISIBHICHO-
Mi3HABAJILHOTO  CEPEIOBHUINA  CIPUYHUHSE

00MEeKeHICTb 3100yBadiB OCBITH, TaK SIK «Oy/Ib-
sgKa BIpTyaji3arisi, ska MiAMIHA€ OpTaHiuHI,
KYJIBTYPHO OOTPYHTOBaHI J€TePMiHaHTH MIiKpO
— 1 CaMOCHPUUHATTSA, B PE3yJbTaTl BHPUBAE
JIOOUHY 3 KOHTEKCTY peaibHocTi» [21, ¢. 16].

3aHypeHHs y BIpTyaJIbHHI CBIT
BimoOpaxkenoi  (abctpakTHOi)  iH(poOpMarii
TaKO)K ~ TATHE  3aMHKaHHS  JIIOOWHH B

00MeKeHOMY MPOCTOpi 1T1031H 1 ysaBiIeHb. Tomy

JIaHE «3aHYPEHHS» € BKpail HeOe3MEUHUM IS

moauHu [16].

2. Iudopmaniiinuii  3axumcr

HABYAJIbHOI (OCBITHBOI) TiAJIBHOCTI

IHdopmariitHuit 3aXucT Cy0'€eKTIB HABYaHHS

JOCSITAETHCS 32 PaXyHOK:

» e(heKTHBHOI Ta paIliOHAJIBLHOI mepemadvi i
CIPUHHATTA HaBUAIbHOI iHGoOpMamii y
BIJITOBIHOCTI 3 I{IJIIMU OCBITH;

»  3axucTy 3100yBaviB OCBITH BIJ
HE0OPOSIKICHOT, HEJI0CTOBIPHOI Ta
HEraTMBHOI 1H(pOpMAIIii;

> B YCBIIOMIJICHHI  CIIOCOOIB  SIKICHOTO
pO3Mi3HaBaHHS MIKIAIMBOI iHpoOpMarii i
nudepentiamii iHpopMalrii;

» (QopMyBaHHA 3[aTHOCTI Ii3HAaBaTH W
3aXMINATH CB1 BHYTPINIHIH CBIT, 30epiratu
WOro  IUTICHICTh, BMITH  TPaBHJIBHO
OLIIHIOBAaTH iH(OpPMAIIit0, IO HATXOIUTH 13
30BHIIIHKOTO CEPEIOBUINA, HA TIPEAMET il
JOCTOBIPHOCTI Ta 00'€KTUBHOCTI,
HECYIEPEYHOCTI Ta aJICKBaTHOCTI,
3HAYYMIOCTI Ta IIHHOCTI, BMITH JaBaTH i
MPaBOBY OITIHKY;

» o0mKk ocobnuBOCTEl 1 Mi3HABAJIBHUX
1HTEpecCiB KOXKHOTO cy0'exta y
BIIMOBIAHOCTI 3 HMOro  MPUPOAHUMH
3010HOCTSIMH 1 IICUXOJIOTTYHUM THUIIOM.

3abe3neueHHs iHpopMaLiiiHOi Oe3rmekn Mae

OTPUMATH BIAMOBITHE BiJOOpPaKEHHS B 3MICTI

ocBiTH, Yy 3MmicTi mpeamera «lHpopmarnkay.

Cy0'eKT OCBITH MOBHHEH HABUYUTHUCS PO3YMITH

npobnemu iHpopMariiiHoi Oe3meku, 30epiratu

cy0'ekTHY Ta 00'ekTHY cdepu CyCHiIbCTBa,

cy0'exTa
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BMITH JKUTH B €IHOCTI 3 TMPUPOAOIO 1
HaBKOMIIHIM cBiToM. CrtaH iH(pOpMaIiiHOi
0e3Mekr Mae CTaTH YacTHHOIO 3arajbHOoi
iH(opMarIiifHOT KyJIbTypH JIIOJCTBA, a 3HAHHS
OCHOB 3a0e3neueHHs iIHPOopMaIliitHOT Ge3meKu —
YaCTUHOIO 0COO0MCTOI 1H(POpMAIIIITHOT KYIIETypH
KO)KHOTO TpoMaasHuHa. Clli MOroguTHcs 3
JTYyMKOIO aBTOpiB [22, c. 42], mo cy0'ekT
OCBITHBOI JISJIBHOCTI MOBUHEH BOJIOMITH HE
TUTBKH 3pOCTAl0YOI0 3a 00CATOM 1 SKICTIO
1H(pOopMaLiHHO-KOMYHIKaTHBHOIO
KOMIIETEHTHICTIO, aje H COoILllaIbHO,
iHpopMaLiiHO-TIPaBOBOi, sKa  mependayae
3HAHHA 1 JOTPUMaHHS BIAMOBIIHUX COIIAIBHUX
Ta 1HPOPMAIiIITHO-TIPAaBOBUX HOPM.

[ndopmariitHa KynpTypa 3100yBadya OCBITH
NOBMHHA BKJIIOYaTH B cebe 1 KyJIbTypy
ocobucToi Oe3neku. IHakie aroaMHa, sIKa BMi€
OynyBaTu KOHCTPYKTHBHI 1 TPOXYKTUBHI
BITHOCHUHHU 3 CEpEIOBUIILIEM, memia
CEpEeIOBUILEM, MOXKE TaK 3aXOMUTHCS HUMH,
0 cTaHe «OpaHIeM» KiOepmpocTopy, «cama
CTPYKTypa BIPTYaJIbHOTO TIPOCTOPY Bene
JIOAWHY 30BCIM B  IHIIOMY  HAIpPSMKY,
BIZIMIHHOMY Bi/1 HOTO TIEpBICHOI iHTEHII].

3. TIlpobGsema Bigbopy BHKIagaYeM
HaBYaJIbHOI iH(opMmanii

Oco0mMBO TOCTPO CTaBUTHCA TMpobiaema
iHpopmaniiiHoi Oe3neku y cdepi OCBITH Y
3B'I3KYy 3 11 iH(popmaruzariero. Bce Oinmbine
3'ABISETbCA B Mepexi IHTepHeT pi3HuX
OCBITHIX pecypciB. Ha BinmMiHY Big IpyKOBaHOT
HABYAJbHO-METOAMYHOI  JIiTeparypu,  sKa
OpOXOOUTh  ekcreptusy, B  [HTepHeTi
HaBYIBHUI MaTepiagl MOXKe PO3MICTHTH Oy/Ib-
akuil 6akatounii. Excnieprusa iHpopMariitaux
OCBITHIX  pecypciB  HEMOXJuBa.  AJKe
BEJINYE3HUH 00car iHpopmarii Ta KoMepLiiHi
YMOBU JOCTYIy HE€ 3aBXKAH JI03BOJIAIOTH
OLIIHUTH SIKICTh TaKUX PECYpCiB, IPAMOTHICTb,
HAyKOBY JOCTOBIPHICTH [23].

HeoOxigHi wminecnpsiMOBaHICTh 1 KpuTepii
Bi10opy 1H(popMarii 3 mUPPOBOro OCBITHHO-
HAyKOBOTO IPOCTOPY, O3HAKU ii CYTTEBOCTI 1
JIOCTOBIPHOCTI, a TaKOX YMIHHSA CYO'€KTiB
HaBYaHHS KPUTUYHO OILIHIOBAaTH iH(OpMALi0
MIPU CaMOCTIHHOMY TIOIIYKY B 1HTEPHETI Ta B
IHIIKX TOCTYNMHUX iM jkepen [24].

Ha wmapocrarouy mnpoOGiemy 3a0e3rneueHHs
iHpopmaniiiHoi ~ OGe3nmeku y  CydacHIid
JTUHAMIYHIA HAyKOBIM KapTHHI CBITY MOJIOAHMX
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BUCHHUX Ta CTYICHTIB, cBoro yacy B. Kymaes ta
IHIIIl TIPUBEPTAId HAyKOBE CYCHUILCTBO [24].
3a3HaueHa Kareropie 3700yBaviB BUIIOT OCBITH
yacTo 0e3 BaraHb 1 IIEPEBIPKU KOIIIOIOTH
iHpopmanito 3 Wikipedia Tta iHmHX iM
noMiOHUX HE TIePEBIPEHUX PECYpCiB 110
pedepariB,  mucepramiii. B pesymbrari
B1J10yBa€ThCS CIOTBOPEHHSI TIepeIadi Haq0aHHs
CYCHUIBCTBA HACTYITHUM MTOKOJIIHHSIM.

bynep-sika  iHGoOpMalisl  3maTHA  YHMHUTH
MEBHU BIUIUB HA JIFOAUHY, B TOMY YHCI Ha
cy0'exta OCBITH, — iHdopmariiiino-
Mi3HaBaJIbHE, COILIIOKYJIBTYpHE,
MICUXOJIOTYHHH. Le iHdopmariiiino-
NCUXOJIOTIYHUNA  BIUIMB MOXe Oyt sK
MO3UTUBHUM (mocroBipHa, SIKICHA
iH(popMalis), TaKk i HEraTUBHUM
(HemocToBipHA, HesAKicHa 1HGopmamis —
nesingopmarrisi). HeobxigHo HABYUTH
3M100yBayuiB OCBITH OLIHKK Ta audepeHtiari
iHdopMmarrii, CTIHKOCTI 1o MOXKJIUBUX
HEraTUBHUX  1H(OpPMAIIHHO-TICUXOJIOTTYHHX
BIUIMBIB,  AQKTHUBHOIO  TPOTHCTOSIHHS 1
KOHCTPYKTUBHOI mpotuaii im. HeoOximHo
dbopMyBaHHS ~KPUTHUYHOTO CTaBJICHHS JIO
iH(opmarrii Ta KpUTUYHOTO MHUCJICHHS CY0'€KTa
OCBITH, K1 Iepe10ayaroTh CTBOPEHHs 6a30BOro
CTaBleHHs 10 cebe 1 CBiTy, mnepeadadae
BapiaTHBHY, CAMOCTII{HY, OCMUCIICHY TO3HLIIO.
[{s mo3wmiliss 3HAYHO TiJIBHINYE HAMINHICT
OCBITH — TOMY III0 BOHO CTAa€ YCBIIOMJICHHUM 1
pedrekcuBHUM 1 MIABUINYE KOMYHIKaTHBHUN
MOTEHI[ia]l 0COOMCTOCTI.

Kputnune craBneHHs 3100yBa4a OCBITH J0
iH(opmarrii MokHa 11IeHTU(]IKYBATH SIK:

> 3maTHOCTI Ji (o) OCMHMCJICHHS 1
nudepeHITiFoBaHHS cripuiiMaHol
iHpopMarlii;

» 3JaTHOCTI  JI0O CHCTEMHOTO  aHami3y

iHpopmallii Ha OCHOBI 3aCTOCYBaHHS [0
Hel KpUTEepiiB MOIIYKY 1 IHIINX 03HAK;
» 3Ii0HOCTI 10 BU3HAYCHHS CHHTETUYHHX

BJIIACTUBOCTEH JIOCITIKYBaHO1
(ananizoBanof) iHpopmarlii;
» 3mi0HOCTI 10  CTBOPEHHS  IMOXIiJTHOI

iHpopmanii Ha miacTaBi e(pEKTUBHOTO
BUKOPUCTaHHS 1H(GOPMALIMHUX pecypciB
CEpEeIOBHIIA;

» 3IaTHOCTI JIO cucTeMaru3arii iHdopMmarrii
Ha TiAcTaBi i1 iHBapiaHTHUX BiJHOCHH i
3aKOHOMIPHHUX B3a€MO3B'SI3KIB.
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OTxe, KpUTHYHE CTaBJICHHS /10 iH(opmarii
— 11€ KOMITOHEHT CUCTEMHU OIIIHKHU iH(opmartii y
BCiX ii acmekrax: 3MIiCTOBHMX 1 (popMasbHUX,
€KCIEPTHUX 1 TEXHOJOTIYHUX, METOAUYHUX Ta
ANTOPUTMIYHHX. Kputnune CTaBJICHHS
ocobucrocTi 10 iHbopMallii TATHE 3a COOO00
dopmyBaHHS ii KPUTHUYHOTO MUCIEHHS SIK
AKICHOI XapaKTepUCTUKH, L0 BUPAKAETHCS B
iHBapiaHTHOI ~ CTIHKOCTI 0  HETaTUBHHX
1H(pOpMaIiHHO-TICHXOJIOTIYHUX ~ BIUIMBIB  Ta
MPOTHUIIO TM.

4. TIlpobdnema  3axucty  Hu¢pPoOBOro
OCBITHbO-HAYKOBOI0 TMPOCTOpPY  3aKJjaay
OCBITH BiJl BHYTPillIHiX Ta 30BHIIIHIX 3arpo3
O0e3nexu ingopmanii

[TpoGnemu iHpOpMAaITiifHOT O€3MEeKH Mepex
3BO wHabararo mmwmpmi, pi3HOMAHITHIIN 1
rocTpimi, HDK B IHmMHMX cucTemax. lLle
MOB'A3aHO 3 TAKMMH OCOOIHBOCTSIMH:

» Mepeka 3aKJiaay BHIIOI OCBITH OyIyeThCs,
K TPaBUJIO, HA OCHOBI Mi3€pHOTO
¢dinancyBanHs  (oOmamHaHHS,  KaJpH,
HellieH31iHe porpaMHe 3a0e3MeueHHs );

» 3a3BUYail MEpEki HE MAIOTh CTPATETIYHUX
I PO3BUTKY, a CaMe TOIOJIOTisI MEPEK,
iX TeXHIYHE Ta MporpamMHe 3a0e3leueHHs
pO3DISINAIOTECS 3 TO3UIIA  MOTOYHUX
3aBJIaHb;

» B opaHId kopmopartuBHiIH Mepexi 3BO
BHUPIIIYIOTBCSA 7Bl  OCHOBHI  3ajadi:
3a0e3MeYeHHsT OCBITHBOI Ta HAyKOBOI

TISATBHOCTI 1 BUPINICHHS  3aBIaHHS
VIOpaBIiHHA  OCBITHIM Ta  HayKOBUM
MPOIIeCaMu;

» KOpIOpPATHBHI MEpexi T'eTepOreHHI SK 3a
oOlaHaHHAM, TakK 1 3a MPOTrPaMHUM
3a0€3MEUCHHSIM Y 3B'I3Ky 3 THM, IO

CTBOPIOBAJIUCSL  HPOTSITOM  TPUBAJIOTO
Tepioy Yacy JJisl pi3HUX 3aB/IaHb;
» mnaHu  iHQopMmarliiiHOi  Oe3mekH, K

mpaBuiio, abo  BiACYTHI, abo  He
BiJIMTOBIAAIOTh Cy4aCHUM BUMOTaM.

VYV 3akimaml OCBITM MOXJIMBAa HH3KA SK
BHYTPIIIHIX, TaK 1 30BHIMIHIX 3arpo3 0Oe3neku
iHdopmartii [25]:

— crpoOu HECAHKI[IOHOBAHOTO
aZMiHICTpyBaHHS 0a3 JaHUX;

— JOCHIIKEHHSI MEPEK, HECAaHKIIIOHOBAHMIA
3aITyCK POTpaMm 3 ayIuTy MEPEK;

— BUAaJeHHA iHpopMmalii, y TOMYy 4YHCII
010J110TEK;
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— 3aIyCK Ha BUKOHAHHSI IrPOBUX MPOTPaMm;

— yCTaHOBKa BIPyCHHX Tporpam 1
TPOSIHCBKMX KOHEH;

— CKaHYBaHHS MEPEX, y TOMY YHCI 1HIIHX
oprauizauiii uepes InTepHer;

— HEeCaHKI[IOHOBaHe cKauyBaHHs 3 [HTepHeTy
HEJIEH31HHOr0 MPOrpaMHOro 3a0e3MeYeHHs
Ta IHCTAJIAILIS oro Ha poOoUi CTaHIIIT;

— MOIIYK — JIpPOK y OmeparliifHiii cucremi,
MDKMEPEKEBUX CKpaHax;

— crpoOU HECaHKIIIOHOBAHOTO BiIaJIEHOTO
aZMiHICTpYBaHHS OTIEPALITHIX CUCTEM;

— CKaHyBaHHS MOPTIB TOLIO.

[IpoanasnizyBaBimm 3arpo3u iHdopmariitHo1
6e3nexn 3BO MokHA 3alIpONIOHYBAaTH CUCTEMY
3aXUCTY, SKa BKJIIOUa€e B ce0e YOTUPHU eTamu:

1l eram — BHW3HAUEHHS Ta aHaJi3 3arpo3
iHdopmartiiinoi 6e3nexu 3BO;

2 eram — pO3pOOJECHHS CUCTEMH 3aXHCTYy
iHdopmariii B 3BO;

3 eram — peamizalig IUIAHY 3aXHUCTY
iH}opmartii;

4 eram — KepyBaHHS Ta KOHTPOJb 32
(YHKIIOHYBAaHHSAM  CHUCTEMH  3aXHCTY
iHpopMarii.

BMCHOBKU
Otxe, Cy0'eKTy OCBITHBOI MHiSUTBHOCTI
HeoOXiHa 0coOuCTa KyIbTypa iHGpOpMaIIHHOT

iHpopMariitHOi
BUILUTUBAE 3

Oe3mekn  AK  CKJIaJ0BOi
KyneTypu. lLleii  ymoBuUBIiZ
HACTYIHUX MIPKYBaHb:

1) BHOpoBamKEeHHS iHopMaritHuX
TEXHOJIOT1M B OCBITHIO JisIbHICTH, 1HTETpAIlis
MEIarOriYHUX Ta KOMI'TOTEPHUX TEXHOJOTIH B
HaB4YaHHI 0e3 MpuUB’SI3KH 10 3a0€3MeYCHHSIM
iH(popMaLiiHO 6e3MeKH 1CTOTHO MiJBUILYIOTh
PHY3HK TIPOSBY 1H(GOPMAIIITHUX 3arp03, 3aXUCTY
JaHuX, iHdopMalii ToIIo;

2) HaaMipHE 3aXOIUICHHS CHUIKYBaHHSM 3
BIpTyaJbHUM CBITOM TaK CaMO HIKIJJIUBE, 5K 1
yepe3 HEAOCTarHIO yBary Ao Hux. [lpwu
BIZICYTHOCTI «’KHBOT0» CITIJIKYBaHHS 3 CBITOM Y
JFOMUHH TIPUTYILTIOIOTHCS MPUPOIHI MTOYYTTS,
30iJHIOETBCS  JIYXOBHMH CBIT, BIiH CTa€
JTOOPOBITEHUM «OpaHIIEM» BIpTyaJIbHOTO CBITY.
BipTyanpHi HIHHOCTI MOXYTh CTaTu Ui HHOTO
O1TBIII BAXKJIMBUMH, HIXK PEasIbHI.
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BaxmBuM KOMIOHEHTOM iH(pOpMaLiiHO1
KYJIBTYPH € KyIbTypa iH(popmariiiinoi 0e3nexu,
PO3IIISIHYTA B JIBOX aCIEKTaX:

1) Oesmeka iHGOpMaIIHHOTO IU(HPOBOTO
OCBITHbO-HAyKOBOTO  cepeloBHIAa 1 ii
KOMITOHEHTIB, 3aC001B, peCypCiB, TEXHOJIOTIH;

2) Oe3mneka Cy0'eKTiB cepeloBHINA — SIK
¢i3u4yHa, TaK IHTENeKTyalbHa — B pasi
MOXJIMBOTO HETaTHBHOTO BIUIMBY CEPEOBHUIIIA.

Takum ynnoM, popmyBaHHs iHDOpMaIIiiTHOT
KyIbTYpY B  OCBITHBOMY  Tpoleci €
0ararorjjaHOBUM  TIOCTAllHUM  IMPOIECOM
Oe3mepepBHOi  iH(OpPMAIIIIfHOT  MiATOTOBKU
3100yBayiB OCBITH. Came piBEHB
iHpopMaLiiHOT  KYIBTYpH € TIOKa3HUKOM
TOTOBHOCTI ~ Cy0'€eKTa /0  HaBYaHHI 1
CaMOOCBITH, PO3BUTKY 1 CaMOpO3BHUTKY 1
XapakTepu3ye e(EeKTUBHICTh BUKOPUCTAHHS
iHpopmanii 1 iHQOpMaLiiiHUX pecypciB B
OCBITHI Ta mpodeciiHii TISTBHOCTI B
iH(popMaLiHHOMY POCTOPI ITPHU 0OOB'I3KOBOMY
3a0e3mnedeHHl BUMOT iH(popMaIliifHo1 Oe3MeKH.
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Problems of ensuring information security by
subjects of educational activity in the digital
educational and scientific environment of
educational institutions

Thor Kozubtsov, Nataliia Zinchenko, Andrei
Kotenko, Thor Averichev

Abstract: The article discusses the current
problems of ensuring information security by
educational entities in the digital educational and
scientific environment of educational institutions.
In times of war (emergencies, pandemics), the
educational activities of subjects are moving to the
digital educational and scientific environment of
educational institutions, where they have proven
themselves effectively. Since all educational
processes of  educational institutions are
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information-based, and their distortion can lead to
negative consequences, there is a need to ensure
information security. Based on this, the strategic
goal of ensuring information security in the digital
educational and scientific space of an educational
institution is to form personal information and
cybersecurity in cultural subjects. Therefore, it is
necessary to form information competence and
personal culture of information security in students
during their studies, especially for students of the
humanitarian profile. Thus, the purpose of the
article is to review the problems of ensuring
information security by educational entities in the
digital educational and scientific environment of
educational institutions. Based on the results of the
study, the author distinguishes and considers the
multidimensionality of information security in the
education system, information protection of the
subject of educational (training) activity, the
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problem of selection of educational information by
a teacher, and the problem of protecting the digital
educational and scientific space of an educational
institution from internal and external threats. It is
confirmed that the formation of information culture
in the educational process is a multifaceted, phased
process of continuous information training of
students. It is the level of information culture that is
an indicator of the subject's readiness for learning
and self-education, development and self-
development and characterizes the effectiveness of
the use of information and information resources in
educational and professional activities in the
information space with the obligatory provision of
information security requirements.

Keywords: information security, competence,
information culture, digital educational and
scientific environment, higher education institution.
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Abstract. This paper presents the development
of an adaptive software component for forecasting
the energy consumption of electric vehicles along
planned routes. It includes a conceptual framework,
architectural design, and modular software
composition, introducing mathematical models for
managing energy consumption with a model-based
design approach for precise predictions and
optimization. The importance of data sources such
as route information, vehicle condition, and driver
behavior is emphasized to create a comprehensive
state vector for energy optimization.

Following ISO 26262 and A-SPICE 3.1
standards, the implementation uses a model-based
approach with Simulink and aligns with the V-
Model for rigorous validation. The methodology
details segmenting routes and optimizing energy
consumption for each segment, considering driving
style and environmental conditions. The gradient
search method adjusts energy consumption to
minimize usage while maximizing comfort and
ensuring route completion.

This research lays the groundwork for future
advancements in predictive energy management
systems for electric vehicles, with potential real-
world applications. Future work will focus on
refining predictive models, exploring machine
learning for improved accuracy, and integrating
real-time data from connected vehicle technologies
for dynamic optimization.

Keywords.  Electric  vehicles, energy
consumption prediction, model-based design,
energy management system, route optimization,
driving behavior, adaptive software, ISO 26262, A-
SPICE 3.1, gradient search, Simulink, vehicle state
vector, modular architecture, predictive models,
machine learning, real-time data integration,
connected vehicle technologies, battery
management, comfort optimization.
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INTRODUCTION

Modern cars are complex networks of
computing and control devices, each with its
own topology that imposes specific properties,
limitations, and norms. This distributed system
for data collection, communication, and control
enables the formation of a detailed state vector,
accurately describing the car's condition for
effective technical management decisions.

Simultaneously with the development of
control means and internal communication of
the car, its energy system also develops. This is
particularly relevant for electric vehicles
equipped with mobile power plants or electric
batteries.

The advantages of using electric power
elements for vehicle movement are significant
and varied. Firstly, electric vehicles (EVs) help
reduce or even eliminate fuel costs, as
electricity is cheaper and more stable in price
compared to gasoline [1], [2]. Secondly, EVs
contribute to environmental conservation by
producing fewer emissions than their gasoline
counterparts, thus aiding in the fight against
climate change [3], [4]. Additionally, electric
vehicles support energy independence,
reducing reliance on imported oil and
promoting the use of locally sourced renewable

energy [1], [2].
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However, there are still unresolved issues
related to the wvehicle's range on electric
traction. Modern vehicles are limited in their
range to approximately 100-450 kilometers
(about 279.62 mi) per charge, depending on the
model and battery capacity [3], [12].

The issue of increasing the range is
addressed by several approaches, including
improvements in  battery  technology,
development of more efficient power
management systems, and the expansion of
charging infrastructure [2], [4]. Another
approach to increasing the vehicle's range is to
introduce methods of energy consumption
prediction with the search for an optimal
consumption strategy for each energy
consumer. This strategy also considers the
dependence of expenses on driving style.

Therefore,  predicting the  energy
consumption of a vehicle for moving along a
given trajectory is the subject of this study. The
object of the research is the development of
application-level software (business logic) for
predicting energy consumption and forming a
system of recommendations for the driver.

The task of minimizing a vehicle's energy
consumption, as well as the task of predicting
its range, is primarily a task for battery
engineers and component designers of the car
both in its details and as a finished product. But
secondly, it is also a task for companies that
develop software, especially in connection with
the concept of building a Software-defined
vehicle. Thus, N-iX corporation, within which
these studies were conducted, approached the
described subject through the prism of
Predictability of energy consumption and
energy management system, which is a
software  solution for vehicle energy
management.

PROBLEM STATEMENT

The objective of this research is the
development of a composition of software tools
and individual software components for a
vehicle that enables the optimization of the
electrical consumption scenario of each critical
node of the vehicle. This ensures the
achievement of the planned route with the
maximum level of comfort.
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It should be noted that the problem
involves solving a multi-criteria optimization
task of a bi-criteria optimization of a multi-
parameter function with nonlinear
dependencies between parameters.

Two criteria are proposed.:

1. Ride comfort (minimizing the deviation
between the ride properties set by the driver and
the actual battery capacity allocated to each
consumer).

2. Minimization of energy consumption
(minimizing the energy consumption of each
analyzed vehicle energy consumer).

Regarding energy consumers, the aim is to
create a software composition that allows for
the customization of energy consumers. The
basic composition should manage the main
consumers, namely Powertrain, HVAC,
Suspension, Battery Climate Control System,
and expenses related to driving style.
Additional consumers can be added by creating
corresponding software components and
adding them to the composition.

Regarding information sources, several
information sources are needed for energy
management, which can be grouped as follows:

- Information about the route;

- Information about the
condition;

- Information about the driver and driving
style.

All three basic information sources create
a state vector of the vehicle. This state vector,
together with the criteria for optimizing energy
consumption, forms the problem statement for
nonlinear optimization. Solving this problem

vehicle's

leads to obtaining an optimal energy
consumption scenario.
MATERIALS AND METHODS

According to the defined object and subject
of the research, as well as the aim of the work,
the outcome is the creation of a software
composition that can be applied as business
logic and function as an application within the
ECU. The composition should meet the design,
documentation, construction, testing, and
integration requirements according to norms,
standards, frameworks, and  guidelines
applicable in the automotive sector.
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This composition includes an ASIL A class
component. The SDLC V-Model and ISO
26262 [15] and ISO 33050 [16] standards were
applied for its development. Project measures,
as well as processes during preparation,
development, and support, complied with the
A-SPICE 3.1 framework. Technologically, they
correspond to level 3 (Established). The teams
applied the SAFe 6 project management
methodology.

A Model-based approach based on
Simulink (license 41148027) was used. This
approach was employed from the requirement
engineering stage to the integration stage. The
software component includes means for
interacting with the driver. For demonstrating
the interaction, a virtual reality solution based
on Carla Simulation was created. Physical
steering wheels and pedals from Logitech were
used for driver input. C99 and Python layers
were used to integrate Carla with Simulink and
the steering wheel and pedals with Simulink.

For obtaining route data and information
about road temperature and quality, Google
Maps services were used. Python scripts were
employed to link Google Maps with Simulink.

The MathWorks ecosystem, including
Simulink, System Composer, Requirement
Toolbox, Embedded Coder, Advisor, Simulink
Test, Powertrain, and Instrument Control
Toolbox (license No. 41148027), was used for
building the composition, components,
integration, and requirement engineering.

THE TASK OF FINDING THE OPTIMAL
ENERGY CONSUMPTION SCENARIO

There are several approaches to
formulating the task of finding the optimal
energy consumption scenario. For example, [8],
[9] define it as minimizing energy expenditure.
In contrast, [10], [11] use Markov chains to
predict step-by-step expenses.

At N-iX Corporation, we approached this
task creatively. We decompose the entire
vehicle route into segments (the length of the
segment is chosen dynamically, depending on
changes in its characteristics. For example, if
the road is straight, without significant changes
in road angle or temperature, we consider this
part of the route as one segment). After
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decomposition, we request the required current.
This request is made to the consumption model,
which we describe for each consumer. Thus, we
estimate consumption for each segment of the
route we need to cover. Then we request the
driver’s profile. Based on statistical data, we
understand the driver’s driving style. We
interpret this style as an over-expenditure
coefficient for each consumer. Next, having the
consumption values for all consumers for all
route segments, we can estimate whether the
battery charge will be sufficient to cover this
route.

Obviously, the route can be covered
quickly or slowly, with the air conditioner at
maximum power or turned off, using adaptive
suspension, or switching it to passive mode.
And it is also obvious that all this changes
energy consumption. Therefore, the task of
finding the optimal energy consumption
scenario is to find the operating modes of each
consumer so that we can cover the planned
route.

It is important to note that the best chance
of reaching the planned route is to turn off
everything that is possible and switch the
powertrain to the highest economy mode. But
this is not a comfortable ride. Therefore, we
introduced another criterion — maximizing
comfort.

Thus, if we understand that we can reach
the destination, and if the air conditioner
operates in normal mode (provided that the
driver wants it to be turned on in normal mode),
we will propose to turn it on in this mode. If we
cannot reach the destination in this mode, we
will propose a balanced combination of modes
for all consumers to evenly reduce comfort so
as not to critically reduce it anywhere.

And, obviously, if we estimate the impossibility
of covering this route at all, then after the
appropriate calculation, we notify the driver.

Thus, the mathematical model for finding
the optimal energy consumption scenario is
proposed as follows:

1. Minimization of energy consumption (E ):

a. Minimization of the total energy
consumption of each component.
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b. We define the function E as the sum of
the energies
component:

consumed by each

E= Epowertrain + EHVAC + Esuspension
+ EbatteryCC + Edriver

2. Maximization of comfort (C ):

a. Minimization of the deviation between
the ride properties set by the driver and
the actual battery capacity allocated to
each consumer.

b. We define the comfort function (C ):

¢ =- 3O -E),

where Ei - is the desired energy consumption
set by the driver for the i-th component, and E'i
- 1s the actual energy consumption for the i-th
component.
Then, the Lagrange function for this task can be
written as follows:

L(E,A) = E + A(C—a)
where A - is the Lagrange multiplier, and « - is
the constant that determines the balance
between energy consumption and comfort.

We form a system of equations. So, to find
optimal values, it is necessary to find the partial
derivatives of the Lagrange function with
respect to each variable and set them to zero:

6L

3L =0, —==0 (1)
For the segment of the route, we form a current
request:

max(i)

23

where U; - is the network voltage for the i-th
component.

Driver profile consideration is carried out as
follows:

segment =
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all segments

Z Esegment

segment

Egriver = B

where £ - is the coefficient that accounts for the
driver’s driving style.

OPTIMIZATION OF CONSUMPTION FOR
EACH SEGMENT OF THE ROUTE

The objective function will be as follows:

MINE = E

powertarin + EHVAC + Esuspension
+ Edriver

with constraints:
- Constraints on energy consumption for each

component:

Ei < Emax'i, i = 1, W, n
- Constraints on total energy consumption:

n
: Ei <Etotal
i=1

- Constraints on comfort reduction:

n
- Z(El - Et(;tal)z = Cmin

Finding opt_imal values E, A is based on
solving equation (1), which can be presented in
the following form:

(E+Z A(E)=Db)=0 (2
—b]=0,]=1,,m

6EL
for constramts. g;(E)

This completes the formulation of the
optimization task, ensuring a balanced
approach to minimizing energy consumption
while maximizing driver comfort.

FORMATION OF THE SOFTWARE
COMPOSITION

According to the A-SPICE framework, the
software development process includes a series
of preliminary stages. These stages will be
omitted in this publication as they fall outside
the scope of its scientific interest. The system
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engineering process (SYS A-SPICE group) is
partially considered here, as well as the ENG
group, in accordance and proportionate to the
relevance of the subject of the work. The SUP
and MNG groups are completely omitted in the
publication.

DISTINGUISHED COMPOSITION
COMPONENTS

The composition is divided into three
groups of components. It is assumed that all
components will be deployed on a single ECU.

First Group - Core Composition. Contains
components that are not subject to
customization. This group of components
includes:

- Prediction SWC;

- Powertrain SWC;

- DriverProfile SWC.

Second Group — Plugins. Contains
mathematical models of consumers. It allows
for the current request to the power source. It
also allows for modeling current consumption
under different operating modes in search of the

predict

10
Architecture
Methods hat ’
Baterysehavior D
o 2 driverprofile
o
ol

-
\‘
map

r
roadquality_D1 -

plugins

powertrain

Fig. 1. Software Composition

While changing plugins should not affect
the composition, the entire second group of
70

optimal combination. Each of the plugins has
two subcomponents. The first subcomponent is
used for iterating through energy consumption
modes in search of an optimal configuration.
The second subcomponent provides a current
request in the selected mode depending on the
operating conditions. This group's software
components allow for customization according
to the wvehicle's specifications. Typical
representatives of the second group of software
components include:

- ClimatControl SWC;

Suspension SWC;
External Temperature SWC;

- TirePressure SWC.

Third Group — Wrappers. They are used for
software testing, debugging, and demonstrating
its operation. Typical representatives of
software components in this group include:

- GoogleMap SWC;

- HMISWC;

- Modem SWC.

The proposed composition of software
components is shown in Fig. 1.

Prediction SWC
BatteryBehavior

Modem_sSWE

-

Driverprofile sSWC
Map SWC
Roadquality sSSWC

- ’V ExteranlTemperature sSWC
-—

ClimateControl

Powertrain_sSWC

software components is grouped into the
Plugins SWC component, as shown in Fig. 2.
SMART TECHNOLOGIES:
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plugins
Ports
in  IOBatteryStatusPlugins
in  I0BatteryTemperaiurePlugins
in  I0ClimateControlStatePlugins
in IOForecastPluging
in  10SuspensionPlugins
in PluginsComfortTemperaturePlugins
in PredictionApprovePlugins
in  PredictionClimateControlCorrectionPlugins
in  PredictionExtermalTemperatureCorrectionPl..
in PredictionRoadQualityComectionPlugins
in TrainCurrentPrediction
in TrainEstimatedCurrentPrediction
in  TrainRecommendedSpeedIO
out  PluginsBatteryStatusPrediction
out  PluginsClimateControlComfortPrediction
out  PluginsClimateControlCurrentDriiver
out  PluginsClimateControlEstimatedCurrentDriver

out
out  PluginsExternalTemperatureCurrentDriver
out i i urme.
out gi Y o
out i limateC [e]
out  PluginsRecommendedSuspension|O
out  PluginsRoadQualityComfortPrediction
out  PluginsRoadQualityCurrentDriver
out g Driver
climatecontrol externaltemperature roadquality
<ClimateControl> <Exteran(Temperature_sSWC> <Roadquality sSWC>
|Pons Ports Pors
in I0CiimateControlStatePlugins: <owned> in I0BatteryStatus|O: <owned> in PredictionApprovePlugins: <owned>
in PluginsComforiTemperaturePlugins: <owned> | | in  IOBatteryTemperaturelO: <owned> in  PredictionRoadQualityCorrection: <owned=>
in PredictionApprovePlugins: <owned> in  IOForecastPiugins: <owned> out  PluginsRecommendedSuspensionlO: <own
in PredictionClimate ControlC: gins: ... in apt gins: <owned> out  PluginsRoadQualityComfortPrediction: <ow...
out Pl NIroiC <0...| | in \ppi igins: <owned> out  PluginsRoadQualityCurrentPrediction: <own...
out  PluginsClimateControiC: <o..| | in mestionPl, out  Plug
out  PluginsClimateControlEsimatedCurrentPre in  TrainCurrentPrediction: <owned>
out limateC n i <owned>

out  PluginsBatteryStatusPrediction: <owned>

out  PluginsR

Fig. 2. Decomposition of Plugins into a Separate Group

A typical component of the composition is
composed according to the MISRA AC GMG
[13] or MAAB [14] guidelines. Its structure
includes two subcomponents mentioned earlier
(one for finding a new consumption plan using

the gradient descent method, and the other for
performing predictions of expenses for
subsequent parts of the route). The typical
structure of such a software component is
shown in Fig. 3.

Input

PredictionRoadQualityCorrection - received limitation of power consumption

PredictionApprove - command to approve the limitation and to send recommendation to 10

Description: returns the real power consumption of the car suspension system and other road quality related systems for the rest of trip.
Retumns the estimated power consumption of the car suspension system and other road guality related systems for the rest of trip and
estimated comfort level using the current level of limitations. Tranlates approved recomendation about reducing power consumption to 10
QOutput:

- real power of the car system and other road quality related systems for the rest of trip
RoadQualityEstimatedCurrent - estimated power consumption of the car suspension system and other road quality related systems for the
rest of trip with the cumrent level of limitations

RoadQualityComfortPrediction - estimated comfort level of the car suspension system and other road quality related systems for the rest of
trip with the current level of limitations

Ri 0 - ransmitted

GetlripStructsize

1
<PregetonRoadQualtyComectons
PredictionRoadQualityCormection

7

=8

\4:red\(lmnkﬂadﬂua\llyCune:tmnj
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DaiaSize for{ .} TataEne gy

"D

<TotalEner
w TotalEnergy

z
RuadQualiyEstimatedCurrent

<RoadQualiyEstimatedCurtents
for{ ..}

I

)

<RoarQualiyComiorPrediction>
v RoadQualiyComfortPrediction

2
<PredictionApprave>
Prediciionpprove oo

Flul)

|PredictienRoadQualityCorrection]

lityCorrection

€0

<RecuimendedSuspensionio> ’
RecommendedSuspensionlO

Fig. 3. Typical Structure of a Software Component with Two Separate Subcomponents
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The Prediction SWC and DriverProfile
SWC software components are shown in 2. Penalty Deduction:
Figures 4 and 5, respectively. 1 &
The structure of the Prediction SWC E, = —Z(ri —a;)?
includes two subcomponents. One performs the 2 =
tasks of estimating costs for the entire route that 3. Backpropagation Update:
the car still has to cover. The second
subcomponent searches for the optimal energy Piy1 = P, — BR,
consumption scenario according to system (2).
The structure of the DriverProfile SWC oE,
includes logic for accruing and writing off Wevy = W — N5~
"penalties" imposed on the driver for ignoring
recommendations. Penalties are deducted for 4. Hysteresis Effect:
following these recommendations. The accrual
and defluctlon mpdel is hysteresis-based and is Prpy = { (P, + aE, if E,
set by interpolation tables. > 5} OR (P
The mathematical model of DriverProfile t

SWC is shown below. ' — BR.if E, < 683}
For driver from

D ={dy, dy, ..., dp}

1. Penalty Accrual:
Peyy = P+ aky

<
[

<Clman CortraCanant>
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Fig. 4. Prediction SWC Software Component Model
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Fig. 5. DriverProfile SWC Software Component Model (the main subsystem only)
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The mathematical model, which is part of
the Powertrain SWC, cannot be disclosed due
to NDA.

SETTING TRIGGERING TIME OF
COMPONENTS WITH EACH OTHER

Time-sampling for all SWC components is
crucial for ensuring synchronized and efficient
system operation. Each SWC component
triggers at specific intervals, which are recorded
as time samples. These time samples help in
understanding the interaction and behavior of
components under  different operating
conditions.

In the histogram (Figure 6), we observe the
distribution of triggering times for various
components:

- Prediction SWC triggers primarily between

10-13 milliseconds.

- Powertrain SWC triggers mainly between
15-18 milliseconds.

- DriverProfile SWC triggers mostly between
19-22 milliseconds.

- ClimatControl SWC triggers predominantly
between 25-28 milliseconds.

- Suspension SWC triggers primarily between
30-33 milliseconds.

- ExternalTemperature SWC triggers mainly
between 35-38 milliseconds.

- TirePressure SWC triggers mostly between
40-43 milliseconds.

- GoogleMap SWC triggers predominantly
between 45-48 milliseconds.

- HMI SWC triggers primarily between 50-53
milliseconds.

- Modem SWC triggers mainly between 55-58
milliseconds.

Distribution of Triggering Times for SWC Components

7L Prediction SWC
Powertrain SWC
DriverProfile SWC
ClimatContral SWC
6t Suspension SWC
ExternalTemperature SWC
TirePressure SWC
GoogleMap SWC
5| HMI SWC
Modem SWC
Tat
c
[}
=
o
@
P
[
3 -
2t
1 -
o 1 1 1 1 L 1
10 20 30 40 50 60

Trigger Time (ms)

Fig. 6. Timesample histogram

This detailed time-sampling allows for
precise coordination and optimization of
component interactions, ensuring that the
system operates smoothly and efficiently. By
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analyzing these time samples, we can identify
potential areas for improvement in
synchronization and performance, leading to a
more robust and reliable system.
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COMPONENTS FOR ENVIRONMENT
VIRTUALIZATION AND STUB
REALIZATION

The construction of these components
significantly depends on the available software
licenses. By basing solutions on Simulink, an
alternative approach can be taken. Since this
software section is more for demonstrating
capabilities rather than being deployed as a
product, certification is not required. Therefore,
the use of third-party software is acceptable.

For external solutions such as GoogleMaps,
steering wheel interfaces, Carla simulation, or
practically any solution outside the MATLAB
ecosystem, it is proposed to use the Instrument
Control Toolbox, which includes a UDP toolkit.
This type of task is effectively managed using
sockets.

ACHIEVING REAL-TIME

Achieving  real-time operation is
challenging. Simulink does not inherently
support real-time execution as the simulation
time of the system can differ from physical
time. Real-time performance can be achieved
after compiling the software product and
running it as an application.

Table 1. Testing stages of software composition

TESTING AND INTEGRATION

According to the V-Model process, testing is
inseparable from the development process.
Building a testing process for ASIL-A
according to ISO 26262-6 [15] includes five
stages, conducted sequentially. Stages and
completion criteria for this composition are
provided in Table 1.

In accordance with ISO 26262-6 [15]
recommendations, the processes are conducted
using certified tools or subject to further
verification. Therefore, in this work, it is
proposed to use the verified Simulink Test
toolkit with additional instruments such as Test
Manager, Coverage, and Reports, to remain
within a single software development
ecosystem.

The completion criteria for the testing stages
are proposed as indicated in Table 2.

The stages "Validation of composition on
virtual target (ViL)" and "Testing on real ECU
(ViL)" are not completed to date. Their impact
on the product will be published additionally.
Accordingly, integration as an ECU application
is not the subject of the current publication.

Stage Metrics

Description

Static analysis of
Simulink model

Diagnostic Coverage (DC),
Single Point Fault Metric (SPFM)

Model analysis to identify defects and potential
problems. Measuring code coverage and
diagnostic efficiency for testing evaluation.

Executing model-level tests based on a

Model unit % of tests executed, Common simulation environment. Measuring the
testing (SiL) Cause Fault Metric (CCFM) percentage of successfully executed tests and
the metric for partial failures.
Integration o . Testing interactions between different
- % of integrated components, .
testing of . . components at the hardware level. Evaluating
Probabilistic Metric for random .
components . the percentage of successfully integrated
. Hardware Failures . R
(HiL) components and integration time.

Validation of
composition on a
virtual target
(ViL)

DC, Failures In Time (FiT)

Testing the entire composition on a virtual
platform. Measuring diagnostic efficiency and
the number of failures per trillion hours.

Testing on a real

ECU (ViL) FiT, Latent Fault Metric (LFM)

Testing the composition on a real ECU to
verify stability and identify defects. Measuring
the number of failures per trillion hours and
latent faults.

SMART TECHNOLOGIES:
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Table 2. Completion criteria for testing stages

Testing stage

Completion criteria

Static analysis of Simulink model (FMEDA)

Completion of the analysis when DC > 90% and
SPFM > 99%. All identified critical defects must
be corrected and confirmed by repeated analysis.

Model unit testing (SiL)

Completion of testing when % of successful

tests > 95% and CCFM < 1 FIT. All critical

defects must be corrected and confirmed by
repeated tests.

Integration testing of components (HiL)

Completion of testing when % of integrated
components > 95% and PMHF < 10 FIT. All
identified critical defects must be corrected and
confirmed by repeated tests.

Validation of composition on virtual target (ViL)

Completion of validation when DC > 95% and

FIT < 10 per trillion hours. All critical defects

must be corrected and confirmed by repeated
tests.

Testing on real ECU (ViL)

Completion of validation when DC > 95% and
FIT < 10 per trillion hours. All critical defects
must be corrected and confirmed by repeated
tests.

IMPLEMENTATION AND PUBLICATION
OF RESULTS

The results of the work have been
implemented as a Proof of Concept (PoC) and
have been presented at events such as
MathWorks Automotive Conference 2024 [5],
featured at the N-iX company booth; a
MathWorks webinar titled “Energy
Consumption Prediction for Electric Vehicles”

[6]; and described in N-iX company
publications [7].
THE AMPERE POC

From Figure 7(a), the structure of the
Ampere project is evident, which is built
according to the concept described in the
publication. In this Proof of Concept, the focus
is on cooperation with the semi-realistic
environment. To achieve this, Carla,
GoogleMaps, Steering, and an Android Tablet
(driver authorization, destination coordinates
determination, communication of optimal trip
data to the driver) were used. Communication
protocols UDP and ProtoBAFs were employed
for this purpose.

Figure 7(b) shows the application as seen
by the user.
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CONCLUSION

This study details the development of an
adaptive software component to predict energy
consumption for electric vehicles on planned
routes. It emphasizes a modular and scalable
architecture,  incorporating  mathematical
models to manage consumption levels. Key
data sources such as route information, vehicle
condition, and driver behavior form a
comprehensive state vector for optimizing
energy use.

The implementation adheres to ISO 26262
and A-SPICE 3.1 standards, using a model-
based approach with Simulink, and aligning
with the V-Model for rigorous testing. The
gradient search method adjusts consumption to
minimize energy use while maximizing
comfort, ensuring the vehicle completes its
route efficiently.

Components for environment virtualization
and stub realization were developed using
Simulink and third-party software, managing
external solutions through the Instrument
Control Toolbox and UDP sockets. Achieving
real-time execution involved compiling the
software product and running it as an
application.
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Fig. 7. The Ampere by N-iX. a - generalized view; b - user view

This Proof of Concept has been showcased
at industry events, demonstrating the feasibility
of advanced predictive models for energy
management in electric vehicles. Future work
will focus on refining predictive models,
exploring machine learning for improved
accuracy, and integrating real-time data from
connected vehicle technologies to dynamically
optimize energy consumption. These efforts
aim to enhance the efficiency, reliability, and
user-friendliness of energy management
systems, supporting wider adoption and
sustainability in the transportation sector.

By addressing these observations and
incorporating the suggested revisions, the paper
will improve in clarity, readability, and overall
effectiveness.

REFERENCES

1. "Advantages of Electric Vehicles: Top Benefits
Explained," EnergySage, accessed June 6, 2024,
(2024). EnergySage.

76

2. "Experts Discuss Hurdles, Benefits of Electric
Vehicles," Duke Today, accessed June 6, 2024,
Duke Today.

"Electric Vehicles: Benefits, Challenges, and
Potential Solutions for Widespread Adaptation,"
MDPI, accessed June 6, 2024, MDPI.
"Comprehensive Review of Electric Vehicle
Technology and Its Impacts: Detailed
Investigation of Charging Infrastructure, Power
Management, and Control Techniques," MDPI,
accessed June 6, 2024, MDPI.

. MathWorks Automotive Conference 2024.
Available at:
https://www.mathworks.com/company/events/c
onferences/automotive-conference-
stuttgart/2024.html

Webinar by MathWorks “Energy Consumption
Prediction for Electric Vehicles.” Available at:
https://www.mathworks.com/company/events/w
ebinars/upcoming/energy-consumption-
prediction-for-electric-vehicles-4331190.html
Predictive Energy Management for EV. N-iX
Publications. Available at: https://www.n-
ix.com/predictive-energy-management-for-ev/

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 66-77



Information technologies

8. Rombaut, E., Vanhaverbeke, L. &
Coosemans, T. (2023). Energy-Optimal Speed
Control for Autonomous Electric Vehicles Up-
and Downstream of a Signalized Intersection.
World Electric Vehicle Journal, 14(2), 55.
https://doi.org/10.3390/wevj14020055

9. Martinez C. M., Hu X., Cao D., Velenis E.,
Gao B., Wellers M. (2016). Energy
management in plug-in hybrid electric vehicles:
Recent progress and a connected vehicles
perspective. [EEE Transactions on Vehicular
Technology, Vol. 66, No. 6, 4534-4549,

10.Hannan M. A., Azidin F. and Mohamed A.
"Hybrid electric vehicles and their challenges: A
review". Renewable and Sustainable FEnergy
Reviews, vol. 29, 135-150, 2

I1.Amjad S.,, Neelakrishnan S. and
Rudramoorthy R. (2010). "Review of design
considerations and technological challenges for
successful development and deployment of plug-
in hybrid electric vehicles". Renewable and
Sustainable Energy Reviews, Vol. 14, no. 3,
1104-1110.

12.Sutton R. S., McAllester D., Singh S. and
Mansour Y. (1999). "Policy gradient methods
for reinforcement learning with function
approximation". Advances in neural information
processing systems, Vol. 12.

13.MISRA. (2007). "Guidelines for the application
of MISRA-C:2004 in the context of automatic
code generation," MISRA AC GMG.

14.MathWorks. (2019). "Modeling Guidelines for
Production Code Generation," MathWorks
Automotive Advisory Board (MAAB).

15.International Organization for Standardization,
"ISO 26262: Road Vehicles — Functional
Safety," ISO 26262:2018.

16.International Organization for Standardization,
"ISO 22050: Safety of Machinery —
Physiological  Effects of  Whole-Body
Vibration," ISO 22050:2007.

AJanTUBHUN NPOrpaMHUil KOMIIOHEHT J1JIs1
NMPOTHO3YBAHHA €HEPTrOCMOKUBAHHSA
eJIEKTPOMO0iJIsl HA 3aIVIAHOBAHOMY MAPIIPYTi

Jmumpo I'ymennuti
AHoTtamist. Y gpaHiii po0OOTI TpeACcTaBICHO
PO3pOOKY aanTUBHOTO MPOTPAaMHOTO KOMITOHEHTA

TUIS MTPOTHO3YBAHHS EHEPTrOCIIOKUBAHHS
€JIEKTPOMOO1ITIB Ha 3aITAHOBAHUX MapIipyTax. Bin
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BKJIIOYA€ KOHIETITYaJlbHy OCHOBY, apXiTEeKTYpHUMH
JM3aiiH 1 MOJYNBHY KOMITO3MIIIO MPOTrPaMHOTo
3a0€e3MeueHHs], BBOASYM MaTeMaTH4YHI MOZENI ISt
YIPaBIiHHA CHOXHUBAaHHAM €HEpPrii 3 MOIEIbHUM
MiAXOIOM JI0 TIPOEKTYBAHHSI IS TOYHUX MPOTHO31B
1 ontumizaiii. BakiuBiCTh JKepea JaHHMX, TaKUX
AK 1iH(OopMaLlis Ipo MapIpyT, CTaH TPAHCIOPTHOTO
3aco0y Ta TMOBEiHKA BOis, IiKPECITIOETHCS IS
CTBOPCHHSI KOMIUIEKCHOTO BEKTOpa CTaHy JUIs
OITUMIi3aIlii eHeprii.

Hotpumytouncsk ctangapTie ISO 26262 1 A-
SPICE 3.1, peani3amis BUKOPUCTOBYE MOJEIbHHIMA
migxin i3 Simulink 1 y3romkyerses 3 V-MOIEILIIO
U1l CyBOpOi TepeBipku. MeTomoorist IeTaibHO
PO3MOALIsiEe MAapIIPYTH HAa CETMEHTU Ta ONTHUMI3Y€E
CIOKMBaHHS €HEprii ANl KOKHOTO CErMEHTY,
BpPaxOBYIOUM  CTHJIb  BONIHHA Ta  YMOBH
HaBKOJIMIIHBOTO CEPEIOBHIIIA. MeTox rpa/lieHTHOTO
MOLIYKY PpEryjalo€ CIIOKUBAaHHS E€Heprii, o0
MiHIMi3yBaTH CIIOKMBaHHS, MaKCHMIi3yIOUH
KoM(oPT 1 rapaHTyIOUH 3aBEPIICHAS MaPIIPYTY.

e nmocmimkeHHs 3akiagae OCHOBY st
MaiOyTHIX JOCATHEHb y CHUCTEMaxX MPOTHO3ZHOTO
KEepyBaHHS €HEpTi€l0 Ui  eJNeKTPOMOOiTmiB i3
MOTEHI[IHHUM 3aCTOCYBaHHSIM Yy PEalbHOMY CBITi.
MaiibytHss pobGora Oymne  30cepe/pkeHa  Ha
BIOCKOHAJIEHHI TPOTHO3HUX MOjeNel, BHUBYCHHI
MAaIIMHHOTO HABYaHHS JUIS IiJBHIIEHHS TOYHOCTI
Ta IHTerpallii JaHuX y peaJbHOMY Yaci 3 TeXHOJIOT 1
MiAKIIOYEHNX  TPAHCIIOPTHUX  3aco0iB  ams
JUHAMIYHOI onTUMi3alii.

Kuarouosi cJIoBA. Enextpomo0ini,
nepeadadeHHs] CHEProCHOXHUBaHHSA, MOJEIbHUI
TTU3aiH, CHUCTeMa  YIpaBIiHHSI EHEepTi€lo,
ONTUMI3allis MapumpyTy, TIOBEIiHKa BOIHHS,
ajanThBHE mporpamHe 3abesneueHss, [SO 26262,
A-SPICE 3.1, rpagientHuii momyk, Simulink,
BEKTOP CTaHy aBTOMOOLIS, MOIYyIhbHA apXiTEKTypa,
MIPOTHO3HI MOJIENi, MAITUHHE HABYAHHS , IHTETpaIlis
JaHUX Y peaJlbHOMY Yaci, MiJKIIOYEeHi TEXHOJOT1l
TPaHCIIOPTHUX 3aC001B, KEPYBAHHS aKyMYIIATOPOM,
OTITHMIi3allist KOM(OPTY.
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BusHayeHHA NOHATTA iH(popMauil ANA XUBUX i LWITYYHUX iHpopMmaLinHNX
cucrtem

FOpiti XnanoHiH!, Borodumup BuliHskog?
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Amnoranig. Y cTarri Ha OCHOBI ITOETHAHHS
3HaHb y Tany3i iHQOpMaIiiHUX TEXHOJOTIH 1
IIMPOKO BIJIOMHUX peE3yNbTariB O10J0TTUYHUX
TOCIIIKCHD MOKa3aHo, 10 porec
PO3MHOXEHHS JKMBUX KIITHH HE MOXe
BimOyBatucs 0Oe3 BUKOpHCTaHHsS iHQopMaIlii,
mo 30epiraerscs B JJHK. CnipoctoBano gymky
IpO MOXJIHMBICTh BUHHKHCHHS JKUTTS SIK
BUIAIKOBOI  XiMiuHOT crmonyku. [loHATTs
iHpopmarii Il KMBUX 1 IITyYHUX
iHpOpMaLlIHHMX CHCTEM BHM3HAYEHO SK CYTh
noBimomsieHHs (the gist of the message), mo
BUKIIMKAE BIAMOBIAHY Jil0 cuctemMu 0e3
IHTEJIEKTy Ta BIUIMBA€ Ha BHOIp pINICHHS
IHTENIeKTYallbHOI0O ~ CHUCTeMOI0.  Baxnuoro
BJIACTUBICTIO 1H(OpMaIli € MOXIUBICTh i
NEpEeHECeHHs] Ha Pi3HI MarepiayibHi HOcii 3
MeTor0  30epiraHHs  abo  mepedaBaHHA.
JloBenieHo, 110 KMUB1 KIITHHU PO3MHOKYIOTHCS
JIUIIE 3aBISIKU KUTTEBO BAXIIMBIN 1H(POpMAITii,
0e3 sIKO1 )KUTTS MpUpeUeHe Ha 3arubenb, a 1
iHdopmarlisi, y CBOIO 4epry, 30epiraeTbcs Bif
pyiiHyBaHHS HEOOMEXEHHH dYac 3aBASKH
KOTIFOBaHHIO TIi]T YaC PO3MHOKCHHSI KJIITHH.

KuarouoBi cjoBa: moHSTTS iH(OpMAaIIii.
BUHUKHCHHSI XUTTS, 1HGOpMaIliifHa cucTeMa,
BIAacTUBOCTI  iH(popMmarii, YTBOPEHHS
iHdopmartii.

OITNC IMTPOBJIEMU TA META POBOTU

[epmmM KpOKOM 10 BU3HAYEHHS MOHSTTS
iH(opMaIlii MOKHa BBa)KaTH BiJIOMHI BUCIIB
Hop6epta Binepa: "Information is information,
no matter or energy" (Indopmamis — ue
iHdopmariisi, a He marepis 4yu eHeprii). Ha
’Kallb, 11¢ He BiamoBigae Ha muTaHHs: «I1lo Take
iHdopmarin?» [Ipobnema monsrae B TOMy, 110
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J0Ci HEMa€e MDKAUCIUILTIHAPHOTO BU3HAYCHHS

KOpin XnanoHiH

3aBigyBay kaenpu
kibepbeaneku Ta KOMM'IOTEPHOT
iHXeHepil

O.T.H., npodhecop, akagemik
YkpaiHcbKol akagemii Hayk

Bonogumup BuwHakos
JoueHT kadenpw kibepbeaneku
Ta KOMMN'IOTEPHOI IHXKEHepil
K.T.H., AOLIEHT

NOHATTS iH(opMmartii, xoya 1eil TepMiH MIHUPOKO
BHUKOPUCTOBYETHCS TPAKTUIHO Y BCiX 00IaCTAX
cydacHoi Hayku. Yepe3 BIJCYTHICTH TaKOTO
BU3HAYEHHS MOXXYTh BUHUKATH HEMTOPO3YMiHHS
Ta XMOHI HANpPSIMKH HAyKOBUX JIOCIIIKEHb.
[Tomyk BiAMOBiAI Ha BKa3aHe MHUTAHHS IS
BUPIIICHHS JaHOI MPOOJIIEMHU € METOI0 IIi€l
poboTH.

AHAJII3 OITYBJHIKOBAHUX POBIT

CyTTeBUX yCHIXiB MIOJO0 BH3HAYCHHS
MOHATTA iH(OpMAIIii BAAIOCS AOCATTH 3aBISKU
aHaJI3y MPOIIECIB Y )KUBUX KIITHHAX 3 TMO3HIIII
Teopii yTBOpeHHs iHpopmManiitHux cucrem [1].
Kusi KJIITUHA € MIPUPOTHUMU
iHpopMaLlIHHUMHM CHUCTEMaMH, Yy SKHX Ha
MOJICKYJSIPHOMY ~ PiBHI, 3a  JIOIIOMOTOO
Cy4acHHUX 3aco0iB, MOXHA CHOCTEpiraru
iHdopmariiini mpouecu. HaiiBaxmupimmm 13
[IUX TIPOIIECIB € POSMHOKEHHS, 0€3 SIKOTO BCE
KUBE MOXKE ICHYBaTH JIUIIE OJIHE MOKOJIIHHA.
Po3MHOXEHHSI BCHOTO JKMBOTO TIOYMHAETHCS 3
MOAUTY KIITHH. {715 OMHOKIIITUHHUX OakTepii
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came TOALI € PO3MHOXKEHHSM. J[oCHiTHUKH 3
JCVI (The J. Craig Venter Institute) mpoBenu
YCHIIIHUHA E€KCIIEPUMEHT 13 3aMiHH MOJICKYIH
JIHK y Gakrepii Ha mTydHO CHHTE30BaHYy [2].
Ha mowarky nmocmipkeHb MITy4Ha MOJIEKYIa
Oyna xomiero npupoaHoi. Ili3Hime misxom
BHECCHHSI 3MiH JIO0 1€l MOJeKkynu Oyio
3HAMZCHO MIHIMAJIBHUN TEHOM cepel YCix
KUBUX ICTOT, 3JaTHUX JI0 AaBTOHOMHOTO
po3MHOkeHHs (531 Tuc. map HykieoTuuis, 473
rean) [3]. HasiBHICTh IIbOTO MiHIMYMY O3HaYae,
0 KUIbKICTh 1H(OpMalii, HEoOXiTHOI s
Moy KIITHHH, oOMexeHa. Kpim Toro, B

HABEJCHO TMEpeNiK eNeMEHTapHUX [id Hal
iHdopmartiero, mokazanuii y Taoam. 1.

3aranbHO BU3HaHO poib Mosiekynu JIHK,
SIK TOJIOBHOTO HOCISl T€HEeTHYHOI iH(opMarrii,
ale 'y poborax OionoriB  iHdopmamiiiHi
MIEPETBOPECHHS HE OMHUCYIOThCSA. Y poOoTi [4]
MOKa3aHO, SIK caM€  BHUKOPHCTOBYETHCS
iHdopmariis 3 monexkynu JIHK nns moOymou
mirounx ~ OlOJIOTIYHHUX  MEXaHI3MIB  JKHUBOI
KmiTHHA. UK mporieciB moao0 po3MHOXKEHHS
OakTepii MOYMHAETHCS MICs 3aBepIICHHS Il
MOy 3 YTBOPEHHSM JBOX HOBHUX KIIITHH.
[epmioro fi€r0 LMKy € BUTOTOBJICHHS KON

Taémuus 1. Jlii, gKi MOXKXYTh BUKOHYBAaTHCh HaJl iIHPOPMAIIi€IO

Table 1. Actions that can be performed on information

Hassa xii Hag indopmanicero

Bukxonasensb aii

CrpuiiHsITTS (3aBASIKH Y TIMBOCTI)

[ndopmariiina cuctema

3anaM'sTOBYBaHHA [ndopmariiina cuctema
KomiroBaHHs Indopmariiitna cucrema
36epiranas Bynp-sxmii iznaamit HoCi#

3HuIeHHs (YacTKOBE a00 MOBHE)

Jesixuii ¢isnyaui mpouec

Bukopucranss y npoueaypax BUOOpy

[ndopmarniiina cuctema

CIIOTBOpEHHS BHITAIKOBE

BumnaakoBuii (hi3uaHMIA MpoIec

CHIoTBOpEHHS YMHUCHE

Indopmariitna cucrema

[TepeTBOopeHHSs (KOTyBaHHS)

Indopmariiiina cucrema

CrBOpeHHs (3aBAsKU haHTa3yBaHHIO)

[ndopmaniiina cuctema

CropuiHsITTS BiJl iHIIKX cucTeM (depe3 HOcii)

[ndopmariiina cuctema

KJIITHHAX  YITKO  pO3MOAUICHI  (YyHKITi
€IIEMEHTIB, HeoOXimHux st momimy. Lli
€JIEeMEHTH BHWBYCHI 1O PIBHS MOJEKYI, a iX
GyHKIIT [neTanpbHO OMUCaHI B JiTEparypi 3
Oloyorii, ayje HeEMae TIOACHEHHS  POJIi
iHpopmanii B upomy ommci. Crnpobda ycyHyTn
JTaHUW HeMoJiK 3pobieHa B poboti [4], ne

ninsHok mosyekynu JIHK y Burmisai maHmroris
PHK (pubonykneinoBoi kucioth). Jleski 3 mux
JIAHIIOTIB MOXYTh OyTH OJHOYACHO HOCISIMHU
iHpopMarii 1 JiIOYAMH  MeXaHi3MaMu.
[TosicHEHHSI MOKIIMBOCTI 00'€THAHHSA JEKIIBKOX
¢byHKUiNH 1HQOpPMAIIfHUX CHUCTEM Yy OJHOMY
(GhI3UYHOMY €JIEMEHT1 HaJaMo MICS PO3TISIAY

Tabauus 2. MiniManpHHIA HaO1p BIACTHBOCTEH AiF0U01 iHPOPMAIIIITHOT CUCTEMH

Table 2. Minimum set of properties of an existing information system

H°3Ha“eHH’{ Haspa ) Omnuc BJACTHBOCTI
BJIACTHBOCTI BJIACTHBOCTI
M (Memory) IMam'sTs 30epexxenna  iHGopmamii y BHIIAAI, SAKMHA  JIO3BOJISE
BUKOPHUCTOBYBATH i1 111 BUOOPY TOT UM iHIIO1 Aii
S (Sensor) YyTuBicTs ChopufiHATTS  NEBHUX  XapaKTEPUCTHK  30BHILIHBOTO
cepeoBHIIa
C (Choi 3naTHICTh MoxurBicTh OOHMpaTH Ty YH IHIIY [0 B 3aJIEXKHOCTI Bif
(Choice) BUOMpATH 30epeskeHoi iHpopMmarii Ta 30BHIIHIX hakTOpiB
E (Execution) Jie3maTHICT 3maTHICTh BUKOHYBATH 00paHi mii
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MiHIMaIbHOTO HabOpy BIACTUBOCTEH IMX
CHUCTEM, SIKMH MPEJCTaBICHO y Tab. 2.

VY neskux cucTeMax yci Iii BIACTHBOCTI
peanizye onuH (iznyHUi enemenT. Hanpukmnan,
KJIalaH JAJsl PeryioBaHHs TUCKY Mapu y KOTJIi
pOOIATH y BUIVISIAII THPI, SIKA 3aTyisie OTBIp Ha
kpuii. [Hhpopmaniro moa0 noTpiOHOro TUCKY
3aKJIaJa0Th Y Bary TUpi. Y pa3i nepeBUIICHHS
TUCKY Tapa MiJHIMAaE THPIO 1 YACTKOBO
BUXOJUTH 3 KOTJIA. TakuM 4MHOM, NaM'sTh € y
Ba3i THpi, YYTIUBICTb — Yy MOXJIMBOCTI THpi
MiIIHMAaTUCh, a 3aTHICTh BUOUpATH (3aTyisITH

9M BIJIKpUBATH OTBip) Ta II€3MATHICTH TaKOi
cCUCTeMH  He  TOoTpeOyloTh  JIOJAaTKOBUX
TIOSICHECHb.

Y  xwBux  kimituHax  pomb  JIHK
OOMeXyeThCsl JUIE (QYHKIIEI0 30epexeHHs
iHdopmarii. Ile o3nawae, mo cama 1o cobi
monekyna JIHK we € iHdopmariliHoOO
CUCTEMOIO, a € JIMIIE MNaM'sITTI0 y CUCTEMI
KIITUHU.  PO3MHOMXEHHS ~ MOYMHAETBCS 3
KOmitoBaHHS  iHoOpMallii, SKke  BUKOHYE
mexaHiz3m PHK-monimepasa, sk mokasaHo Ha
puc. 1 pa3oM 3 MOSICHIOBAJILHOIO CXEMOIO 3HU3Y.

PHK-

nojiMepasa

Komii guisHok
JIHK y Bursi
mosiekyn PHK

Puc. 1. IIpornec xomiroBauus autsaok JJHK (momivena opamkesum) y Buriisani PHK (momidena 3enennm) 3a

nonomoroto PHK-nonimepasu (momiuena ¢ioaetoBum)

Fig. 1. The process of copying sections of DNA (marked in orange) into RNA (marked in green) using RNA

polymerase (marked in purple)

VYci indopMariifHi MporecH, Kl moTpioH1
IUI TOAUTY KIITUH BUKOHYIOTHCSI y TEBHIN
nociigoBHOCTI. biomoriuauii mexanisMm PHK-
noiimMepasa (y Jjiteparypi HOro Ha3HBaIOTh
(hepMEHTOM Karasi3aTopoM) BUKOHYE TaKi il

— Habmmxkaerbess 10 mojaekynu JIHK rta
MIOYMHAE PYXaTUCh B3IOBX HEl y IEBHOMY
HaIpsMKY, aHaJI3yI0un 3HAuYEHHS

80

MOCTIJOBHOCTEW HYKJICOTHIIB (TIiJ] 9ac CBOTO
pyxy PHK-nomimepasa tumvacoBo po3'enHye
0azoBuii 1 myomorounii  janmrorn JIHK Ha
MPOMIXKKY Yy 12 HyKJICOTH/IIB);

— BUSBUBINM Ha 0azoBomy janmory JJHK
MOCIITOBHICTh HYKICOTUIiB TATAAT Ta micns
MPOXOKEHHS IlI€ YOTUPHbOX HYKIEOTHUIIB,
PHK-nmomimepasza MOYHUHAE poLenypy
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BurotoBneHHs1 komii gutsaku JJHK y Burmsmi
naniora PHK (nmocninoBuicte TATAAT wmae
Ha3By promoter [5]);

— minx yac BurorosiieHHs komii PHK-
nojiiMepasa, aHaJli3yI0ul YeproBUil HYKJICOTH]T
y ©OazoBomy JaHmrpory wmojekynu JIHK,
BIJIIIIYKY€E Ta MPUEAHYE TIEBHUN HYKJICOTH]I 10
nanmora PHK  3rigHo 3 Ttabmwmiero, sKy
MoKa3aHo y tabm. 3;

BIJIPI3HSAIOTHCS 32 CKJIAJIHICTIO, TO MPOIIECH X
MOOYIOBH BiJIOYBAIOTHCS 3 PI3HOIO KITBKICTIO
eramiB. HalnpocTimuii nirounii MexaHi3MoM,
moOy70Ba SIKOTO BiOYBAa€ThCS JIUIE 32 OIUH
eTar, Mae Ha3By hairpin (mmuibka). 3aBIaHHs
IbOTO MEXaHI3My TIOJIATae y TOMY, 1100
Bix'emHarn cuHTe3oBaHuil jadiror PHK Bix
PHK-nomimepasu. Ilicnsi BUKOHAHHS IHOTO
3aBJaHHA MEXaHi3M hairpin  pyiiHyeTbCH,

Ta6auus 3. BiamoBiaHICTh HYKJICOTH/IIB 11T Yac KOMiOBaHHs iH(QopMarrii

Table 3. Nucleotide correspondence during information copying

Tun nykiaeoruay y mojexyJai JHK Tun nykiaeoruny st mosiekyjan PHK
A — aneHin U — ypauun
G — ryaHiH C — ouTO3uH
C — oUTO3uH G — ryaHiH
T — TuMiH A — aneHin

— BUSIBUBIIHU TOCIIOBHICTh HYKJICOTHJIIB
AAAA Ta micnas TPOXOPKEHHS Ie YOTHPHOX

HykneoruniB, PHK-momimepaza  3ynunsie
cunres nanirora PHK
Cnigm  3ayBaXXuTH, 110  KOTMIIOBaHHS

iHpopmarii € Ji€ro, Ky BUKOHYIOTH JIMILE
iHdopmariiini cucremu. KomiroBaHHS 3aBXIU
noTpedye yJacTi Cremniani3oBaHOTO MEXaHI3MYy,
IUIL CTBOPEHHSI SIKOTO, Y CBOIO Yepry, TaKOX

norpibna  iHdopmarris. Came  Takum
MexaHisMoM 1 € PHK-momimepaza. Ockiibku
O0l0JOTiYHI ~ MeXaHI3MH  KHBOi  KIIITHHU

oo

MEPETBOPIOIOYHCH HA HYKJICOTUIH JIJIsi CHHTE3Y
noBux Jsanitorie PHK ta JIHK. Ha mpuxmani
MexaHi3My hairpin mokaxeMo sk 3a JJOTIOMOTO0
JUIIe  TPOIEIypHd  KOMIIOBaHHS  MOXKHA
MoOyAyBaT CTPYKTYPY, 110 3/1aTHA BUKOHYBAaTH
nito. IlocniqoBHICTh HYKIICOTUIIB 3 MOJICKYIU
JJHK CGGGCGGCTTTCCGCCCG  micns
xomitoBanHsi y JaHutor PHK Oyne Taxkoro:
GCCCGCCGAAAGGCGGGC. Y nuromnasmi
KUBOI KJIITHHH [EW JaHIor Oyae Maru
MOYATKOBUH BUIVIA] NPUOIM3HO TaKuH, SK
MOKa3aHo Ha puc. 2

G X
C
C

C

GCC
]{G

A
G

C
G

PHK-nonimepasa
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Puc. 2. Cxema BUKOHAHHS 3aBAaHHS OO Bil'eqHaHHS cuHTe30BaHOTO Nanmory PHK muisixom ¢popmyBanHs
CTPYKTYPH y BUDJIAJI IUIIUIBKU

Fig. 2. Scheme of the task of detaching the synthesized RNA chain by forming a hairpin structure

Ha pucynky 2 crpinmkamu TMoOKa3aHi 0 MOMEHTY iX 3'€THaHHS, TO 3 KOXKHOIO
HanpsIMKHA ~ TIPUTSATaHHS ~ KOMIUIEMEHTApPHHUX HACTYITHOIO Maporo cuiia Oyae 301IbIIyBaTUCh.
nykieotuniB (C ta G), yepes sike BinOyBaeThCs st cuna posipse cuaTe30Banuii animor PHK y
ix mocrynoBe 30MMKEHHS Ta 3'€HAHHS. TOMYy Miclli, fKE€ IOMiu€HO cuMBojJoM "X'.
[Iputsiranuss  0OyMOBJIEHO  MPOTUJIEKHUMHU Takum yuHOM 3aBiaHHs Oyae BHUKOHAHO.
eNeKTpUYHUMH  3apsgamMu. OCKIIbKM —CHIIa CrpykTypy MexaHi3my (y ¢opmi IIIHIBKH)
MPUTATAaHHS MDK UMM HYKJICOTHIAMU Oyre MOKa3aHO Ha PUC. 3 Y HIDKHIN YaCTHHI.

3pOCTary 31 3MEHIIEHHSIM BiJCTaHI M) HUMH

CAAAGCCCGCCGAAAGGCGGGCTTTTCT
GTTTCGGGCGGCTTTCCG G
C T
C A
C TCTGGGCGGTGAGAATTCCAC
GAAAAGACATAGACCCGCCACTCTTAAGGTG
¢ uuuucuau(
GACGCAGGCCAAA (/s
6
</
9
9
5
S

(5}‘?*

Puc. 3. [TocninoBHICTh HYKJICOTHAIB B MOMEHT 3aBepiueHHs cuHTe3y Monekyan PHK y monekymi THK
MokKa3aHa 4opHuM, a y nanurory PHK noka3zana yepBoHUM

Fig. 3. The nucleotide sequence at the time of completion of RNA molecule synthesis in the DNA molecule is
shown in black, and in the RNA chain is shown in red

OcTaHHS CHUHTE30BaHA IMOCIIJOBHICTH 3 30BHIIIIHI HOCII, ane He3IaTHa
BocbMH  HykieotuniB UUUUCUGU, mo po3MHOXKyBaTuch. Ciif 3ayBaKUTH, IO IS
noka3aHa Ha cipomMy (¢OHI 4YEpBOHUM, yrBopenHs camoi PHK-nonimMepasu HeoOxinHo,
yrumizyerbes. [licns mporo mexanism PHK- mob6 Bxe Oyma PHK-momimepasza, 6o 6e3 ii
noJiMepasa CTa€e TOTOBUM JI0 TOIIYKY YeproBoi y4acTi  KOJeH MEXaHi3M KIITHHH He
MOCIIOBHOCTI TATAAT  Ta CHUHTE3Y YTBOPIOEThCS. L{eit UK € 0CHOBOIO XKUTTS, 00
HactynHoro jaHuora PHK. 0€3 HbOTO HE MOKE B1/I0YBaTHCh PO3SMHOKEHHSI.

3arajJpHOBIIOMO, IO JJIS KOMIFOBAaHHS VY nmaHomy HUKJI 3aaisiHa HU3Ka O10JIOTTYHHX
iHpopMalii moTpiOHO MaTH AOCTYH 10 HOCIA 3 MEXaHi3MiB, BKIIIOUAIOUU pUOOCOMY, MaTPUUHY
iH(opmarri€ro, Ky CIiJ] KOIMIIOBaTH, a TaKOX PHK, tpancnopray PHK 1 JIHK y Bursaai
1HCTpYMeHTapiil [y yuTaHHs wi€el iHpopMarii JpKepera reHeTu4Hol iHpopMmariii. Y po6ori [3]
Ta BUTOTOBJICHHS ii Kotii. Cy/siun 3 pe3ysibTaTiB BH3HAYCHO MIiHIMAJIbHY JOBXHUHY MOJCKYIN
JOCIIKSHHS (byHKIIOHYBaHHS PHK- JIHK (531 Tucsiya nap HyKJICOTUAIB), IPU SAKIN
MoJTiMepasu, yci Il MOXJIMBOCTI B HET €. 3 OO KJIITHHA II€ Ma€ 3/IaTHICTh PO3MHO)KYBATHUCh.
BUTIKA€, 110 BOHA € CHUCTEMOK) CEpPEIHHOTO HasiBHICTP B OCHOBI JKUTTS TaKOTO ITUKIY
piBHs iepapxii iH(oOpMAIIiHUX CHCTEM, sKa 3HAQYHO  YCKJIQMHIOE  CIpoOM  TOSICHUTH
3aTHa YTBOpIOBaty Komii iHQopmarii Ha YTBOPEHHSI JKMBOTO 3 HEXHBHUX €JIEMEHTIB
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YUCTO BHUIIAJKOBUM 3'€HAHHAM XIMIYHHUX
eneMeHTiB. HaBiTh, SIKIO YSBUTH BHUIAIKOBY
MOSBY YCIX MOTPIOHMX MEXaHI3MIB IHKIY Y
OJTHOMY MICIIi, TO XHUTTS HE BUHUKHE, 00 s
HOT0 TIOSIBU CITiJT OTPUMATH KIIITUHY, SIKa 37]aTHA
PO3MHOXKYBaTHCh. [losiBa HOBOI KIITHHU €
PE3YABTATOM MisTEHOCTI JTUIIE iICHYI0YOT )KHBOT

KIITHHU, JI€ 3 BUKOpPHCTaHHAM iH(popmamii 3
JIHK 3aBnsxu PHK-momiMepasi cTBOPIOIOTHCS
010JIOTIYHI MeXaHI3MH y KUIBKOCTi, IO €
JIOCTaTHhOIO i moximy. Ilepemik Ha3B
HAHOUIBII BIJOMUX 3 IUX MEXaHI3MiB HAJAHO Y
Tab. 4, 1€ TaKOXK BKa3aHi iX TOJIOBHI QYHKITI].

Tadamus 4. MexaHi3Mu Ta CTPYKTYPH, 110 HEOOX1AHI /U1l PO3MHOKEHHS KIIITUH

Table 4. Mechanisms and structures required for cell reproduction

BIJINTOBIJIa€ THIIaM OLTKY)

Ha3zpa mexanizmy un BinnocHa ﬁl:::m::rm DyHKIiT MexaHizMy
CTPYKTYpH kinekicte PHK PII-lIK y a00 cTpyKTYpH
PHK-nonimepasa ) KoniroBaHHs TiITHOK
JHK y nmanmorn PHK
PuGocoma (ribosome) (rRNA) ~90% ~4500 Cuntes GiIkis
Tpancnopria PHK (/RNA) JlocTaBka aMiHOKHCIIOT
(Mae pi3Hi BUAX AJIS Pi3HUX ~10% 76-90 .
AMIHOKHCIIOT) JUTSL CHHTE3y O1JIKIB
Marpuuna PHK (mRNA) 3anexuThb JloctaBka KOMaH IS
KUIBKICTB PI3HOBH/IIB 070 B1J THII KEpyBaHHsI IIPOL[ECOM
ibKicTs pi i 0,5% i Tty py p

01Ky CHUHTE3y OLITKIB

Aminoacyl tRNA synthetase
(€ 20 THmiB, 10 BiATIOBiIae

[Mouryx amiHOKHCTIOT Ta
- iX pueHAHHS 10

aMIHOKHCIIOTaM) tpancroptaoi PHK
Big pospizanas PHK
PuGonyxneasa (RNase) JIQHITIOTiB Ha OKpeMi
(i miero Ha3BOMO iICHY€E HU3KA ~300 monekynu PHK no
CITeITiajli30BaHUX MEXaHi3MiB) MTOBHOTO PyWHYBaHHS
monekyn PHK
. KomiroBanHs MoneKkynu
JHK-nomimepasza - JTHK

Mexanism  JIHK-momimepa3a  BHKOHYE
OCTaHHIO MIATOTOBYY 10 JIJIsl TTOALTY KITITHHH,
a came, cTBopioe kormito monekynu JJHK. ITicns
IIbOTO JCSIKUN Yac y KIITHHI epeOyBaroTh JB1
MOJIEKYIIU JHK, 10 3aBEPLIYETHCS
po3'eqHAHHSM KJIITUHU Ha /1Bl HOBI. [lepen ium
00OJIOHKA KJITHHH 30UTBIIYETHCS 3aBISIKH
MISUTBHOCTI CIEIali30BaHUX MeXaHi3MiB. Y
moOymoBi BCIX MEXaHI3MIB KJIITUHA
BUKOpUCTOBYeThCsl 1H(popMmartis 3 JHK, ne
3amporpamMoBaHa (pyHKIIOHAJbHICTh KOXKHOTO 3
MexaHi3MiB.  Marepian  aig  moOyIoBH
MeXaHi3MiB 100yBa€e KJIITHHA 13 30BHIIIHBOTO
CEPEIOBHUIIA Y TIPOIIEC] CBOET KUTTEMISITHHOCTI.
3a Teopiero MoOyn0BH iH(pOpMALIfHUX CUCTEM
TaKl KIITHHH 3aliMalOTh HAWBUIUK PiBEHb
iepapxii, OCKITbKM BOHHM MAIOTh 3/aTHICTh
PO3MHOXKYBaTHCh. TaKMM YHHOM PO3MHOKEHHSI
SMART TECHNOLOGIES:
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KIIITHHU TTOTpeOye HAIBHOCTI KUBOI KIIITUHU Y
aKTUBHIHN CTaAll iCHyBaHHS. [HIITOT MOXTHMBOCTI
YTBOPEHHS HOBUX KIIITUH HEB1IOMO. AJle 1ie 11e
HE € JI0Ka30M HEMOXKJIMBOCTI BHIIaJKOBOIO
YTBOPEHHSI JKMBHX KIITHHH O€3 HasBHOCTI
iHdopmarii. Jlokaz 0Oa3yeTbcsi Ha TOMY, IO
KITHHa €  iHQOpMaliifHOI0  CHCTEMOIO,
YTBOPUTH SIKY HEMOXJINBO 0€3 3aBaHTa)KEHHSI B
Hel nmeBHO1 iHpopMariii. [{fo mpouenypy moxe
BUKOHAaTH Jmie iHdopMalliiHa cuctemMa
BUIIOTO 200 TAaKOro X PiBHS iepapxii, y sKi €
noTpibHa iHpopMmarlis. 3ayBaxkumo, mo y JJHK
€ iHopMmalis JHIe Opo Te, SK CTBOPUTHU
Ol0JIOTIYHI MEXaHI3MH B MEXax 1CHYIOYOI
KHMBOI KIITUHH, a iH(opMmamii mpo Te, sK
ctBoputH KiiTHHY 3 Hyna y JIHK Hemae.

OCHOBHUM MATEPIAJI JOCJIIXEHb
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Jyist BUBHAYCHHS TOHATTS 1HGOpMAIIiT CITi T
NPOBECTH UITKY MEXY MDK THM, IO €
iH(opMmarriero Ta TUM, 110 HEIO HE €.

Indopmariss  3amxaum  mepedyBae  Ha
MaTepialbHOMY HOCI1, SKUW MOXE MaTH YAMAJIO
xapaktepuctuk. Cepell HUX MOTPIOHO BUSIBUTH
JIUIIE Ti, M0 HECYTh iHdopMmarito. Posrisaemo
e Ha npukiaai monekynu JJHK. OcobnusicTio
iH(dopmariii € Te, 0 MPU TOYHOMY KOTTIFOBaHHI1
Ha 1HIIWNA HOCIM BOHA MOBHICTIO 30€piracThes.

Y pazi JJHK cnig mnokazaru, MmO TiUIBKA
MOCTIOBHICTh HYKJICOTHU]IIB HECE TCHETHYHY
iHpopmanito. Bynu mnpumymeHHs, IO Kpim
nanoi mocmmoBHocti 'y JAHK € # iHmi
iH(popMariiini o3Haku. BBakanu HemocTaTHIM
TUTSt nmoOyI0BH oprasizmy KUTBKOCTI
iHpopmarii, 10 MICTUTBCS Yy 3a3HaA4YeHIl
IIOCJIIIOBHOCTI. ITicasa CEeKBEHYBaHHS
monekynmu JIHK pesyasrar Moxe Oyru
OTPHMaHO Yy BHIVIS/I, IO MPEACTaBICHUN Ha
puc. 4.

AT AT G G GEA A AGAAT TGTC T TGAGCGATGGTAAGAT CTAACCTCACTGCCGEGEGAGGCTCATAC
CTGGEGEC T TTAC TGAT G TCATACCGTCT TGCACGGGEGATAGAATGACGGTGCCCGTGTCTGCTTGCCTCGAAGCA
ATT T T T GAAAGT TACAGACT TCGAT TAAAAAGATCGGACTGCGCGTGGGCCCGGAGAGACATGCEGTGGETAGTCA
TT T T T GAC G T G TCAAGGAC T CAAGGGAATAGT T TGGCGGEGAGCGTTACAGCTTCAATTCCCAAAGGTCGCAAGA
AT AAAA T TCAACTA TG T T TG TAATAGETCACGT T TTATGTGAAATAGAGGGGAACCGECTCCCAAAT
T GGG T e T T TAT GATAAGTCCTGCT T TATAACACGEGGCGETTAGGT TAAATGACTCTTCTATCTTATGGTG
AT A A G G TAATTC TG T TC TG T TAAT G T TCATACCAATACT CACAT CACATTAGATCAAAGGATCCCCG
A CAGTCGCAAGG G TC TG TG TG T TG TCGACGCC TCATGTTACTCCTGGAATCTACCTGCCCTCCCCTCACT
e T TAAGG G TG TGAT CGAC AT GCAGGTATACATCGGCTCGGACCTACAGTGGTCGATCGACTGGCTACTGGCT
TCGCGGET TG GG TAGT TEAGT G GAT AACCCAACCGGETGGLCAAGT AGCAAGAAGACCTACCTGGGTCACCTT
A A A T AACTAATAGTC TCTAACGGGGAAT TACC T T TACCAGTCTCATGCCTCCAATATATCTGCACCGCTT
CAATGATATCGCCCACAGAAAGTAGGGTCTCAGGTATCGCATACGCCGCGCCCGGEETCCCAGCTACGCTCAGGAC
GACAGTAGAGAGCTAT TGTGTAAT T CAGGC TCAGCAT TCATCGACCTTTCCTGTTGTGAATATTGTGCTAATGCA
TCT T o G TAA CGAT T GGG GGG CAAAACCCAATATCCGTATTCTCGTCCTACGGGETCCACAATGAGAAAGTCC
TE GG T AT G TCAG T TAAG T TAAA T TAAT TCAGGC TACGGETAAACTTGTAGTGAGCTAAGAATCACGGEGAATC
ACGGEGET TG TACAGA T GAACTGAAT TTATACACGGACAACTCATCGCCCATTTGGGCGTGGEGCACCGCAGATCA
AT GG CAGAT TAGGAG TG T TGAT CAGG T TAGCAGGETGGACTGTATCCAACAGCGCATCAAACTTCAATAAAT
AT TG TAGT GG T T AAG A TGAACAGT GGG CCATCGTTAGCGTAGTACAACCCTTCCCCCTTG
AGGT GoGACAT GGG CAGT TAGCCTGCCCTATATCCC T TGCACACGTTCAATAAGAGGGGCTCTACAGCGCCGC
TT T T TaAAA T TAGGATGCCGACCCCATCAT TG G TAAC TG TATGTTCATAGATATTTCTTCAGGAGTAATAGCGACA
AGCT GACACGCAAGG G TCAACAATAATTTCTACTATCACCCCGCTGAACGACTGTCTTTGCAAGAACCAACTGEG

Puc. 4. YactroBuit Bursiz pe3ynsrary cekBenyBanns JJHK nns Bipycy @-X174 [6].

He Buxnmkae CymHIBIB, IO y IBOMY
pesynbrari Hemae iHmux o3Hak JIHK, kpim
MOCTIAOBHOCTI HYKJICOTUIIB. [IpucTpiii, sxuit

300pak€HO Ha puUC. 5, 103BOJISIE CUHTE3YyBaTu
JHK 3  xoMmm'rorepHOro pe3yabrary

CCKBCHYBAHHA.
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Puc. 5. Cunresarop onironykneoruniB MerMade 12 npusHaueHuit U1t CHHTE3Y ONITOHYKJICOTUIIB
(IHK, PHK)

Hocmimauku iHcTUTYTY JCVI 3aminumum y
Oakrepii wmonekyny JHK ©Ha 1mTy4yHo
cuHTe30BaHy [2]. OCKUIBKM TmiCiIs 3aMiHH
MOJIEKYIN KHUTTEASUTBHICTD Oakrepii
30epernach, TO 1€ O3HaYae, MO JJIA Mepeaadi
reHeTHYHoi iHQopMalii iIIKOM JOCTaTHBO
3HaTH JIMIIE TIOCIIOBHICTh HYKJICOTHU/IIB.
Takum YMHOM KOMiIOBaHHS Yepe3 KOMI'TOTEPHY
aM'aTh HaJa€ MOKJIMBICTHh BUSBIIATH K1 came
O3HAKH HOCISl BUKOPUCTOBYIOTBCS IS Tepeiadi
iHdopmartii. [leit ekcnepuMeHT TaKoX MOKa3as,
o iHpopmalio, sKa 30epiracTbcs y MOJICKyIi
JHK, six 1 Oyap-sKy iHpoOpMaIliio y MTYyYHUX

chUCTeMaxX, MOXHA TIIEPEeHOCUTH Ha pi3Hi
MaTepiaiibHi HOcili 3 MeToro 30epiraHHs abo
nepeaaBaHHs.

TonoBHOIO XapakTepHCTHKOW 1HMOpMarii
€ Te, 10 BoHa o3Havae (ii cyTh). JlocmimKeHHs
O10JIOTIB JO3BOJISE BHUABIATA BIAIIOBIAHICTH
MK TIpeICcTaBIeHHSIM iH(oOpMaIii y BUIIIAII

MOCTIOBHOCTI HYKJICOTH/IIB 1 THUM, IO BOHA
o3Havyae. Hanpuknana, nocminosuicte TATAAT
03HayYa€ BKa3iBKY, 1[0 Yepe3 YOTUPH HACTYITHUX
HYKJICOTHAMU CJIiJ TOYaTH CHHTE3 JIAHIIOTY
PHK. [{ro Bka3iBKy OTpUMY€E AIIOYHI MEXaHI3M
PHK-nonimepasu 3 monekynn JIHK min gac
pyxy B3IOBXK I1i€i  mornekynu.  Koken
cuare3oBanuii janmor PHK saBiste coboro
BKa31BKY 111010 BUKOHAHHS MEBHOI aii. JIaH1tor
GCCCGCCGAAAGGCGGGC (muB. puc. 2)
O3Hayae, 110 CIiJi BUKOHATH HiI0 Bif'€qHAHHS
cHHTEe30BaHoro JaHiory Big PHK-nonimepasu.
binpmr ckmagHUK  BUIMATOK PO3TISIHEMO Ha
MIPUKJIAII BKa31BKHU 11010 YTBOPEHHS
MexaHismy TpancnoptHoi PHK. Ils BkaziBka
CKJIQJIA€ThCS 3 HU3KH OUTBII IPOCTUX BKA3iBOK.
[TocaigoBHICT, HYKJICOTHIIIB JTaHOI BKa3iBKU
YaCTKOBO MOKa3aHo Ha puc. 6 [7].

A-OH
C
C
5 A
pG—C acceptor stem
C—G o~
G—C
G—U TwC loop
A—U
D-loop Uu—A
U—A
U
X( G U cacAc A
D®ALLc A Il /c
D [0 ] m5CUGUGTqJC
C
G GAGC U,
G G A m;G A m'G
C—G .
A—U variable loop
G—mC
Anticodon A=Y
loop Cr A
™y Y
GnA A

Puc. 6. Ctpykrypa cnioiayk HykiaeoTu 1B y TpancnoptHid PHK.

Ha pucynky mnpeacTtaBieHO  JaHIIOT
HykineotuaiB  TpaHcnoptHoi PHK  micns
3'€lHaHHs KOMIUIEMEHTapHHX JOuUIsHOK. L1
ninsakr, mo ckomioBani 3 JIHK PHK-
MOJTIMEPA3010, € BKa3iBKaMU TIPO TE, Yy SKHUX
MiCISIX CHII 3'€egHAaTH MK CO00I0, MIISHKU
JIQHIIIOTY PHK. [Ipouec 3'eJHAHHA
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BiIOyBa€ThCSI TaK CcaMoO, SIK OIHCAHO BHIIE
(muB. puc. 2), ajme 'y 1mpomMy pasi
BUKOPHUCTOBYIOTH HE juiie napu CG, a me U
napu AU, sIKi TaKOX MPUTATYIOTbCS MiX CO0O0I0,
alle 3 MEHIIOK CWiIoK. MDK 3'¢eqHaHUMU
TUISTHKaMH  YTBOPIOIOTBCS TETII, SKI TAKOX €
BKa31BKaMH 1[0JI0 MPUEAHAHHS 10 HUX MEBHUX

85



Information technologies

eneMeHTiB. Hampukian, y  miBid  rimmi
HYKJICOTH/T U MIEPETBOPIOETHCS y
aurinpoypuauH (D) msxom mpuegHaHHS TBOX
aToMiB BOJHIO /IO ypHAMHY. Y OloyoTivHii
JiTeparypi yci Taki MepeTBOPEHHS! Ha3UBAIOTh
J03piBaHHSIM MOJIEKYI, aue 3T0I0M
3'ACOBYETbCSA, IO Yy  KOXHOMY  pasi

MEPETBOPEHHS BiJOYBAIOTHCS 32 BKa3iBKaMHU,
saki xomitorotbest 3 JIHK. 3Hawyna KigbKicTh
TOCTI/DKEHUX MEXaHI3MIB  yYTBOPIOETHCS 3
MOJIEKYn Oinky, y saki iHpopmamis 3 JJHK
nepecuaeTbes uepe3 MPHK.

TpuBumipny  mogenb  chOpPMOBAHOTO
mexaHizmy TPHK mnoxaszano Ha puc. 7.

Puc. 7. TpuBumipua moaens Tpancnoptaoi PHK.

[Tokazany nHa pucynky ¢opmy TPHK
HaOyBae uepe3 Te, IO 37BOEHI JUISHKA
JIAHIIOTIB HYKJICOTHJIIB MAlOTh BJIACTHBICTH
CKpy4yBarucs (mpubiuzHo oquH odept Ha 10,4
map HyKJICOTH[iB). Taka X BIACTUBICTh € Y
monekyn JIHK, ski Texx ckiagaroTbes 3 ABOX
nanmoriB. Ha kinmi TPHK, sxuii mae Ha3py 3'
(three prime end), € akTuBHE Miclie (TUB. puC.
6), mo sikoro mpueanyetbes rpyna CCA-OH.
Jlo uporo micus MexaHisMm aminoacyl tRNA
synthetase [8] npueanye amiHOKUCIOTH. ICHY€
JeKinbka necatkiB pisHoBunie TPHK mns
JIOCTaBKHM PI3HUX aMIHOKHCIIOT 0 PHOOCOMHU,
sIKa CHHTE3Yy€ MOJIEKYJH OLIKY 3a BKa3iBKaMU 3
MPHK. ToGto yci 3'enHanHs 010J0TTYHHUX
MeXaHi3MiB Ta iX (yHKIIOHANBHICTH €
3anporpamoBanumMu 'y JIHK 3 HanBucokoro
TouHicTio. CaMe yepes 1ie Mo/ OaKTepialbHUX
KJIITHH, 0 3aiMae JHIIe OJM3BKO TPHOX
TOIMH, HE TPUIIMHSAETHCS Ha 3eMii Bxke 3,5
MIpa. pokiB. Crif 3ayBakUTH, IO TaKl K cami
3a (YHKI[IOHANBHICTIO THUMH  Ol0JOTIYHHX
MEXaHI3MiB, 5Kl ICHYIOTh y OakTepisix, € y
KIIITHHAX BCiX 0€3 BUHATKY OpraHi3MiB.

Taxum YHHOM, OCHOBOIO 1A
PO3MHOXKEHHSI KJIITUH CJTiJT BBAYKATH HE XIMIUHI
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peaxIlii, Mo MPUCKOPIOIOThCA (hepMeHTaMu, a
iHpopMaLito Ha HOCIi y BUIVISIII MOJEKYIH
JHK. Ils indopmariis € BKa3iBKaMu, SKI
MPUIMAIOThCST Ta BHUKOHYIOTHCSI MEXaHi3MaMu
KUBO1 KIITHHH 3 BHKOPHCTaHHSM 3aKOHIB
¢bi3uku, Ximii Ta Giosorii. Y pa3i KHUBHX KIITHH,
3/IaTHUX JI0 TTOALTY, iH(GOpMAIlis TIEPEIAETHCS 3
monekynu JIHK i1 cnpuiimaeTbcst sk BKa3iBKU
IION0 BUKOHAHHS IIEBHUX I MeXaHI3MaMu
KMTHHA. 1 mryuHux  iHGopManiiHUX
CHUCTEM, KpIM INTYYHOTO IHTEJNEKTYy Ta
HellpoMepex, 1HpOopMaIlis TaKoX MPUBOAUTH
bie} BHUKOHAHHSI IIEBHUX ITiH. Hns
IHTENIEKTyallbHUX ~cHCTeM iHdopMallis He
00OB'SI3KOBO MPHUBOAUTH O BUKOHAHHS MEBHOT
nii. Ii cuctemu cnpuiiMaioTs iHpOpMAIIiIO SK
MPOMO3UIIiI0, sIKA MOXE BIUIMHYTH Ha iX
pIIICHHS 100 BUKOHAHHS TOI YW 1HIIOL Jii.
[lin HaAsABHICTIO IHTENEKTYy OyIeMo pO3yMiTH
MO>KJIMBICTh BIUTUBATH HAa BUKOHAHHS BIACHHX
nii. Y Bcix BUMaakax iHGopMalliifHa cucTeMa,
OTPUMYIOUHU MOB1JIOMJICHHS, BKa31BKH,
CUTHAJM, 3HAHHS TOIIO, MAa€ BUSABUTHU IXHE
3HaYeHHS  (CyTb), 1O €  TOJOBHOIO
XapaKTEePUCTHKOIO  Oynb-sikoi  iH(opMarrii.
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IMomanpmii mii cUCTEMH 3anexars Bix 11
IHTEJIEKTyalIbHUX 310HOCTEH.
VY3aranbHUTH BU3HAYCHHS
iH(popmarlii MOJKHa TaK:
Indopmariis - e cyrb nosigomieHHs (the
gist of the message), 10 BUKJIMKaE BiAMOBIIHY
peakIiito cucteMu 6e3 iHTEJIeKTY Ta BILUTUBA€E Ha
BHOIp PIICHHS 1HTEIEKTYaJIbHOIO CHCTEMOIO.

IIOHATTA

JJOBEJIEHHS HEMOXKJIMBOCTI
CTBOPEHHS IHOOPMAILIII B YMOBAX Ii
ITOBHOI BIZICYTHOCTI

Bigomo, mio iHdopMalisi CTBOPIOETHCS
iHpopMalliHHUMH ~ CHCTEMaMHU 1 MOXe
30epiraTuch Ha MarepiaJbHUX HOCIIX 10
pyiiHauii, sika € HEMHHYUYOIO Yepe3 pyX Marepii.
Crnig moBectH, IO, SKIIO BCs iHOpMAIis y
BceciTi 3pyiiHy€eThCsI, TO HE Oy/ie JuKepena s
il TOsIBM, MO PIBHO3HAYHE HEMOXKIUBOCTI
CTBOpPEHHS iH(pOpMAIlii 32 YMOB ii BiZICYTHOCTI.

BcecBiT Moke OyTu mpencTaBiIeHUN Y
BUIVISAAI MHOKHHHM CUCTEM TaK, 100 BCl 00'€KTH
Oyau OXOIUICHI MMM CHUCTEMaMHu. Y Tpoliieci
pyXy CHCTEMH MOXYTh 3IIITOBXYBAaTHCh,
00'€eTHYBaTHCh 4YHM pO3'€IHYBATHCh, aje B
XKOIHIN 3 HUX Hemae iHQopmarii. Buacainok
3ITKHEHb MOXYTh YTBOPIOBATHUCh MaTepiaibHi
3'eqHaHHS Oymap-sKoi ckiamHocTi. JloBememo,
o 11l 3'eiHaHHSA He OymyTh 1HGOPMAIITHUMUI
cucremMamu. J[si 1bOTO PO3TISTHEMO TPOIEC
YTBOPCHHS iH(opMariiHux CHUCTEM,
0a3ylounch Ha I1X MOXJIMBOCTI KOIIFOBAHHS
iHdopmariii, momo dYoro ICHye TpHU piBHI
iepapxii [1]. lo HWKHBOTO pIBHS BigHECEMO
CHCTEMH, SKI HE  37aTHI  KOIIIOBaTH
iHdopmarito. [lo cepemHbOro — CUCTEMH, SIKi
30aTHI  KONIIOBaTH, aje He  MOXYTh
po3MHOKyBatucs. [{o HAaWBHUIIOTO — CUCTEMH,
110 3/1aTHI CTBOPIOBATH KOIIii caMOi CHCTeMHU B
nutomMy (po3MHOXYyBaTtuch). [lpukmamamu 1iei
iepapxii HacuueHa BCS JKMBa mpupoma. Y
JIIOICBKOMY OpraHi3Mi OuTbIIicTh KiIiTHH (84%)
CTaHOBJISITh EPUTPOILIMTH, SKI BIAMOBITAIOTH
HIDKHBOMY DIiBHIO iepapxii. Ixms TpusamicTs
xuTTss 100-120 guiB. Jlo cepemHbOro piBHS
Hajie)KaTh KIITHHH KICTKOBOTO MO3KY, SKi
BUPOOJISAIOTH EPUTPOLIUTH. Iepapxiro
iH(OopMaIitHUX CUCTEM MOXKHA CTIOCTEPIraTH 1
Ha BHYTPIIIHBOKIITUHHOMY piBHi. JJIs1 11bOTO
JOITBPHO PO3TISIHYTH CTPYKTYpPY OakTepiid,
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OCKITBKM ~ BOHH  MOXYTh  JKUTH  Ta
PO3MHOXKYBaTHCSI B YMOBax  HEXHBOTO
IOBKULIA. Bumii icrorTm Ha Take He3aTHI,
OCKUTBKM 1X OTOYYIOTH Oaktepii Ta iHII
MIKpOOprani3aMu, 0e3 SKHX BHII ICHYBaTu
HECIIPOMOXHI. Y CTPYKTYpi OaKTepiil € unmaio
iHpOpMaLIHHUX CHCTEM HW)KHBOTO DIBHS,
Hanpukiazn, hairpin  (mmwibka), a TaKoX
tpanctioptHi  PHK, Bci  pubonykieasw,
Aminoacyl tRNA synthetase Ta 6araro iHIIHX.
Cucremamu cepeanboro piBHa € PHK-
nommepasza, pudbocoma Tta JIHK-momimepasa.
J10 BUIIIOTO PiBHA HAJICKUTH OAKTEPIs B IIIJIOMY.
CucreMr HWKYMX PIBHIB, N[0 He3IaTHI
PO3MHOXKYBaTHCh, IPUPEUCHI HAa PYHHYBaHHS
pazom 3 iH(popMmaIli€ro, sika B HUX 3aKjajICHA.
BoHu iCHYIOTH JUIIE TPOTATOM dHaCy, IO
MOTpiOCH 111 BUKOHAHHS 3aB/IaHb BiJl CUCTEMHU
BUIIOTO PiBHA, fKa iX YTBOPIOE. Y KOXHY
iHopmarliiiny cuctemMy MiJ 4Yac YTBOPECHHS
3aKJIaa€eThCsl  iH(pOpMalis, 3HAYCHHS SKOi
BI/IMOBITA€ METI CaMO30€peKEHHSI CHUCTEMHU
BUIIIOTO PIiBHA. BaXJIMBOIWO  BIACTHBICTIO
CUCTEM, IO PO3MHOXYIOTHCS, € MOXKJIHMBICTh
PO3BUTKY 332 METOIOM CHpOO i MOMIIOK (Ha
IbOMY 3acHOBaHa eBooIls). Himo He
3arpokKye BIYHOCTI ICHYBaHHS Marepii uu
€Heprii, OCKUIbKM BOHHU MPHUHIIUIIOBO HE
MOXYTh 3HUKHYTH. PyifHauis 3arpoxye nuiie
iH(dopmariii, 3amo0irTH YoMy MOXKHA JIHIIE
[UIIXOM KOIIIOBaHHS, SIKE 3IHCHIOETBHCS Y
KUBHUX OpraHi3Max 3aBIsSKd (PYHKI[IOHYBaHHIO
JHK-nmonmimepazu. 3 1pOro BHUTIKAE, IO
ICHyBaHHS iHdopmarii Oe3rocepeHbO
3aJIeKUTh Bix KUTTA. KomiroBaHHS, SKEe €
HeoOXimHUM Juis  30epekeHHs iH(opmarii,
BUKOHYIOTH JIMIIE MBI CUCTEMH HaWBUIIOTO
piBHS iepapxii. LluMu cuctemamu € KIITHHH,

SKI 3/aTHI aBTOHOMHO PO3MHO)KYBaTHCh
nuisxoM  moxaunry.  Ilpm mpoMy  gokas
HEMOXXJIUBOCTI ~ CTBOPEHHS  1H(OpMaIiiHOi

CHCTEMH B YMOBaxX BIJICYTHOCTI iHQopmarii
MEPETBOPIOETHCSI Yy JI0KAa3  HEMOXKJIUBOCTI
CTBOPEHHS KUBOI KJIITUHH y IIMX yMoBax. Lle y
1855 pori Himenpkuit BueHuii Pynonsd Bipxos
IIOBIB, II[0 KIITHHA IOXOOUTH TUIBKH BiJ
KJIITHHA TUISIXOM TIOAUTY, YUM 3aBEpIIHUB
cymepeyky  OloJoriB  TpO  MOXKIHUBICTH
caMo3apo/KeHHsT KUTTS [9]. Marepis 3
eHepriero B Oyap-sSKUX KOMOIHAIlISX HE 3/1aTHI
reHepyBaTH MeTy camo3bepexkeHHs. He maroun
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METH HEe MOXXKHA HaJaTu 3HaYeHHS iH(opmartii,
0 EKBIBaJICHTHO HEMOXJIMBOCTI YTBOPECHHS
iHpopmanii. Ha Take yTBOpeHHs 3/1aTHI JIUIIIe
iHopmariiini cUCTEeMH HAWBUINOTO PIBHS
iepapxii, sKi MOXYTb TeHepyBaTu Ta
peasizoByBaTH BIJIACHI IILII. Ix mii monsraroTs
y caMo30epekeHHI B Oyab-fKHX YMOBax
nepedyBanHs y BceciTi. CBoi mim BOHU
YCHINIHO peai3yloTh, NpPO IO CBITYHUTH
HasIBHICTb KUTTS.

S3HAYEHHA OTPUMAHUNX PE3VJIBTATIB

[IIupoxo Bimoma Teopis Benukoro Budyxy
nependadae, 1o BcecBit mounMHaBcs 31
CKyI4eHHsI MaTepii Ta eHeprii 3a yMOB, J¢ HE
MOXeE iCHyBaru 1iHQoOpMaIis Ta IKUTTA.
3po3ymino, 1Mo SKOM Takuidi MOMEHT MaB Ou
miciie y Bcecsiti, To XuTTa He Oyno O.
OCKUIBKY JKUTTS 1CHYE, 11€ O3HAYAE, 110 Y TeOpii
Benuxkoro BuOyxy € HetouHicTh. Toi (akt, mo
Ha 3HAuYHIA BIiACTaHl Big HAIIOI TOYKHA
criocTepexeHHss MU O6aunmMo o0'exT BeecBity,
0 3HUKAIOTh, CBIMYHUTh, B TIEPIIY YEPTY, PO
HECKIHYCHHICTh TPOCTOPY, Yy SKOMY ICHY€
Bceecit. SIkbum Mu mepeMicTwiucs B TY
BiIJAJICHY TOYKY, TO 3MOIIM O mOOaYuTH
00'eKTH, SIK1 TYT JUIsl HaC 3AI0ThCS 3HUKIUMHU.
Ie cBiguuTh MPO TE, IO HE JIUIIE MPOCTIp, a i
yBech BcecBiT — HeckiHueHHI. [loHATTS
HECKIHYEHHOCT1 O3Ha4a€ BIJACYTHICTh Oyab-
SKOTO KIHI[I 4YM To4arky. Tomy Teopii mpo
noyatok abo kiHens BcecBity mno30aBieHi
CEHCY.

[Hdopmartiss 3akau  PO3MINIYETHCS Ha
MarepiaJlbHOMY HOCIi, a BeCh MarepialbHUN
CBIT mepeOyBae B yMOBaxX IOCTIHHOTO PYyXY.
Tomy Hemae MOXJIMBOCTI BIYHOTO 30epiraHHs
iHopmarlii Ha KOHKpPETHOMY HOCIi, ajue
3aBISIKM  KOIIIOBaHHIO iH(QopMmalis Moxe
30epirarucsi Ik 3aBroHO JOBro. HasBHICTH y
KHMBHX KJIITHHAX MEXaHi3MiB CIIOPOYTBOPEHHS
Ta BIAHOBIICHHS JKHTTEIISUIBHOCTI 31 CIIOP
703BOJIsAE€ 3a0e3MeunTu TpuBaie 30epiraHHs
iHpopmarii  3a  BIICYTHOCTI YMOB  JUIs
PO3MHOXKECHHS.

HasBHICTD KHTTS MOXXHA MOSICHUTH JIHIIIE
BIYHICTIO HOTO ICHYBaHHSI pa3oM i3 KHUTTEBO
HeoOXx11HOIO0 1H(popMaIliero. 3a0e3nedeHHs i€l
BIYHOCTI B YMOBaX KOCMIYHOTO MPOCTOPY MU
BKE 3apa3 CTIOCTEPIraEMo 3aBISIKU

88

KocMOHaBTUI. KocmiuHi TOmOpOXi CTalOTh
MOYIJIMBUMHU 3aBIISIKU HAKOITMYEHHIO
iHdopMarii 1m0m0 CTBOpeHHs 3acobiB Ta
METO/IiB TIOIIIUPEHHS )KUTTS B yMOBax BcecBiTy.

BUCHOBKU
Kusi KIIITHHA € IPUPOTHUMU
iHQopMaIiiHUMHU CHCTEMaMH, Yy SKUX Ha
MOJICKYJIIDHOMY  PiBHi, 3a  JOIOMOTOIO
CydyacHHUX 3aco0iB, MOXKHa CIIOCTepiraTu

iHpopmaniitHi mponecu. HaiiBaxiusimmm 3
[IUX TIPOIIECIB € PO3MHOXKEHHs, 0e3 4oro Bce
’KHMBE MPOICHYBaJIO O JIMIIE MPOTATOM OIHOTO
TTOKOJTIHHS.

OCHOBOIO PO3MHOMEHHSI KJITHH  CIiJ
BBaXaTu 1HGOpPMAIIiIO, sKa 3HAXOAUTHCS Ha
¢iznunomy Hocii y Bursai monekyaun JHK. Ls
iHopmarriss  sBIsSE CcOOOK BKA3iBKH, K1
CIPUWMAIOTHCS Ta BUKOHYIOTHCSI MEXaHI3MaMH
KUBO1 KIIITUHU. [[71s1 ITydHuX iHGOpMaIiiHux
CHCTEM, KpIM MITY4YHOTO IHTEJIEKTYy Ta
HeWpoMepexk, 1HPOpMAIII0 TaKoXK MOXKHA
BU3HAYUTH, SK BKAa3iBKU JJIs BUKOHAHHS
MEeBHUX J1d. JIJI IHTEIeKTyaIbHUX CHUCTEM, K1
MOXYTh JISITH Ha BIIACHUN PO3CYI, OTpUMaHa
iHopmariiss HEe 0OOB'A3KOBO TMPUBOAWTH 10
BUKOHAHHS NeBHOI nii. Bynp-sky iHpopmariio
TaKl CUCTEeMHU CIPHUIMAIOTh, SIK TE, 110 MOXeE
BIUIMHYTH Ha iX pillleHHs y Til 4M iHIIIN Mipi
pa3oM 3 momepeHIMUA 3HAHHSIMHU. Y3arajibHeHe
BU3HAUYCHHS TOHATTSA 1H(MOpMaIii € TaKuM:
iHpopmalLlis — 1€ CyTh MHOBIIOMJICHHS, LIO
BHUKJIMKA€ BIJAMOBIHY PEaKIiio CUCTeMH 03
IHTENIeKTy Ta BIUIMBa€ Ha BHOIp pilICHHS
1HTEJIEKTYyaJIbHOI0 CHCTEMOIO.

Maroun Jumie Matepilo Ta €Hepriio 3a
MOBHOI BiICYTHOCT1 1H(MOpMAIi HEMOXIHUBO
CTBOPUTH 1H(OpMAIiiHY CHCTEMY, OCKUIBKU
JUISL TBOTO CIIJT 3akjacTd 1HdopMaiio 3
KOHKPETHUM 3HadeHHsM (cyrTio). Hemae
iH(dopmariii 0e3 3HaYEHHS, a 1€ 3HAUYCHHS y BCIX
BUIIAIKaX i IOPSAKOBAHO METI
caMO30€pEeKeHHsSI CHCTEMH BHIIOTO PIBHS
iepapxii. Martepis 3 eHeprielo B OyIb-IKHX
KOMOIHAIlISIX HE 37aTHI TeHepyBaTH MOMiIOHY
MeTy. He marounm MeTH He MOXHA HaJaTu
3HaueHHs 1HQopMallii, ™0 EeKBIBAJICHTHO
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HEMOXXJIIMBOCTI yTBOpeHHs1 iH(popmamii. Ha
Take 37arTHi Jume 1H(OpMaIiiiHl CcHUCcTeMHU
HaBUIIOTO piBHSA iepapxii, SKi MOXYTb
reHepyBaTH Ta peani3oByBaTH BIACHI Iimi. Ix
Tl TONATaloTh y caMo30epekeHHI B Oyab-
SKUX ymoBax mnepeOyBanHs y Bceciti. Coi
IUTI BOHM YCIINIHO peali3yloTh, HpO IIO0
CBIYNTH HASIBHICTD KUATTS.

HasiBHICTh KHUTTS MOKHA TOSICHUTH JIUIIIE
BIYHICTIO MOTO ICHYBaHHS Pa3oM 13 JKUTTEBO
HeoOximHOoIO iH(opMaltieto. 3abe3neueHHs i€l
BIYHOCTI B YMOBaX KOCMIYHOTO TPOCTOPY MU

BXKE 3apas CIIOCTEPIraeEMo 3aBIAKH
kocMoHaBTuIll. KocMiuHI TOZOpOXi CTarOTh
MOXKJIINBUMUAU 3aBIAKN HAKOIIMYCHHIO

iHopmariii 1mOA0 CTBOpPEHHS 3aco0iB  Ta
METO/IIB MOIIMPEHHS XKHUTTS B yMOoBax BceecBiry.

IMonsika. ABTOpHM BHCIOBIIOIOTH IMIHPY
BISIUHICTh TpoBinHOMY iHxeHepy Kadenpu
XIMIYHOT ~TEXHOJIOTII KepaMmikku Ta CKJa
"KHiBCHKOTO MOJIITEXHIYHOTO 1HCTUTYTY IMEHi
Iropst Cukopchkoro" KaHIUAaTy TEXHIYHUX
Hayk MakosenbkoMy Ouinekcanapy JlaBpoBuuy
32 HHM3KY I[IHHMX 3ayBaXEHb I Yac
MiJITOTOBKH PYKOIIHCY.
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Definition of the concept of information for
living and artificial information systems

Volodymyr Vyshnyakov

Annotation. The article, based on a combi-
nation of knowledge in the field of information
technology and widely known results of biolog-
ical research, shows that the process of repro-
duction of living cells cannot occur without the
use of information stored in DNA. The opinion
about the possibility of the emergence of life as
a random chemical compound has been refuted.
The concept of information for living and arti-
ficial information systems is defined as the es-
sence of the message (the gist of the message),
which causes the corresponding action of the
system without intelligence and influences the
choice of decision by the intelligent system. An
important feature of information is the ability to
transfer it to various physical media for the pur-
pose of storage or transmission. It has been
proven that living cells reproduce only because
of vital information, without which life is
doomed, and this information, in turn, is pre-
served from destruction indefinitely due to cop-
ying during cell reproduction.

Keywords: concept of information. origin
of life, information system, properties of infor-
mation, formation of information.
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Anoramia. Llg poOora 30cepemxyeTscsi Ha
JIOCTi/KeHI BIUIMBY IHTEPHET CepeloBHIIA Ha
MIJUTITKIB, SIKE HAJa€ PO3TOPHYTE OAYEHHS IaHOTO
MUTaHHS.

OcHOBHa yBara MpUOJIEeHA JOCHIHKEHHIO
HOMYJISIPHUX MECEH/IKEPIB, a TaKOX,
KOMIT'IOTEpPHUX  irop,  BIAMOBIZHO 10  iX
nomynsipHocti. OcHoBHI 3 Hux: «Telegramy,
«Instagram», «Viber», «Counter-Strike», « World of
Tanksy, «Dota 2».

[Jane nmocmimKeHHS! BUSBWIIO, IO 3HAYHA KiJlb-
KIiCTh MiJUTITKIB IPOBOIUTH Yac B OHJAMH irpax Ta
MECEHDKepax, KpiM TOro 3yCTpida€eTbesi 3 KOHTEH-
TOM, SIKHH WIATPUMY€E arpecBHi [ii JepiKaBu-
arpecopa, 10 MOXK€ BIUIMBATH Ha iX CBiZOMICTb Ta
€MOLIIHUN CTaH.

VY ui#i crarTi mpoaHanizoBaHO METO/IN 3aTyYeHHS
MiJUTITKIB  IeP>KaBOIO-arpecopoM JJisi BHUKOHAHHS
PO3BiAyBaJbHUX Ta AUBEPCIHHUX 3aBIaHb.

Jana  poboTa  po3misgae  TEPCIEKTUBY
¢GinpTpyBaHHS Ta OOMEXKEHHS KOHTEHTY Ul
MIJUTITKIB, SIKWI HApa3i € 3aralbHOJJOCTYITHHM.

Karouori  ciaoBa: mimniTkH, MECCHIDKED,
KOMIT'IOTEpHI irpu, TIcHXoJoris, iH(opmamiliHe
ToJie, TPOMaJIChKa TyMKa, TPEHIH, Ne3iH(pOopMaIlis.

BCTVII

VY cyyacHMX yMOBax TiOpUAHOI BIWHU
iHdopmariiiiHi  TexHoJIoTii HaOynau 3HAYHOI
BOXJIMBOCTI Yy BOEHHUX ormepauifax. Oxpim
TPATUITIHHAX METO/IB PO3BIIKH Ta
IINMUTYHCTBA, TPOTUBHUK aKTUBHO 3aCTOCOBYE
nudpoBsi maTGopmu, 30KpemMa MECEHDKEPU Ta
yath B OHJadH-irpax, g 300py
pPO3BITYBAUIPHUX  JaHUX Ta  IPOBEJCHHS
HiAPUBHUX onepariii Ha Teputopii Ykpainu. Li
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[ Makcum OenemMOoBCLKUA
: JoueHT kadpeapwu kibepGeaneku Ta
KOMMN'loTEPHOT iHxXeHepil

Makcum MapkeBu4

CrtyneHT 3 Kypcy Kadenpu
Kibepbeaneku Ta KoMn'loTepHoT
iHXxeHepil

Bopuc KopHinA4yk
OoLeHT kaenpu npodeciiHoi
OCBITH

KaHaIM 3B’SI3Ky 3a0€3MeuyioThb aHOHIMHICTD,
IIBUJIKICTh nepeaayi iHpopmarmii  Ta
MOJKJIMBICTh OXOIUJICHHS HIMPOKOI ayJIUTODii,
o poOUTh iX NMPUBAOIUBUMHU IJII BOPOKUX
CHETICITYKO.

IrpoBi  mmardopmm,  AKi  3a3BUYAH
cripuiiManucs gk 3acid po3Baru, Bce 4YacTile
BUKOPHUCTOBYIOTHCSI BOPOTOM JIJIsl 300pY TaHUX
Ta Yy3ro/pkeHHs niid. OcoOnuBuil  iHTEpec
BHUKJIMKAIOTh 0araTOKOPHUCTYBAIlbKiI IrpH 3
(byHKII€I0 BIIKPUTHX YaTiB, Taki sk «World of
Tanksy», «Counter-Strike», «PUBG», «Dota 2»
Ta 1HII, 16 KOPUCTYBaul MOXKYTb B3a€MOIISTH
B PEXKHUMI PEATbHOTO Yacy.

META TA METOIN JOCIIKEHHA

CninpHOTOIO CTYAEHTCHKOTO
caMOBpsIlyBaHHA Ta Kadeapu kibepOe3neku Ta
KOMIT FOTEPHOT 1HX)eHepil Kwuiscbkoro
HAI[IOHAJIBHOTO YHIBEpCUTETy OYIiBHUITBA 1
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apXiTEKTypH MPOBEICHO TOCITIIKEHHS HA TEMY
«BrutuBy iHTEpHET cepeoBHINA Ha MTITKIBY.
3 wmieto Mmeroro B KHVYBA crymeHTchKe
CaMOBpSAyBaHHS ~ OpraHi3yBajo  MacoBe
aHOHIMHE OTUTYBAHHS CTYAEHTCHKOI
CHIJTBHOTH. 3arajioM B ONMUTYBaHHS TPHIHHSIIN
yuacTb 186  cTydeHTiB, cepeaHii dyac
OMUTYBAHHS CTYACHTA HE IEPEBUIIYBaB 5 XB
Ta TPUBAB 5 JHIB.

[lepmmit  OJ0K THMTaHBL  CTOCYBaBCS
CTaTeBOl MPUHANEKHOCTI, sIK pe3yasrar: 70%
ONMUTaHUX 4oJyoBivoi ctari Ta 30% >KiHOouoi
CTaTTi Bil 3arajdbHOi KiTHKOCTI ONHTAHHX.
HactymauM kpokom Oysi0 BH3HAYEHO BIKOBY
KaTeropito, 10 B CBOIO uepry craHoBmia 53%
Bix 16 no 18 pokis, 41% Bix 19-21 poky Ta 6%
BiJ 22 pokiB 1 OinbIue (puc. 1).

2. Baw eik:

6%

® 16-18 poxie

% 53% ® 19-21 pi

@ 22 porw i Binblwe

Puc. 1. KOHTHUHTEeHT OMUTaHUX
Fig. 1. Contingent of respondents

Ha nurtanHs sIK 4acTO rpar0Th OMUTaHI pec-
MOHJCHTH B OHJIAMH irpu OutbmicTh 32% Bij-
noBiH 110 1o s, 30% - neKiibKa pa3iB Ha TH-
XKIeHb, 26% - pigko, 8% - Hikonn, 4% - pa3 Ha
THKJIEHb. 3arajiaoM iHdopmMallist CBIIYUTh, IO B
MIHACHOCTI OLIBIIICTh OIUTAHNUX TaK YM 1HAKIIIE
€ AaKTUBHMMH YYaCHMKaMH OHJIAH irop
(puc..2).

Jlnst Toro mo0 3po3yMiTH SIKUH Ha ChOTO-
JTH1 € 3aITUTH Ta BMOJ00AHHS B OHJIAMH irpax y
HasBHOI aytuTopii, Oyno copMoBaHO MUTAHHS
1010 BIOA00aHb PI3HUX JKaHPiB irop. Ak pe-
3yJbTAaT OTPUMAJHU 3HAYHY TepeBary B I[IKaBO-
CTi 10 AMHAMIYHUX aKTUBHUX irop. Ha mepre
Miclle BUMIUIM irpu y popmaTi «mytep» - 1e
28%, «ctparerii» - 24%, «cUMynATOpU» Ta
«poiboBi1 irpu» mo 15%, comianbHi irpu OTpU-
MaJId HaliMEHIy KiUIbKICTb BIIOA0OAHB 110 CTa-
HOBMJIO 3araniom 5% (puc.. 3.)
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3. AK 4acTo BWU rpasTe B OHASMHH iTpn?

8%

’ @ lWoana
32%
Kinexa pasie Ha
26% ® . okacrs

@ Paz Ha T eHs

’ @ Pigko
4%
@ Hikxomw

30%

Puc. 2. AKTUBHICTD B OHJIAMH irpax
Fig. 2. Activity in online games

4, Axi waHpy oHNafH Irop BaC HARGINLWE WIK3ENATE? (8.

Wyrepn ———
Crparerii I
Comynaropy I
Ponsosi irpw (RPG) I
Couianediirpy
Hwe

[=]

50 100 150

Puc. 3. Briomo0aHHs MOJI0Ii B irpax
Fig. 3. Youth gaming preferences

Pozymitouw, 1110 3anuTH B OMUTAHOI ayUTO-
pii O1bIT GOPMYIOTHCS HA OCHOB1 TMHAMIYHHUX
irop, MocTae MUTaHHS UM BCE XK 3YCTPIvaIH Mij-
JITKU B OHJIAHH Irpax KOHTEHT, SIKMI MOKE BH-
NpaBaOBYBaTH a00 MiATPUMYBATH TEPOPUCTH-
yHi 1ii pd. [ ock B 11bOMY BUTIAIKY HaIl 000-
IOBaHHS MIATBepAMINCh. He 3Ha4Ha KiTBKICTh
aire 01M36K0 6% BIICOTKIB 3 BIIEBHEHICTIO IIiJ-
TBEPAWIN HAsBHICTh JaHOTO KOHTEHTY, 28%
BIJIMOBUIN IO 1HKOJU TIPOCIiAKOBYBaiu, 17%
HE 3MOTJIM YUTKO 3alepeyuTH TOH (aKT 1 nuie
50% BIIEBHEHO BIAMOBLIM IO HIKOJIM HE 3y-
CTpivaJiid HAsBHOTO KOHTEHTY (pHC.. 4). AJe sk
MOKa3ye MpaKTUKa HE BCl PECHOHJIEHTH MO-
KYTh KPUTUYIHO OILIIHIOBATH KOHTEHT SIKIIO Ma-
I0Th BXXKE BiJI HROTO MEBHY 3aJICKHICTh. Tomy
MH YMOBHO BBakaeMo 110 3 kareropii 50% e
MEeBHA KIJBKICTh, SIKI HE 3MOTJIM KPUTUYHO OI1i-
HUTH JaHWA KOHTEHT, aJie 11e JUIIIe HaIle TpU-
MYIIEHHS.
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5. Yk 3ycTpidani v B OHAGKH ITpax KOHTEHT, AKWiA MOXe BUNpaBAOByBaTY aBo MiATpuMyBaTh
TepopucTuuHi 4l pd?

185 Biarykw

® Tax, uacro "

28%
® |noa 51
® Hiconw 92

® Baxxo sianosicTv Ell
50%

Puc. 4. HasiBHICTh CyMHIBHOTO KOHTECHTY B OHJIQIH
irpax

Fig. 4. Presence of questionable content in online
games

AHaI3yI04H pe3yJIbTaTH ONUTYBAaHHS pec-
TIOHJICHTIB CTOCOBHO IMUTaHHSI BIUIMBY OHJIAH
Ha M1ICBIIOMICTb NiJTITKIB, (POPMYIOUH MO3H-
TUBHE CTaBJIEHHS JIO0 arpecHMBHUX i pod,
OTpHUMAaJIM He MEHII ITikaBi Bianosiai. [lepesa-
xHa Oumpmricts (31% - «rak» ta 38% «MoXx-
JIMBO») PECIOHJICHTIB BiJMOBiLNA, 0 OHJIAWH
ITPH MOXKYTh MaTH BIUIMB Ha ITiJICBIOMICTh
HiATITKIB 1 (POpMYBaTH MO3UTUBHE CTABJICHHS
no arpecuBHuX A pd. Lli pecnonmenTu 3a-
3HAUWIIM, M0 KOHTEHT Yy TaKWX irpax MOxKe
MiATPUMYBATH arpecuBHi Jii Ta cipusit Gop-
MYBaHHIO HEraTUBHHUX NEpeKOHaHb. YacTHHA
PECTIOH/ICHTIB BHCIOBHJIA IYMKY, IO BIUIAB
OHJIAMH irop Ha MiACBIIOMICTh MiJUTITKIB € 00-
MeXeHUM a0o He3HauHuM (27%). Bonu BBa-
JKAIOTh, IO e BIUTMB MOYKHA KOMIICHCYBAaTH
IHITUMHU (DaKTOpaMU, TAKUMH SIK OCBITa Ta BH-
xoBaHHS (pHC. 5).

BpaxoByroun noriepeiHi pe3yybTaTy OMUTY-
BaHHS, TTOCTA€ MUTAHHS CTOCOBHO KOMYHIKAITii
Ta 0OrOBOPEHHS MIX MiJUTiTkamMu abo B iHTEp-
HET CITUIbHOTI KOHTEHTY Y BiIeOirpax CTOCOBHO
(hopMyBaHHS TO3UTUBHOTO CTABIICHHS JI0 arpe-
CUBHHUX K pd. Ak pe3yabTat 10CiKEHHS BU-
3HaueHo, Mo (akTuyHo 45% Tak 4M iHAKIIe
MOXYTh OOTOBOpIOBaTH 1ie, a 46% KaTeropu-
9YHO CIIPOCTYBAJIU Take 0OTOBOpeHHs (puc. 6).

7. Hw oBroeoproeTe BW 2 Apy3AmMK 300 B IHTEPHET-CNINE...

@ Tax, yacto
® lhogi

3% @ Hikomm
46%
@ Baxxo signosicTi

Puc. 6. Komynikartii Ta 00roBOpeHHS MiXK ITiI[JIIT-
KaMHU KOHTEHTY Yy Bifeoirpax

Fig. 6. Communication and discussion among
teenagers about video game content

[Ilo cTocyeThcst YCBIOMIICHHS PECTIOH ICH-
TiB 1O KOHTPOJIIO BMICTY B OHJIalH irpax moJi-
TUYHOTO YH TIPOTAraHJUCTCHKOTO IOBIIOM-
JIEHH], B I 4YaCTUHI NHWTAaHHSI Maibke 2/3
(66%) 4iTKO 0AYUTH BaXKIUBICTH TAKOI POOOTH.

6. AK BW BBaXAETe, UM MOXYTb AEAKI OHNaWH irpyu BNAWBATM Ha MIACBIAOMICTL NIANITKIE, GopMYyt

NO3MTUBHE CTABNEHHA A0 arpPecuBHKMX Ail pd?

185 Bigryxkm
® Tax 58
® Hi 50

® Mownweo, ans He BNeEHEHKA(E) 71

@ Baxxo signosicti 6

38%

27%

Puc. 5. MoxIJIMBICTh BIUTHBY OHJIAWH irOp Ha MiACBIIOMICTh ITiIJTITKIB

Fig. 5. The possibility of online games influencing the subconscious of adolescents
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B Toii ke yac 24% BBakae 10 1€ HE € BAXKIIU-
BHM, 1 I1¢ OUTbIIIE TOBOPHUTH MPO OANITYKICTh 10
JAHOTO MPOIIECY BiAMOBIAHOI KaTeropii pecrno-
HJIeHTIB (puc. 7).

8. Ax 8K BRAXAETE, HACKINBKW BAXIMED KOHTROAHESTH B...

1%

’ 21%

24% ® Baxumso

® e saxiveo

@ Hesawnwvso

@ Baxxo signosictu

45%
Puc. 7. YcBigoMieHHs 0J0 KOHTPOJIO BMICTY B
OHJIAMH irpax MOJITHYHOTO YH IMPONaraHIuCcTCh-
KOT'0 TIOBIIOMJICHHS

Fig. 7. Awareness of content control in online
games of political or propaganda messages

Hactynaum 6510k0M nUTaHb B JaHOMY JIOC-
TiKEHI TPUCBSIYCHO TelerpamM-kaHaiaM. B i

YacTHHI CIpPOOyBaIM Ji3HATUCH PO AKTUB-
HICTh OTPUMaHHA iH(pOpMaIlii pecroHIeHTaMU
Ha MPUKIIAAl TOTOYHOI cUTyallito B Ykpaini. B
[[bOMY BUIIAJIKY OTPUMAITH PE3YIbTATH TOTO IO
3Ha4yHa OLIBIIICTh ONUTAHUX, a e 60% HoaHs
OTPUMYIOTH 1H(MOpPMAIliIO 3 TelerpaM-KaHaTiB,
6mu3pk0 19% TakoX 4acTO KOPUCTYIOTHCS TO-
CIyraMu JaHWUX KaHaiB, HE3HAYHA KIJTbKICTh
10 8% Bce Xk ajie 3 MEBHOIO MEePiIOANYHICTIO KO-
PUCTYIOTBCA TOciHyramMu. B pmaHiii cuTyarii
mmke 10% BignoBinu mo pigko ta 8% HiKOIH
HE KOPHCTYIOTHCS 1H(POpPMAIIIE0 3 TeJIerpam-
kaHaniB (puc. 8). Takuii miaxia, TOBOPUTH PO
TEIIO TeJIerpaM-KaHaAI! Ty»Ke aKTHBHO BILTBA-
I0Th Ha CYCHUIBCTBO 1 B IJIOMY, Came Ha TiJTi-
TKiB, TaK SK II€¢ HAWOUTbII 3py4HUN CrOCiO
orpuMatu iH(popmariio. BpaxoByioun Taky
CTPIMKY TOMYJISIPHICTh TeJerpaM-KaHalliB, SK
OCHOBY JUIs OTpHMaHHS iH(opMaIllie, HacTyI-
HUM JIOTIYHUM TIUTaHHSAM € JOBIPH Ta JOCTOBI-
pHOCTI Takoi iH(oOpMalii B JaHUX KaHajax. 3
I[I€0 METOIO MOCTaBJICHO MUTaHHA y (hopMaTh
«SIx BM OIIHIOETE JOCTOBIPHICTH iH(pOpPMAIIii 3
TenerpaM-kaHamB?». SIk pe3ynabTar oTpuMalid

9. Ax vacTo Bu EMKODWUCTOBYETE TENErNpam-kKaHan 4n1 of...

8%

10% oqiill

19%

® WoaHn

Kinbka pasis Ha
TV IEHE

@ Fas Ha TMXASHB
@® Pigko

@& Hikonu

Puc. 8. YUactoTa BUKOpHCTaHHA TeJerpaM-KaHamiB i OTpUMaHHA iHpOpMaLlii PO MOTOYHY CUTYAIiI0

B YKkpaiHi

Fig. 8. Frequency of using Telegram channels to obtain information about the current situation in Ukraine
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10. He BW OUIHKOETE AOCTORIPHICTE IHGORMAUIT 2 TENETPA...

81%

Puc. 9. /loctoBipHicTh iH(OpMarlii B TeIerpam KaHazax
Fig. 9. Reliability of information in Telegram channels

JOCUTH TIPUTOJIOMIITYBAaHHI Pe3yabTaTH, a CaMe
81% uyiTkO BiAMOBUIN 10 ()AaKTUIHO YaCTKOBO
JOBIpAIOTH Takii iHpopmanii 1 4% MOBHICTIO
noBipsA0Th. HesHauHa kibKicTh y 8% KpuUTH-
YHO CTAaBUTHCSA 0 TAaKOro pony iHgopmarii
(puc. 9). HasiBHI pe3ynbTaTh A0 HACTOPOXKY-
I0Th, TOMY 110 (PaKTUYHO iH(pOpMAIIi€ 3 TAKUX
JOKEpeTl € IOCUTh CYMHIBHOIO 1 TOTpeOye peTe-
JBHOI yBaru Ta nepesipku. Hemae xoaHo1 Bif-
MOBIIaJTLHOCTI (DAKTUYHO 32 HEJOCTOBIPHY Ha-
naHy iH(opMaIlito B TeIerpaM-KaHaiax.

Jlam Mu cripoOyBaiiv TOCTIAUTH 11€ ITUTAHHS
rnubme. [ mporo Oyno mocTaBiIeHO HACTy-
ITHE TTUTaHHS [[0JI0 BITYYTTS BILTUB iHpOpMa-
1ii 3 TemerpamM-kaHalliB Ha eMOIIHMUH cTaH. B
I YaCTHHI OTPUMAaHO BiAMOBifi, 1m0 Ha 18%
e mifiCHO TOCHUTh CWIILHO BIUIuBae, 44% minr-
BEPJIWJIU 1110 1€ YaCTKOBO Ha HUX BIUIUBAE, 35%
CTBEP/KYIOTh IO 15l iH(OpMaILis )KOJAHUM YH-
HOM He BIUTUBA€ Ha eMoIliiiHui ctaH (puc. 10).

BpaxoByroun Bulle orpuMany iHpopmarliio,
HE0OX1THO Oys10 OUTh JIeTaTbHO BU3HAYUTHCH 3
KOHTEHTOM SIKUI HaiOLIbII [[IKABUTH OMUTAHY
aymutopito. Sk pe3ynbTar 36% LiKaBIATHCS
HOBHHaMH, 21% IIKaBIATHCS PO3BAXKATHHUM
KOHTEHTOM, 19% IiKaBIITHLCI OCBITHIMH MaTe-
piamamu, 12 % 1iKaBIATHCS COIIATBHO-TIONITH-
YHUMHU 00TOBOpeHHsIMHU (pHcC. 11). DakTuyHO 3
JAHOTO OMHTYBaHHS MU 0a4MMO IO JOCUTh
ITUPOKUH € OTJISA] PI3HOTO KOHTEHTY 1 JIMIIIE HO-
BUHU B IIbOMY BHIAJKy 3alMalOTh JIiIUPYIOUi
O3MII].
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@ MoesicTo aosipam
® [ceipreo 4acTEos0
@® He gosipawo

@ Baxxo signosicTi

11. Y BigUyBZETE B BNIME IHDOPMALIT 2 TENEMPaM-KaH...

® Tak, zHa4YHO
EMAWEAE

@ Tax, ane HecyTTEED
@ Hi, He BnAvEaE

@ Baxxo BignosicTH

Puc. 10. Brutus indopmariii 3 Tejaerpam KaHajIiB Ha
eMOLIWHUH cTaH

Fig. 10. The influence of information from telegram
channels on the emotional state

12, AKMA KOHTEHT Ha TENErPaM-KaHaN3x B HakuacTiwe ..

12%
@ HoBwew

o/ - -
36% CouiansHo-
MOAITAYHI...

@ Nymop 13 Memu

19%(
@ OceiTthi matepiann
7% h‘l?_% ® |Huwe

Puc. 11. KoHTeHT, sIKUii IeperiaaeThCs pECIOHIe-
HTaMH B TeJlerpaM-KaHaiax

Fig. 11. Content viewed by respondents in Tele-
gram channels
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Jlsis 3aKpiTUIeHHS pe3yNbTaTy ONMUTYBaHHS
OyJa TTOCTAaBJICHO MUTAHHS 100 MOXKJIHUBOCTI
OHJIAH ITPH Ta TeJerpaM-KaHaJIu JOTIOMOTH Y
3HW)KEHHS CTpecy Bij BiiiHU. B mbomy Bumaaky
68% pecCroH/IEeHTIB CTBEPIHO BiJIMOBLIH, IO
TaK, 18% B 1IbOMY HE BH3HAYIJIUCH Ta BiIO-
BiTHO 14% >KOAHMM YMHOM Ha IIe HE PearyrTh

(puc. 12).

13. Ak BW BEAXAEETE, UM MOXKYTE OHAZRH IrpW Ta TEAErpa...

18%

® Tax
14% ® Hi

@ Baxxo BIgNOBICTK
68%

Puc. 12. [IutaHHs 110,10 MOXKIUBOCTI OHJIAWH irpH
Ta TeJerpamM-KaHalld JOTIOMOTH Y 3HUKEHHS CTpeCy
BIJI BIHHA

Fig. 12. Questions about the possibility of online
games and Telegram channels helping to reduce
stress from war

J11s1 Mo1ambIIoro JOCIIKEHHSIM He0O0X1JHO
3’ICyBaTH, SIKa KUIBKICTh PECIIOHJCHTIB Tepe-
OyBaJia KOJU-HEOYb Y TPYIOBHUX, 3aKPUTUX U1
cekperHux ydatax (Viber, Telegram, Instagram
a0o 1H1I1), TeMa SKUX TOB'sI3aHa 3 TEOMOJIITHY-
HOIO CHUTYyaIli€lo. Y BIAMOBiIb CTBEPHO MOBi-
nomma 83% 110 HIKOJIM HE KOPUCTYIOThCS Ta-
KHMH KaHajJaMH, aje B To# ke Jac 12% uiTko
Hajganu 1H(QOpMAIi0 IO MIMCHO KOPHUCTY-
IOThCSL, 1 auire 4% He 3MOTIH YUTKO BIAIIOBICTH

(puc. 13).

14. Hu nepebyeany BU KONWM-HeDYAE ¥ TRYNOEBKME, 33KPWT...

4%

12%

@ Tax
@ Hi

@ Basxo signosicti

83%

Puc. 13. 3akpuTi yaTti B MEceHKepax, OB’ A3aHi
3 TCOTOJIITUYHOIO CUTYAIIER0

Fig. 13. Closed chats in messengers related to the
geopolitical situation
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BpaxoByroun nonepenHi BiJMOBil Mpo Te-
peOyBaHHS y TPYNOBHX, 3aKPUTUX YU CEKpET-
HUX YaTax, 10JJaHO IUTaHHs CTOCOBHO HAsSBHO-
CTi B IIMX YaTax 3aBJaHHS a0o "kBecTiB", MOB'-
A3aHi 3 epeaayero iHpopmalii TepoOpUCTUYHIH
kpaini pd. B Oinbmocti Bumagkis 95% Mu
OTpPHUMAaJIH BiIOBIb PO BIACYTHICTh TAKOI 1H-
¢dopmMartii, ane B Toixke yac 2% ONMUTAHUX B pe-
aJIGHOCTI 3yCTpivasid Taki 3aBAaHHS 1 MpO 1
o3Byumsin (puc. 14). B 1mpomy BUManky mu
cripoOyBajil yTOUYHUTH, IKOTO came Oyna dop-
Mary 1 iHdopmaIllis, K pe3yabTaT OTPUMAIN
JIOCITIBHI BIiAMOBIi: «3/IMB IMO3ULIH, IiaIaINn»;
«Oyap ska iHGopMallisi 32 MOKIIMBY T'POILIOBY
BUHAropoay»

15. HKLLI,O Tak, 4K ByCTpi'—laﬂM BW B TdKMX YaTaX IdBdaHHA...

A%

@ Tax
® Hi

@ Bawxo signoeicti

95%

Puc. 14. 3aBgansas Ta «KBECTHY, OB’ sI3aHi 3 Mepe-
nadero indopmarii kpaini arpecopy

Fig. 14. Tasks and “quests” related to the transfer of
information to the aggressor country

OBIPYHTYBAHHS TOCJIJDKEHHS

AKTYalbHICTb IIbOTO JIOCHTIPKEHHS 00yMOB-
JIeHa 3pOCTaHHSIM BIUIMBY I1HTEPHET-CEpEIo-
BUIIIA HA MOJIO/Ib, OCOOJIMBO Y CYy4aCHUX yMO-
Bax TiOpuaHOi BiliHU. Buxopucranus mudpo-
BUX IIATGOPM BOPOroM st 300py po3BinyBa-
JHHUX JaHUX Ta MPOBEICHHS ITiIPUBHUX OTe-
pariii BUMarae peTeIbHOro BUBYCHHS BIUTUBY
IHTEpHETY, 30KpeMa OHJIAMH-ITOp Ta MeCeH-
JDKEpiB, Ha MOJIOIDKHY ayauTopito. OCKITbKU
MIJUTITKA € aKTUBHUMH KOPUCTYBa4aMH TaKHUX
mw1atopm, ocoOIMBO irop i3 QYyHKIISIMHU pea-
JBHOTO CHUIKYBaHHS, BAXJIMBO 3pO3YyMITH, Ha-
CKUTBKHM II KaHAJIW MOXYTb CIPHUATH TOIIM-
PEHHIO BOPOXKOI TPOMAraHIyd Ta HEraTUBHO
BILJIUBATH HA CBIJIOMICTb.

OCHOBHOIO MOTHBAIIIEIO ISl TTPOBEACHHS

95



Information technologies

JOCTIPKEHHSI CTal0 TparHeHHs BUSIBUTH Pi-
BEHb 3arpo3u, MOB's3aHOI 3 1H(GOPMAIIHHOIO
MaHIMyJIALIEI0 Ta MPOIMAraHjo0, SKi MOXYTb
OyTH MPUXOBaHI B MOMYJSIPHUX CEpPEel MOJIOI]
iHTepHeT-pecypcax. JlocnipKeHHs ClIpsSMOBaHe
Ha BU3HAYEHHS TOTO, HACKUILKM 4acTO ITiJJIi-
TKH CTHKAIOThCS 13 CYMHIBHHM KOHTEHTOM Y
(G poBOMY MPOCTOPI Ta SK 1€ MOXKE BIUTUBATH
Ha iXHi IePeKOHAHHS, TOBEAIHKY Ta €eMOLIHHUAN
CTaH.

BpaxoByroum, 1110 MiUTITKH € BPa3JIHUBOIO Ka-
TETOpIEI0 Yepe3 HEeIOCTaTHhO chopMoBaHe
KPUTHUYHE MUCIICHHS, BOXKIIUBO PO3POOHUTH pe-
KOMEHJIAIl Ui 3HWKEHHS HEraTUBHOTO
BIUIMBY IHTEpHETY. 30KpeMa, TOCIIIKCHHS Ma€e
Ha METI JIaTH BIAMOBIIb HA TaKl 3alIUTaHHI:

Hackinbku nommpeHi cepe miuTiTKiB CUTY-
arii B3aeMoii 3 MpomaraHAuCTChKUM abo Jie-
CTPYKTUBHUM KOHTEHTOM?

Sk BOHU CIpHIIMAIOTh 1 pearyrTh Ha TO/Ii-
OHI MaTepiasiu B irpax Ta MeceHKepax?

Uu BrUIMBAIOTh OHJIANH-PECYPCH HAa EMOITIH-
HUH CTaH MOJIOJII Ta TXHIO 3MaTHICTh IPOTUCTO-
aTH ne3iHdopmartii?

Pesynbpratu 11bOTO TOCIHIKEHHS JTO3BOJIS-
I0Th PO3POOUTH €(DEKTUBHI 3aX0aU JJIs TIOTIe-
pEeIKEeHHs HETaTUBHUX HACHTIJIKIB BIUITMBY BO-
POXOT0 KOHTEHTY Ha MOJIOZb, & TAKOXK CIIPHSI-
I0Th (POPMYBAHHIO OCBITHIX IpOTpaM JJIsi poO3-
BUTKY KpUTHYHOTO MucieHHs. Lle moci-
JOKEHHS € BOXKJIMBUM HE TLIBKH IS OCBITHBOT
cbepu, a it 115 Opra”iB ACp)KaBHOI BIaAH, K1
BiJIMOBIAAIOTh 33 HAIIOHAIBHY OE3IMeKy, OCKi-
JbKU BUSIBJICHHS Ta MPOTHUIs 1HGOpMAIiHHUM
3arpo3am CTa€e KIFOYOBUM KOMIIOHEHTOM Yy 00-
pOTHOi 3 TIOPUAHUMH 3arpo3aMHu.

HACTYIIHI JOCJITDKEHHA
3A TEMOIO

BpaxoByroun oTprMaHi pe3ybTaTH Ta aKTy-
QIBHICTD TOCIIHKCHHS, TUTAHYETHCSI TIOJATBIIE
pPO3MIUPEHHS aHa3y BIUIMBY IHTEPHET-CEpe-
JIOBUIIIA Ha MOJIOJb Y KOHTEKCTI TiOpHIHOi
BiitHM. MalOyTHI JOCIITKEHHS MOXYTh OXOII-
JIIOBATH TaKi HANpsMU:

[Tornmubnenuit aHani3 KOHTEHTY OHJIANH-
irop Ta MmecenxepiB. HeoOXiHO neTambHO J10-
CIIINTH, K1 caMe €JIEMEHTH ITPOBOTO Ta Me-
TIIHOTO KOHTEHTY MICTATh MpONaraHay 4 BH-
NpaBJaHHS HACHUJIbCTBA. AHANI3 JOMOMOXE
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CTBOPUTH CHCTEMY PaHHBOTO TOIEPEIHKCHHS
1010 TIONIMPEHHS HEOE3MEYHOTO KOHTEHTY.

MOHITOPHHT JOBrOCTPOKOBOTO BILTUBY OH-
JIAaWH-1TOp Ta COMAIbBHUX MEPEXK Ha TICUXOJIOT1-
YHUH cTaH miuTiTKiB. OIiHKa 3MiH y CBiIOMO-
CTi Ta MOBEIIHII MOJIOA1 BITPOJIOBXK TPUBAJIOTO
4acy J103BOJINTh BU3HAYMTH, SIKI (pakTopu Haii-
OlnbIlIe BIUIMBAIOTH Ha (POPMYBaHHS IXHIX IIe-
PEKOHaHb 1 SIKI IHCTPYMEHTU e()eKTHUBHI IS
HeWTpai3alii boro BIUIUBY.

Po3pobka MeTo0510T11 OI[IHKK KPUTHYHOTO
MUCJTIEHHS cepea MmmIiTKiB. JlociaimkeHHs B
[IbOMY Harpsmi JOMOMOXKYTb CTBOPUTH OCBITHI
nporpamu, mo (GpopMyBaTUMYTh Y MOJIOJI 3/1a-
THICTB JI0 pO3Mi3HaBaHH: Ae3iH(opmallii Ta Ma-
HIITYJISITHA.

[HTerpariss TEXHONOTIH IITYYHOrO iHTENe-
KTy JUTsl aBTOMAaTUYHOTO BUSIBJICHHS HeOe3mey-
HOTO KOHTEHTY. BrpoBasKeHHs iHCTPYMEHTIB
MOHITOPHHTY B PEKHMI PEaIbHOTO Yacy MOXKE
MiJBUIIATH PIBEHb OE3MEKU OHJIAH-Cepeso-
BUIIIA.

Amnani3 BIUMBY Ae3iHopmalii B Tenerpam-
KaHaJIax Ta 3aKPUTUX YaTaxX Ha CYCIIJIbHY Y-
MKy. BUBYEHHS MexaHi3MiB, 3a JIOIIOMOTOIO
SIKUX TIOIIMPIOETHCS HEAOCTOBIpHA 1H(pOpMa-
Ilisl, JO3BOJUTH YAOCKOHAIMTH METOIU OOpo-
THOU 3 MPONAra”00 Ta MaHIMYJISAIISIMH.

[TopiBHsIBHUI aHAMI3 AOCBIAY 1HIINX KpaiH
y 60poTh0i 3 iH(poOpmariiiHOlO arpeciero. Bu-
BUCHHS KPAIUX MMPAKTUK Ta MiIX0/iB, BUKOPHU-
CTaHUX y IHIIUX JIep>KaBax il TPOTHUIIT T10pH-
JTHUM 3arpo3aM, JO3BOJIUTH aJaNTyBaTH iX O
YKpaiHCBKUX peajiid.

[Toganpmni gOCHiKEHHST CIPUSITUMYTD PO3-
poOIli HOBHX IHCTPYMEHTIB JUISl TIiBUIIICHHS
iH(opMaIliifHOi OE3MeKN Ta 3HUKEHHS BIUTUBY
JIECTPYKTUBHOTO KOHTEHTY Ha MOJIOJb. BoHuU
TaKOX JIOTIOMOXYTh BJIOCKOHAJIUTHU OCBITHI Ta
npoUIAKTUYHI MPOTpaMH, IO CIPHUSITUMYTh
(hopMyBaHHIO CTIHKOCTI MOJIOJOTO TTOKOJIIHHS
710 MaHIMyJSLIN Ta Ipomarasu.

BUCHOBOK

BucnoBok: OTke, Ha OCHOBI MPOBEICHUX
pe3yabTaTiB  JOCHIDKEHHS MH  MOXXEMO
KOHCTaTyBaTH ()aKTU PEANTbHOTO  BILIUBY
IHTEpHET-CepeIOBUIIa Ha MITKIB. Takum
YMHOM MH MOXEMO C(OpMyBaTH HACTYIHI
TE3U:
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1. Yacrora KOpUCTYBaHHS IHTEPHETOM Ta
irpamu. Benuka vacThHa MiIJTITKIB aKTUBHO
BUKOPUCTOBYE 1HTEPHET JUISI PO3Bar, 30KpemMa
TUTSt OHJIAWH-ITOP. Haiimonynsipaimmmu
XKaHPaMHU € CUMYJISITOPH, IIyTepu Ta CTpaTerii,
10 CBIAYUTH MPO PI3HOMAHITHICTH 1HTEPECIB.

2. BB iHdopmamii 3 iHTepHeET-
pecypciB. 3HayHa KUIBKICTh PECIIOH/EHTIB
MOBIAOMJISIFOTH MPO  BILTUB  iH(pOpMaIli 3
TenerpaM-KaHamB Ha ix emoriitauii crad. Lle
HiAKPECIIOE BaXKJTUBICTh KPUTHUYHOTO
MHUCJIEHHS Ta HEOOXIIHICTh KOHTPOJIO 3a
CTHIOKUBAaHUM KOHTEHTOM.

3. HeratuBni  ¢akropu. OCHOBHUMH
npobiaemMami, 1110 Oy/y BUSIBIICHI, € TTOIMIUPEHHS
HEMpaBauBOi  1HGOpMaIlii, BOPOXHEYI Ta
nponaraau. [TiniTku BU3HAIOTH HEOE3MeKy
TakuX (aKkToOpiB 1 PEKOMEHIYIOTh PO3BHUBATU
KPUTUYHE MUCIICHHS [Tl X MiHIMi3aIii.

4. 3amoOiraHHs y4yacTi y HeOe3MmeuHux
garax. Jleski pecrmoHJAEHTH BBAXKAIOTh, IO
0OMEKEHHS JOCTYITY /10 TIEBHOTO KOHTEHTY Ta
BIKOBI O0OMEKEHHS MOXYTb CTaTu
e(heKTUBHUMH criocobamu 3armo0iraHHs
HEraTUBHOMY BIUIMBY. [HIII PEKOMEHIYIOTh
oOroBopeHHs1 mpoOIeM 3 MIITITKAMUA ISt
OLTBIIOTO PO3YMIHHS PU3HKIB.

Buxonsun 3 pesynbrariB  c(hOpMOBaHHUX
Te3, MH MOXeMo c(popMyBaTH  TEBHI
peKoMeHaIlii, SAKi B TOJAIBIIOMY MOXYTh
JIeII0 TOKPAIINTH HAsBHY CUTYaIlil0, a cCaMe:

1. OcBiTHI mporpamMu Jjsi  PO3BUTKY
KPUTUYHOTO MHUCIICHHS TiIJTITKIB.

2. Indopmarriiina KaMIIaHis 1010
0€3MeYHOr0 KOPUCTYBAaHHS I1HTEPHETOM Ta
po3Mmi3HaBaHHs Ae3iH(popMarlii.

3. TlocusieHHSI KOHTPOJIIO 32 JOCTYIIOM JI0
IIKIJUTUBHUX 1HTEPHET-PECYPCIB.
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Research on the impact of the internet
environment on adolescents

Maksym Delembovskyi, Maksym Markevych,
Borys Korniichuk

Abstract. This work focuses on the researched
impact of the Internet environment on teenagers,
which provides a detailed vision of this issue.

The main attention is paid to the study of popular
messengers, as well as computer games, according
to their popularity. The main ones are: "Telegram",
"Instagram", "Viber", "Counter-Strike", "World of
Tanks", "Dota 2".

This study revealed that a significant number of
teenagers spend time in online games and
messengers, in addition, they come across content
that supports the aggressive actions of the aggressor
state, which can affect their consciousness and
emotional state.
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This article analyzes the methods of attracting
teenagers by the aggressor state to perform
intelligence and subversive tasks.

This paper examines the perspective of filtering
and restricting content for teenagers that is currently
publicly available.
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Abstract. The ongoing conflict in Ukraine has
demonstrated a significant transformation in
warfare, as traditional military strategies are
increasingly supplemented by digital technologies,
particularly unmanned aerial vehicles (UAVs). This
article explores the design of radio communication
modules for UAVs operating on non-standard
frequencies, addressing the challenges posed by
Russian electronic warfare (EW) tactics, which
systematically disrupt conventional civilian radio
frequencies. By leveraging alternative frequencies,
UAVs can maintain reliable communication even in
electronically hostile environments. The paper
provides an overview of current UAV
communication systems, such as ExpressLRS
(ELRS), and their limitations in modern combat
scenarios. It further details the technical process of
designing custom transmitter (TX) and receiver
(RX) modules using LoRa (Long Range)
technology and components like the LILYGO®
TTGO LoRa32 V2 board. Emphasis is placed on the
importance of selecting appropriate RF chips,
amplifiers, antennas, and filters to optimize
performance in frequencies, such as 433 MHz, less
affected by electronic warfare. This approach
enables the development of robust, adaptive
communication systems, offering greater flexibility
and independence for UAVs in critical operational
contexts. The article concludes by highlighting the
potential for further system refinements and future
scalability for military use.

Keywords: UAVs, radio communication
modules, non-standard frequencies, electronic
warfare, LoRa technology.
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INTRODUCTION

Russia's large-scale invasion of Ukraine has
become an example of how classical forms of
warfare are being transformed by digital tech-
nologies. The conflict, which began with the
use of traditional military methods, has become
a digital age war. The use of the latest technol-
ogies, cyber operations and drones, has become
a key aspect of modern warfare. This is not the
first conflict in which unmanned aerial vehicles
(UAVs) have played an important role, nor is it
the first where they have been used by both
sides. However, the use of drones in Ukraine is
a dramatic change. Never before have so many
drones been used in a military conflict. Re-
cently, the active use of UAVs has faced new
challenges. Russian invaders, using electronic
warfare equipment, systematically jam conven-
tional civilian radio frequencies traditionally
used to control drones. This significantly limits
the effectiveness of standard radio communica-
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tion solutions, increasing the need for new ap-
proaches to protecting and ensuring the contin-
uous operation of UAV control systems. In a
rapidly changing warfare context, developing
flexible and adaptive radio communication so-
lutions is becoming a priority. The design of ra-
dio communication modules at non-standard
frequencies opens up opportunities to ensure
communication stability in the face of intense
electronic warfare. This article discusses the de-
sign of radio communication modules for
drones on non-standard radio frequencies, their
potential and effectiveness for ensuring com-
munication reliability, and the prospects for in-
tegration into modern UAV control systems.

PROBLEM FORMULATION

Radio systems for UAVs have evolved
significantly over the past two decades,
providing pilots with flexible and reliable
systems to control their drones at different
distances and in obstacle conditions. Among the
main systems for FPV drones are TBS
Crossfire, ExpressLRS (ELRS), FRSky, and
FlySky. TBS and ELRS use the same data
transmission protocol - LoRa (Long Range)
technology, which provides a stable signal over
a long distance, low latency, and high resistance
to interference. The key difference between the
two is that ELRS is an open source platform
that is actively developed and supported by a
community from around the world. This allows
you to quickly integrate new features, adapt the
system to the needs of users, and even change
the firmware on the modules to suit your tasks.
FRSky is a popular UAV control system that
operates at 2.4 GHz using FHSS (Frequency
Hopping Spread Spectrum) technology, which
ensures signal immunity to interference. While
this system is well suited for most civilian
flights, its range and immunity to radio
interference are inferior to TBS Crossfire and
ELRS. The FlySky also operates at 2.4 GHz and
is aimed primarily at beginners. It provides
basic signal reliability and sufficient
communication range for less complex flights.
However, it is not suitable for professional tasks
or use in electronic warfare due to its limited
range and simple design. Thanks to its openness
and accessibility, ELRS is gaining popularity
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among pilots looking for ruggedized systems.
Of course, in civilian conditions, changing
standard frequencies is a violation of radio
frequency legislation, but not when used by the
armed forces in an existential struggle against a
superior enemy.

BASIC PRINCIPLES OF ELRS OPERATION

The ExpressLRS operates on a classic UAV
control scheme, using a transmitter (TX) and
receiver (RX) connected via a radio channel.
The operator transmits commands using the
remote control, to which either an external
ELRS module is connected via the appropriate
port or an internal built-in compatible module
is used. From there, the signal is transmitted
over the radio channel and received by the
receiver installed on board the UAV. The RX, in
turn, is connected to the flight controller, which
interprets the received commands and executes
them in real time. The ELRS is based on
microcontrollers and RF modules from
Semtech, Espressif, and STMicroelectronics.
Semtech's RF modules (SX127x, SX1280,
LR1121) support LoRa modulation methods
and are the basis for signal transmission and
reception [1]. They operate in the frequency
bands 433 MHz, 868/915 MHz (SX127x,
LR1121) and 2.4 GHz (SX1280). The LR1121
features support for multiple frequency bands
and greater sensitivity, which expands its
application capabilities. Espressif's
ESP32/ESP8285 microcontrollers are
computing cores that provide data processing
and user interaction (e.g., parameter settings).
They also provide the ability to update
firmware via Wi-Fi. STM32s are often used in
ELRS receivers for signal processing and
communication with other components. They
are no longer supported as of version 3.5.0, as
well as the ESP8285, and communication with
other components. They are no longer
supported as of version 3.5.0, as well as the
ESP8285, and it is recommended to use the
more modern ESP32 and ESP32C3.
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Fig. 1. ELRS receiver from BetaFPV with ESP8285
and SX1280 [3]

Fig. 2. ELRS transmitter from BetaFPV with ESP32
and SX1280 [3]

As illustrated in Figure 2, the ELRS
transmitter integrates an ESP32 microcontroller
with an SX1280 RF module, demonstrating a
setup suitable for UAV control.

LoRa (Long Range) is a wireless modulation
technology developed by Semtech. Its main
feature is the ability to transmit data over long
distances with low power consumption, using
an extended signal spectrum and low data rate.
LoRa uses Chirp Spread Spectrum (CSS),
which broadens the spectrum of the transmitted
signal, allowing for significant immunity to
interference, very useful in military
applications. LoRa can work with very weak
signals, which allows it to function effectively
even with low transmitter power. LoRa also
supports a relatively low data rate (within a few
kilobits per second), which is acceptable for
radio control systems, where the main task is to
provide reliable communication with low
latency.

DESIGNING RX/TX PAIR

Today, there are a lot of off-the-shelf
solutions that can be converted to other
frequencies by reassembling the firmware. This
option allows you to experiment with
frequencies, but it is important to note that
although ELRS software allows you to
customize frequency bands through the
firmware, the hardware of the TX or RX

SMART TECHNOLOGIES:
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module may not meet the requirements of the
new frequency. RF components, such as filters,
amplifiers, and antennas, are usually tuned to a
specific frequency band. Moving the module to
a frequency for which its hardware was not
designed can result in reduced signal efficiency,
increased noise, or even damage to the
equipment. For our purposes, it is advisable to
consider designing your own modules. This
will allow us to select the optimal components
that will meet the necessary technical
requirements. In addition to choosing the most
suitable RF chip for our tasks, it is important to
choose an amplifier that operates in the desired
frequency range. It is also important to select
the right antennas and filters that will be tuned
to the selected frequency range to minimize
signal loss and ensure optimal performance. At
the moment, the upper frequency range (700-
1000 MHz) is saturated with electronic warfare
(EW) interference, making it unsuitable for
stable operation of radio control systems.
Therefore, this article will highlight the process
of developing a working prototype of the
module in the lower frequency range, focusing
on frequencies around 433 MHz. This will
allow for more stable and reliable
communication. This development is an
important step towards creating an efficient
radio system, and these developments can be
used for further modernization. In the future,
based on this “proof of work,” a factory
solution with a full printed circuit board (PCB)
and factory production can be developed, which
will allow the project to be scaled up for wider
use.

The selection of components for this
particular case was carried out to speed up the
process of creating a “proof-of-concept” and
demonstrating the work [2]. The main ones are
two LILYGO TTGO LoRa32 V2 boards - one
for the transmitter and the other for the receiver.
You will also need a 3D printer and material
(PLA or PETG) to make a case and antenna for
433 MHz or another frequency you define. We
recommend using a moxon antenna for the
transmitter and a dipole for the receiver. An
important element is also the BEC (Battery
Eliminator Circuit), which reduces the voltage
to power the transmitter to 5 V. First, you need
to prepare the LILYGO TTGO LoRa32 V2.1
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board. It must be installed in a case printed with
a 3D printer. When choosing the material for
the case, PLA or PETG are the best solutions,
as they provide strength and heat resistance.
The case should be designed to provide
adequate ventilation to avoid overheating of the
board during operation. Next, you need to
provide power for the transmitter. The LILY GO
TTGO requires 5 V for reliable operation, so a
BEC should be connected to reduce the input
voltage from the battery (VBat) to the required
5 V. The BEC can be connected directly to the
battery or to the JR bay of the equipment. Next,
you need to connect pin 13 of the
microcontroller to the lower pin of the
equipment, this is the information line. The next
step is to connect the antenna. The Moxon
antenna must be securely installed and
connected to the TTGO board. It is important to
place the antenna as far away from other
components as possible to minimize
electromagnetic interference and improve
signal quality. The amplifier and/or filter can be
integrated into the system between the TTGO
board and the antenna. To connect, connect the
antenna output connector of the TTGO board to
the input of the amplifier, and connect the
amplifier output to the Moxon of the antenna. It
is important to pay attention to proper cooling
of the amplifier, as it can heat up at high power.
This can be solved by installing the amplifier in
a well-ventilated enclosure or by adding a
passive heat sink to dissipate heat. The addition
of an amplifier will significantly increase the
range of the UAV and improve the reliability of
radio communication in electronic warfare or
when operating in difficult conditions. With the
receiver, the scheme is a bit simpler, you need
to connect the TX of the TTGO board to the RX
of the flight controller, and the RX of the TTGO
to the TX of the flight controller, which will
allow the control panel and the drones to
exchange signals via the radio channel. The 5V
source and ground can be taken from the
dedicated pins on the flight controller.

As illustrated in Figure 2, the ELRS
transmitter integrates an ESP32 microcontroller
with an SX1280 RF module, demonstrating a
setup suitable for UAV control.
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Fig. 3. Example of the transmitter assembly inserted
into the Radiomaster TX16 remote control [2]

Fig. 4. Example of receiver assembly [2]

CREATING THE FIRMWARE

The process of compiling the ExpressLRS
firmware for the TTGO LoRa32 433 MHz
board requires the use of Visual Studio Code
(VSCode) with the PlatformlO plug-in. First,
you need to install VSCode by downloading it
from the official website. After installation, add
the PlatformlO IDE plugin in the Extensions
section of VSCode. The PlatformlO platform
provides an  integrated  development
environment for embedded systems, which is
necessary for working with ExpressLRS
firmware. After that, the user must download
the ExpressLRS source code from GitHub. This
can be done through the command line built
into VSCode using the command “git clone
https://github.com/ExpressLRS/ExpressLLRS.gi
t”, which will download the entire repository to
the project. First, you edit the configuration file,
specify the module parameters, including the
connection key, wifi auto-interval, and radio
frequency domain. Next, you need to go to the
lib folder, and in it to FHSS. Open the
FHSS.cpp file and adjust the frequency of the
previously selected domain. When all the
parameters are set, you can proceed to compile
the firmware. PlatformIO provides the ability to
compile by clicking the “Build” button located
in the plug-in menu. The compilation process
may take several minutes, depending on the
computing power of the computer. After the
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compilation is complete, the “Upload” button
can be used to download the firmware to the
microcontroller. After downloading, the user
can check the system's performance by
connecting the module to the transmitter and
checking the data transmission over the
selected frequency.

As 1illustrated in Figure 2, the ELRS
transmitter integrates an ESP32 microcontroller
with an SX1280 RF module, demonstrating a
setup suitable for UAV control.

Fig. 5. Example of changing the FHSS.cpp file

TECHNICAL LIMITATIONS

The LR1121 operates in the 150 MHz to 960
MHz, 1.9-2.1 GHz satellite band and 2.4 GHz
ISM band. The SX128x is capable of low power
operation in the 2.4 GHz ISM band. It is
important that the antennas and amplifiers
support the selected frequency bands to ensure
optimal system performance. Improperly
selected components can significantly reduce
signal transmission efficiency, increase noise
levels, or even cause equipment damage.
Therefore, when  designing a radio
communication system, special attention
should be paid to ensuring that the antennas and
amplifiers are compatible with the frequencies
at which the transmitter and receiver operate,
providing maximum sensitivity and immunity
to interference.

Table 1. Characteristics of Semtech SX127x chips
[1]

er Frequency Range Spreading Factor Bandwidth

8X1276 137 - 1020 MHz 6-12 7.8 - 500 kHz 018 -37.5 kbps -111 to -148 dBm

8X1277 137 - 1020 MHz. 6-9 7.8 - 500 kHz 0.11 - 37.5 kbps. -111 to -139 dBm

SX1278 137 - 525 MHz 6-12 7.8 - 500 kHz .018 - 37.5 kbps. -111 to -148 dBm
SX1279 137 - 960MHz 6-12 7.8 - 500 kHz 018 - 37.5 kbps -111 to -148 dBm

CONCLUSIONS

In the current environment of electronic warfare
and the growing requirements for the reliability
of unmanned systems, the issue of designing
custom radio communication modules at
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atypical frequencies is becoming critical. The
use of open-source technologies such as ELRS
makes it possible to flexibly adapt the system to
the needs of the operator, in particular, to
change frequencies to bypass jamming in
combat. At the same time, to ensure effective
operation of the system, it is necessary to
carefully select components, such as antennas,
amplifiers, and filters, which must support the
selected frequency range to achieve a stable and
clear signal. Working with frequencies around
433 MHz offers significant potential for
providing robust communications in a saturated
electronic environment. Creating your own
TX/RX modules based on affordable solutions
such as LILYGO® TTGO LoRa32 opens up
new horizons in the development of radio
systems for unmanned aerial vehicles. This
approach avoids the limitations inherent in
standard frequencies and provides
independence and flexibility in critical
environments, which is an important factor for
the successful completion of combat missions.
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IIpoexTyBaHHs MOAYJIiB Pafio3B'A3KY AJsl
BILJIA 3 BUKOPUCTAHHSIM HETUIIOBUX YACTOT

IOpiu Xnanonin, Bonooumup Mupornenko

Anorania. TpuBarounii xkoH}IiKT B YKpaiHi
MPOIEMOHCTPYBaB 3HauHy TpaHcdopMmalio vy
BEJICHHI BiifHH, JIe TpaaulliiiHi BIFICHKOBI CTpaTerii
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Bce  Oimplne  JOMOBHIOIOTHCS  IHU(PPOBUMHU
TEXHOJIOTISIMH, 30KpeMa O6e3M1IOTHUMH JTiTATbHIMHI
anmaparamu (BITJIA). V 1iit cTaTTi DOCHTIIKy€EThCS
MPOEKTYBAaHHS PafiOKOMYHIKaliHHIUX MOAYJIB JUIS
BIUTA, mo mnOpaioTh Ha  HECTaHJAPTHUX
9acTOTaxX, 3 aKLUEHTOM Ha BUKJIWKH, CIPHYMHCHI
POCIHCBKOIO TaKTHKOIO panioeneKTpOHHOT
o6oporsbu (PEB), sixka cucTeMaTHYHO MOpPYIIye
po0OTYy TpamuIiiHUX [MBUIBHUX Paaio4acToT.
BukopucroBytoun ansrepHatuBHI yactotr, BITJIA
MOXYTb MIATPUMYBATH HaIiHHUN 3B’SI30K HABIThH B
YMOBax €JIEKTPOHHOTO MPOTUCTOSIHHS. Y CTarTi
MOAAHO OIS/ CYYacHHX CHCTEM 3B’SI3KY JUIS
BIUIA, Takmx sk ExpressLRS (ELRS), ta ixmix
o0OMeXeHb B YMOBaxX cydacHUX OonoBux mii. Jlami
JeTalbHO  PO3MISAAEThCA  TEXHIYHUHA  IpoIec
PO3pOOKHM 1HIWBIAyaTbHUX MOAYIIB TiepenaaBava
(TX) i1 mnpuwitmawa (RX) i3 BUKOpHCTaHHSIM
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texronorii LoRa (Long Range) Ta KOMIIOHEHTIB,
takux gk 1ara LILYGO® TTGO LoRa32 V2.
Oco0iuBy yBary npuIijeHO BHOOpPY BiIMOBIIHHUX
MmikpocxeM RF, mifcumoBadis, aHTeH i GinbTpiB aus
onrtuMmizamii poOOTH Ha YacToTaX, Takux sk 433
MI1, K1 MEHILIE M A1AI0ThCSA BILTUBY
pamioenekTpoHHOi  OopoThOmM. Takuwit  minmxinm
JIO3BOJISIE CTBOPIOBATH HATiMHI, a/TAITHBHI CUCTEMH
3B’sI3Ky, 3a0e3meuyroyd OiIbIly THYYKICTH 1
HesanexkHicth s BIUJIA B kpUTHYHHX
omeparifHux ymoBax. Y BHCHOBKY CTarTi
BUCBITIIOIOTHCS MEPCIIEKTUBU MOAATIBIIIOTO
BJIOCKOHAJICHHS] CUCTEMH Ta 1 MaciTaOyBaHHS st
BIHCBKOBOT'O BUKOPUCTAHHSL.

Kumiouosi cioBa: BIIJIA, pagiokomyHikartiiiHi
MOZyJi, HeCTaHIAPTHI YacTOTH, palioeJeKTPOHHA
6opotrba, TexHozoris LoRa.
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Abstract. Background: Drones, or Unmanned
Aerial Vehicles (UAVs), have gained popularity
across diverse industries due to their versatility and
efficiency. However, achieving optimal stability
during flight remains a challenge, particularly in
dynamic environments. The advent of 5G
technology, with its high-speed, low-latency
capabilities, provides an opportunity to enhance
drone control and stability through real-time data
transmission and responsive adjustments.

Objective: This study explores the application
of statistical methods to optimize drone balance via
5G connectivity, focusing on key network
parameters such as latency, signal strength, and
bandwidth utilization.

Methods: A series of flights were conducted
under varying environmental conditions to gather
data on drone stability metrics, including roll, pitch,
and yaw. Statistical analyses, including regression
models and time-series analysis, were applied to
assess the relationship between 5G parameters and
drone balance. Optimization algorithms were then
used to adjust network settings dynamically, aiming
to improve stability in real-time.

Results: Findings indicate that latency and
signal strength are significant predictors of drone
stability, with lower latency and optimized signal
strength correlating with improved balance.
Additionally, bandwidth optimization contributed to
smoother flight control by prioritizing essential data
flows.

Conclusion: Statistical methods play a crucial
role in maximizing the benefits of 5G technology
for drone stability. By fine-tuning 5G parameters,
drones can maintain better balance, enhancing their
overall operational efficiency and reliability.
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Keywords: Drones, UAV, 5G, statistical
optimization, latency, signal strength, bandwidth,
real-time monitoring, network optimization, UAV
stability.

INTRODUCTION

The integration of unmanned aerial
vehicles (UAVs) and the Internet of Things
(IoT) into smart city networks is poised to
reshape urban environments, bringing forth
improved infrastructure, enhanced
communication capabilities, and more efficient
public services. Drones, powered by next-
generation communication networks like 5G,
are increasingly essential for fulfilling modern
urban demands through seamless and reliable
connectivity. Research has demonstrated that
integrating UAVs into smart city frameworks
presents opportunities for optimizing data
transmission and expanding network coverage.
For instance, recent work has explored scalable
architectures within next-generation networks,
establishing a robust infrastructure to support
UAV communication in urban settings [1].
Furthermore, advancements in 5G technologies
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allow for the rapid deployment and control of
UAVs, making them vital tools in real-time
urban operations.

A core component of UAV-IoT integration
in smart cities involves air-to-ground
communication systems, which facilitate
reliable data transfer between drones and
ground-based networks. Studies emphasize that
optimizing mobility and ensuring reliability in
UAV  communications are crucial for
uninterrupted and effective operations in
various urban applications, such as traffic
management, environmental monitoring, and
emergency response [2]. Drones, in these
contexts, provide timely situational awareness,
which aids in making informed, data-driven
decisions.  Additionally,  energy-efficient
solutions for UAV communications have been
highlighted, particularly emphasizing the
balance between reliability and security when
employing energy-harvesting technologies.
Such innovations not only enhance UAV
endurance but align with the energy-conscious
policies that many urban centers are adopting
[3].

Despite the evident operational advantages
of UAVs in smart city networks, challenges
persist, particularly in ensuring communication
security and reliability. UAVs operating in
dense urban environments are vulnerable to
interference, jamming, and security threats.
Research on using reinforcement learning to
improve resilience in aerial IRS-assisted
wireless communication networks against
jamming attacks offers promising solutions for
drone-based communications within dynamic
urban settings [4]. Addressing these security
concerns is especially important for mission-
critical applications, where drones are often
deployed for surveillance, disaster response,
and public safety. These applications demand
secure, stable communication channels due to
the complexity of data management across
diverse loT devices within a smart city
framework.

Another  aspect influencing UAV
effectiveness in urban applications is their
compatibility ~ with  existing  network
technologies. Recent studies have explored the
feasibility of LTE-enabled systems for
supporting smart technologies, such as IoT-
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connected  doors, underscoring LTE’s
versatility in complementing UAV operations
within smart city networks [5]. Ensuring
interoperability of UAVs with LTE, 5G, and
future network technologies is crucial for
enabling these devices to function seamlessly
across various sectors, from transportation to
public health, without necessitating extensive
infrastructure overhauls. Cognitive sensing and
navigation technologies that leverage terrestrial
5G signals and low Earth orbit (LEO) satellites,
for example, have been shown to significantly
improve the operational range and navigation
accuracy of UAVs in urban environments [6].
As urban areas continue to develop, the
deployment of UAVs for infrastructure support
is expected to grow, driven by the creation of
smarter, more resilient communication
networks. Reinforcement learning is one of the
promising tools for enhancing the robustness
and adaptability of UAV communication
networks, which is essential in facing
unpredictable environmental and technological
challenges [4]. Additionally, the development
of resource allocation algorithms, such as
hyper-heuristic approaches designed for 5G
mobile edge clouds, is anticipated to improve
UAV performance by efficiently allocating
resources in real time, thereby optimizing drone
operations [7].

Integrating UAVs and IoT in smart city
networks marks a significant advancement
toward constructing more  responsive,
interconnected urban landscapes. Supported by
next-generation networks and Al-driven
technologies, this integration offers cities the
potential to tackle urban challenges effectively,
leveraging drones for efficient management and
enhanced public services. However, the full
realization of this vision requires continuous
research and innovation to address existing
challenges, including communication security,
energy efficiency, and network resilience. As
demonstrated by ongoing efforts in 5G, edge
computing, and Al, the future of UAV-IoT
integration holds substantial promise for
revolutionizing smart city operations and
enhancing the quality of life for urban residents.
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THE AIM OF THE ARTICLE

The primary aim of this article is to explore
the potential of using 5G technology, coupled
with advanced statistical methods, to enhance
the stability of Unmanned Aerial Vehicles
(UAVs), commonly known as drones. As the
demand for UAVs grows across sectors such as
logistics,  agriculture, surveillance, and
emergency response, so too does the need for
stable, responsive flight control. Achieving
optimal balance in drones is critical,
particularly when they are operating in complex
and dynamic environments. With 5G
technology, UAVs can benefit from high-speed,
low-latency connectivity, which enables real-
time monitoring and control adjustments,
essential for maintaining stability. This article
investigates how statistical techniques, such as
regression analysis and time-series forecasting,
can be applied to analyze and adjust 5G
network parameters that influence UAV
stability.

This study specifically aims to evaluate the
effects of key network metrics, such as latency,
signal strength, and bandwidth utilization, on
drone balance. By examining how these factors
contribute to overall stability, this research
intends to demonstrate the advantages of 5G-
enhanced control in UAV operations.
Furthermore, the article seeks to identify
statistical models and optimization techniques
that can be employed to dynamically adjust
these parameters, thereby improving UAV
responsiveness. In addition, the study aims to
present an in-depth analysis of how trajectory
optimization, facilitated by 5G technology, can
improve UAV operations by ensuring a more
stable and reliable connection with ground
control systems. Ultimately, the goal is to
provide valuable insights for future UAV
applications in environments where rapid
adaptability and precision are paramount,
offering a foundation for further research into
advanced stability and connectivity solutions
for drones operating in 5G networks.

PROBLEM STATEMENT

Unmanned Aecrial Vehicles (UAVs) are
increasingly utilized across various industries,
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including logistics, agriculture, surveillance,
and disaster management. However, these
drones often face challenges in maintaining
stability, particularly in environments where
external factors, such as wind and terrain, can
disrupt their balance. Traditionally, UAVs have
relied on 4G or Wi-Fi-based communication
networks, which are limited by higher latency
and lower bandwidth. These limitations affect
the ability of UAVs to respond quickly to
environmental changes, resulting  in
compromised stability and control. The
introduction of 5G technology presents an
opportunity to overcome these challenges due
to its high-speed, low-latency connectivity,
which can significantly enhance real-time data
transmission between UAVs and control
systems. Yet, even with 5G’s capabilities, there
remain questions on how best to optimize this
technology to ensure consistent drone stability.

This article addresses the problem of
integrating 5G  technology with UAV
operations to achieve improved stability and
balance. Specifically, it examines the need for
statistical optimization techniques to manage
5G network parameters, such as latency, signal
strength, and bandwidth utilization, that
directly affect UAV stability. The research
question is focused on understanding how these
statistical methods can be used to dynamically
adjust network parameters to support rapid
adaptability in UAV operations. Furthermore,
the study seeks to address the challenge of
trajectory optimization, a critical component of
UAV operation, which involves planning flight
paths that maintain strong connectivity with 5G
base stations. By exploring these issues, the
article aims to contribute to the broader
knowledge base on 5G-enabled UAV systems,
providing insights into how next-generation
networks can be leveraged to enhance UAV
control in real-world applications.

LITERATURE REVIEW

The literature on UAV-enabled IoT
applications in smart city environments reflects
substantial progress in enhancing connectivity,
energy efficiency, and network security.
However, several gaps persist, particularly
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concerning energy management, security
vulnerabilities, and interoperability challenges.

UAVs integrated with 5G networks offer
considerable promise for addressing urban
demands by enabling energy-efficient
networking. For example, research has shown
that 5G-enabled UAVs can  support
opportunistic networking to improve energy
efficiency in communication systems, yet the
challenge remains in scaling these applications
to broader city networks [8]. As cities expand
their reliance on UAVs, a scalable solution for
energy management within UAV networks
remains underexplored. To bridge this gap,
future studies should investigate adaptive
energy optimization models that respond
dynamically to changing network conditions.
Moreover, digitalization in public services has
introduced new standards for accountability
and operational efficiency, which smart city
UAV applications can enhance. However, while
digitalized UAV systems contribute positively
to urban management, current studies lack a
comprehensive approach to ensure efficient
integration with existing digital platforms in
public service systems [9]. Future research
should focus on developing frameworks that
seamlessly integrate UAV technologies with
digital infrastructure to optimize -citywide
services like traffic management, surveillance,
and emergency response.

Cybersecurity presents a significant
obstacle in UAV-based IoT applications, as
UAVs are often vulnerable to various attacks,
such as jamming and signal interference.
Studies exploring dual-reinforcement learning
have made strides in enhancing security within
5G industrial cyber—physical systems by
predicting potential attack paths, providing a
foundation for more secure UAV operations in
smart cities [10]. Despite these advancements,
further exploration is needed to address the full
spectrum of UAV cybersecurity threats,
particularly those unique to urban environments
with high population density and complex
infrastructures. Enhancing UAV  security
protocols through multi-layered encryption and
machine learning-driven threat detection
models could potentially close this gap.

In underwater channel performance,
optimization through polar code-OFDM
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models has been demonstrated to improve the
reliability and data transmission efficiency of
communication  networks.  While  such
advancements primarily target underwater
systems, similar methodologies could enhance
UAV communication channels, especially in
challenging urban environments with high
interference levels [11]. Adapting these
techniques for UAVs could offer resilience in
data transmission, ensuring reliable
communication even in high-noise urban
settings.

Another area of improvement lies in
evaluating IoT connectivity within LTE
networks for UAVs. Although studies have
assessed NB-IoT’s potential for enhanced
connectivity in LTE networks, further
examination of how these findings translate
into UAV applications is warranted [12]. An in-
depth understanding of IoT connectivity
standards could provide UAV networks with the
interoperability needed to interact seamlessly
with existing urban infrastructure. A possible
solution could involve developing hybrid
network models that leverage the strengths of
both LTE and 5G for uninterrupted UAV-IoT
connectivity.

The challenge of maintaining energy and
spectral efficiency within UAV systems has
also been documented. Research indicates that
both OMA and NOMA systems offer viable
solutions for improving capacity, energy, and
spectral efficiency, but a comparative analysis
within urban UAV applications is limited [13].
Future studies should assess these models in
practical urban scenarios, identifying optimal
configurations that can be scaled to support
smart city demands.

In addition to connectivity and energy
concerns, UAV applications face challenges in
navigation accuracy and data management.
Current approaches, such as GPS-based
tracking systems using Arduino technology,
have enhanced navigation and tracking
capabilities, yet they fall short in terms of
precision and data handling within dense urban
landscapes [14]. A potential solution involves
integrating advanced GPS with Al-driven
predictive navigation to refine tracking
accuracy, particularly within  congested
environments.
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The role of drones in marine
communications, although  well-explored,
points to a knowledge gap in cross-sectoral
integration with terrestrial UAV networks.
While marine drone systems have been
optimized for robust data exchange, equivalent
models  for urban  settings  remain
underdeveloped [15]. Future studies could
explore how principles from marine drone
communication can be adapted for smart cities,
focusing on strategies to mitigate signal
obstruction in urban canyons.

Lastly, the issue of cybersecurity within
UAV-enabled networks is compounded by
increasing cyber threats. Current research
underscores the importance of cybersecurity
measures, especially within marine UAV
systems, suggesting applications that could be
extended to terrestrial environments for
comprehensive protection [16]. By employing
robust cybersecurity frameworks, leveraging
multi-factor authentication, and adopting
anomaly detection algorithms, researchers
could strengthen UAV systems' defenses
against both physical and digital threats,
ensuring safe and secure deployment in smart
city networks.

While notable progress has been made in
UAV-enabled smart city applications, research
gaps remain in energy efficiency, cybersecurity,
network interoperability, and cross-sectoral
integration. Addressing these gaps will require
a multidisciplinary approach, combining
insights from telecommunications,
cybersecurity, and urban planning to create
resilient, sustainable smart city infrastructures.

METHODOLOGY

The methodology for optimizing UAV
stability through 5G technology involves five
distinct  categories, each incorporating
statistical techniques, mathematical models,
and actual data measurements to facilitate
precise adjustments and enhance UAV
performance. This approach aligns with the
recent advancements in wireless power transfer
technologies and network optimization
techniques for UAVs in complex urban and
rural settings [17]. This section provides a
detailed outline of the methods employed,
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supported by equations and algorithms where
applicable..

DATA COLLECTION AND
MEASUREMENT SETUP

In this study, data was collected from UAV
flights  across  varying  environmental
conditions, a method informed by recent
investigations into efficient tracking and signal
management for UAV systems [18]. Key
parameters, such as latency, signal strength, and
bandwidth usage, were monitored using sensors
on the UAV and 5G network base stations.
These parameters were logged in real-time and
stored for subsequent analysis. For the signal
strength (SNR) measurement, we used the
following formula:

SNR = Psignal (1)

Proise

where Pgignq; 18 the power of the received

signal, and P,,;s. represents the background
noise power. Average values for each parameter
were calculated and recorded across all test
scenarios, which included both urban and rural
environments, drawing on techniques that
manage diverse interference patterns in multi-
node networks [19]. This  ensured
comprehensive data for statistical optimizations
across different environmental conditions, a
critical factor in urban UAV deployments [20].

STATISTICAL ANALYSIS AND
OPTIMIZATION ALGORITHMS

Statistical models such as multiple
regression and time-series analysis were
employed to predict UAV stability based on the
collected data. Regression models helped
identify relationships between latency, signal
strength, and UAV stability metrics like roll,
pitch, and yaw. The regression model is
expressed as:

Stability = a + B, (Latency) +
B. (Signal Strength) + € (2)
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where a is the intercept, f; and f, are the
coefficients for latency and signal strength, and
€ is the error term. This modeling approach
builds on previous studies that have
successfully applied predictive algorithms to
improve signal reliability in UAV applications
[10]. Subsequently, optimization algorithms,
such as gradient descent, were applied to
dynamically adjust network parameters,
thereby enhancing stability during flights.
These algorithms are similar to those used in
multi-layered machine learning models to
improve decision-making in IoT applications
[21].

TRAJECTORY OPTIMIZATION MODEL

To improve UAV performance within 5G
networks, a trajectory optimization model was
developed, based on minimizing travel distance
while maximizing connectivity. This approach
builds on prior research into path optimization
and connectivity assurance under variable
signal strength conditions [22]. The trajectory
model was formulated as an optimization
problem:

minY i, d; subjectto SNR; = Spmin (3)

where d; represents the distance traveled in
segment i, and S,,;, 1S the minimum required
signal strength. The model incorporates
dynamic programming algorithms to identify
optimal paths, taking into account obstacles and
environmental factors. This dynamic approach
has been proven effective in UAV signal
management and reliability optimization in
prior studies [23].

BANDWIDTH AND POWER ALLOCATION

To optimize bandwidth usage, the UAV's
power allocation was adjusted based on real-
time data analysis. This involved a resource
management algorithm prioritizing bandwidth
for critical control data over non-essential tasks,
following methods shown to be effective in
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similar IoT network optimization studies [12].
The approach was framed as a mixed-integer
linear programming problem:

max Y7L, log (1 + ;—i) 4)

where P; is the allocated power for each
transmission and N, is the noise power.
Efficient resource allocation enabled reduced
latency and improved control of the UAYV,
especially in high-demand scenarios. This
technique echoes methodologies applied in
capacity and spectral efficiency enhancement in
dense urban networks [13].

SIMULATION AND REAL-TIME TESTING

The models and algorithms were validated
through simulations and real-time testing in
varied environments. Simulations were
designed to replicate urban and rural
conditions, using interference patterns typical
of these areas [24]. Real-time testing involved
deploying UAVs across different terrains to
observe how adjustments to 5G parameters
affected UAV stability. The combination of
simulation and real-time data allowed for
robust model validation and showed
measurable  improvements in  stability,
reinforcing findings on the importance of
adaptive network management for UAVs [25].

RESULTS

The study’s results provide a detailed
analysis of how 5G network parameters, such
as latency, signal strength, and bandwidth
usage, affect UAV stability in various
environments. Data was collected from UAV
flights under urban and rural conditions,
focusing on stability metrics (roll, pitch, and
yaw) and network performance. This section
presents the observed trends and key findings
based on actual measurements, organized into
comprehensive tables.
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UAY Performance Metrics under Different Conditions

Roll Stability (degrees) EEm Yaw Stability (degrees) —-= Signal Strength (dBm)
Bl Pitch Stability (degrees) -®- Latency (ms) --&+ Bandwidth Usage (Mbps)
2.00r =150
1.75
- 100
1.50}

Stability (degrees)
-
o
o

0.50

0.25F

0.00

Urban Urban

-50

=50

Rural Rural =108

Flight Condition
Fig. 4. UAV Performance Metrics: Latency, Signal Strength, and Stability Under Varied Flight Conditions

The data in Figure 1 reveals notable
differences in UAV performance across urban
and rural flight conditions. Urban flights show
higher latency (12-15 ms) compared to rural
flights (8-10 ms), likely due to increased signal
interference in densely populated areas. Signal
strength is consistently lower in urban settings,
with values between -65 dBm and -70 dBm,
while rural conditions maintain stronger
signals, ranging from -55 dBm to -60 dBm.
Bandwidth usage also varies, with urban flights
requiring 120-130 Mbps, compared to 75-80
Mbps in rural settings. Stability metrics across
roll, pitch, and yaw are generally more
favorable in rural conditions, indicating
improved UAV control under less interference.
This data suggests that further implementations
should focus on enhancing signal robustness
and optimizing bandwidth in urban settings,
potentially through adaptive signal processing
and dynamic resource allocation techniques.

ANALYSIS OF UAV STABILITY ACROSS
ENVIRONMENTS

Latency was observed to be lower in rural

settings (8—10 ms) than in urban settings (12—
15 ms). Correspondingly, stability metrics such
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as roll, pitch, and yaw angles were lower in
rural flights, indicating improved stability. This
suggests that reduced latency in rural
environments supports faster response times,
contributing to more consistent UAV balance.

The statistical summary in Figure 2
highlights key differences in UAV stability
metrics between urban and rural environments.
Average latency is considerably higher in urban
settings at 13.5 ms compared to 9.0 ms in rural
conditions, with a variance of 33.3%,
suggesting that urban environments contribute
to increased network delays. Signal strength is
also notably lower in urban areas (-67.5 dBm)
than in rural ones (-57.5 dBm), with a variance
of 17.5%, indicating stronger interference and
signal attenuation in cities. Bandwidth usage is
substantially greater in urban conditions (125
Mbps) than in rural (77.5 Mbps), displaying a
38.0% variance, which reflects the greater data
demands in dense areas. Stability metrics for
roll, pitch, and yaw all show better values in
rural settings, with yaw stability variance
reaching 44.4%. These metrics suggest the need
for enhanced stability control mechanisms and
resource optimization, particularly for urban
UAV  applications where environmental
interference is higher.
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Statistical Summary of Stability Metrics (Urban vs Rural)
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Fig. 5. Analysis of Variance in UAV Performance Metrics Across Urban and Rural Settings

OBSERVATIONS FROM STATISTICAL
ANALYSIS

The variance between urban and rural
environments underscores the greater stability
in rural settings. For instance, the latency
variance of 33.3% indicates that latency-
related stability disruptions were more
prevalent in urban areas. Similarly, yaw
stability displayed the highest variance at
44.4%, highlighting the sensitivity of UAV yaw
control to bandwidth fluctuations. These
findings suggest that rural environments offer
more favorable conditions for maintaining
stable UAV flight, likely due to reduced
interference and more consistent signal
availability.

POWER ADJUSTMENT BASED ON
SIGNAL STRENGTH

During the study, adjustments to the UAV’s
transmission power were made in real-time
based on signal strength readings. Table 3
summarizes the average power adjustments
made in response to varying signal strengths
across urban and rural flights. In urban areas,
where signal strength was lower, power was
increased to mitigate the effects of interference
and signal loss, ensuring stable connectivity.

In urban environments, increased power
adjustments were necessary to counteract signal
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degradation. For example, when signal strength
fell below -60 dBm, the UAV’s power was
increased by 1-2 watts, which helped to
maintain stability by ensuring continuous
connectivity with the base stations. This
approach was less frequently required in rural
flights, where signal strength was generally
stronger.

These findings indicate that both latency
and signal strength are critical factors for
achieving stable UAV flight. Lower latency and
higher signal strength contribute positively to
UAV stability, as evidenced by the improved
roll, pitch, and yaw metrics in rural flights.
Meanwhile, bandwidth usage also plays a role
in UAV performance, particularly in urban
settings, where higher data demands correlated
with increased stability challenges. Overall, the
results suggest that environmental factors and
network conditions must be carefully managed
to optimize UAV stability in 5G-connected
operations. By monitoring and adjusting
network parameters dynamically, UAVs can
achieve greater stability across different flight
conditions. These observations provide a
foundation for future research, where more
comprehensive  testing  across  varied
environments can help refine and validate the
role of 5G networks in UAV stability
optimization.
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Real-Time Signal and Power Adjustments (Urban vs Rural)
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Fig. 6. Comparative Analysis of Real-Time Signal Strength and Power Adjustments Across Urban and Rural
Flight Conditions

DISCUSSION

The study's findings on optimizing UAV
stability through 5G technology contribute to a
growing body of literature on UAV applications
within urban and rural settings. Compared with
previous studies, this research demonstrates a
focused approach to UAV performance,
emphasizing latency reduction, signal strength
improvements, and bandwidth management
through advanced optimization algorithms.
This discussion will contextualize the current
findings within the existing literature and
examine limitations and potential areas for
future research.

Several studies have examined various
aspects of UAV performance and network
optimization. For instance, previous work
explored the use of narrowband IoT (NB-IoT)
within 5G networks to facilitate UAV traffic
control and enhance urban network efficiency

These methods align closely with the
current study's findings, where network
optimization algorithms play a critical role in
maintaining UAV stability in densely populated
areas [26]. While NB-IoT provides an effective
solution for supporting UAV communications,
there remain limitations in signal propagation

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 105-118

over longer distances, particularly in rural
settings. Thus, future research might explore
how hybrid network models, combining NB-
IoT and broader 5G architectures, can be
applied to enhance UAV performance across
varied terrains.

From a network management perspective,
using deep learning algorithms for resource
optimization and security in 5G-enabled IoT
systems has shown promise, particularly in
urban environments. Thippeswamy et al.
discussed how deep learning enhances resource
allocation, reducing latency and improving
overall network performance [21]. This
approach is relevant to the current study, which
incorporated optimization algorithms to adjust
UAV power and bandwidth allocation
dynamically. However, limitations persist,
particularly in addressing real-time adaptations
to rapid environmental changes, such as sudden
interference in urban areas or unexpected signal
attenuation due to physical obstructions.
Integrating deep learning into UAV network
management frameworks could improve
predictive capabilities, allowing systems to
preemptively adjust to fluctuations in network
demand.
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Additionally, this research supports
findings from Ageyev et al. investigated traffic
aggregation challenges and network planning
issues in EPS systems [27]. The present study’s
optimization models reflect these challenges by
addressing the need for seamless traffic
management in UAV systems, especially in
settings where network congestion is prevalent.
However, a notable limitation is the limited
adaptability of current traffic control methods
to multi-UAV systems in high-traffic areas.
Recent advancements in multi-UAV task
optimization, as explored by Hung et al., could
potentially mitigate this limitation by enabling
more efficient UAV coordination and reducing
the likelithood of communication bottlenecks
[18].

Signal processing and data transmission
efficiency are also essential considerations for
UAV optimization. Mushtaq et al. compared
various OFDM systems and noted the
importance of signal processing techniques for
mitigating fading effects in noisy environments
[28]. This research supports those findings,
particularly in urban areas where interference is
more pronounced. However, challenges remain
in enhancing signal processing for high-speed
data applications that involve real-time
decision-making. Developing more
sophisticated signal processing models for
UAV communications, such as those leveraging
machine learning to optimize data transmission
paths, could address these issues and improve
stability in real-time applications.

Another significant area of comparison is
energy efficiency. Qasim et al. analyzed
methods for improving energy efficiency in
digital broadcasting, which is highly relevant
for UAV operations where energy conservation
is critical for extending flight durations [19].
Although the current study prioritizes stability,
energy optimization remains a secondary
outcome, suggesting a gap in research that
thoroughly integrates energy efficiency into
UAV stability models. Addressing this gap
could involve employing energy-efficient
communication protocols, such as low-power
wide-area networks (LPWAN), within urban
UAV networks, reducing power consumption
without compromising performance.
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Furthermore, Sieliukov et al. proposed a
conceptual model for mobile communication
networks that underscores the importance of
adaptability in fluctuating environments [24].
This concept aligns with the current study’s
emphasis on dynamic optimization models;
however, scalability issues limit the application
of such models to larger urban networks.
Expanding on Sieliukov’s work, future research
could investigate scalable solutions that
maintain UAV stability across diverse urban
topographies while adjusting to real-time
environmental changes.

Despite these advancements, limitations
exist within this study, particularly regarding
the scalability of the proposed optimization
algorithms and their adaptability to unexpected
network disruptions [29]. Additionally, while
the models demonstrate significant
performance improvements, the impact of these
optimizations on UAV battery life and
operational sustainability remains
underexplored. Integrating energy-efficient
algorithms or adaptive power management
strategies could enhance the applicability of
these findings in extended UAV deployments,
especially in settings where continuous
operation is required [30].

In conclusion, the present study offers
valuable insights into optimizing UAV stability
using 5G technology, with findings that
corroborate and build upon existing research.
While the study addresses key performance
metrics, limitations in scalability, real-time
adaptability, and energy optimization reveal
opportunities for further investigation. Future
research should focus on integrating advanced
machine learning techniques, hybrid network
models, and energy-efficient protocols to fully
realize the potential of UAVs in urban and rural
environments. This approach would not only
enhance UAV performance but also contribute
to the sustainable development of smart city
infrastructures, supporting both current and
emerging UAV applications.

CONCLUSION

The article presents a comprehensive
analysis of optimizing UAV stability through
5G technology, emphasizing critical metrics
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such as latency, signal strength, and bandwidth
utilization. By employing advanced statistical
and optimization models, the research
highlights the significant role that 5G networks
play in enhancing UAV performance across
diverse environmental conditions, particularly
in urban and rural settings. The findings
demonstrate that 5G-enabled UAVs can achieve
improved stability and efficiency through
dynamic resource allocation and trajectory
optimization, which are essential for
applications in smart cities, disaster response,
and environmental monitoring.

The study’s approach of utilizing real-time
data analysis to adjust UAV network parameters
represents a novel contribution to the field.
Unlike previous studies that have focused
primarily on isolated aspects of UAV
functionality, this research integrates multiple
performance metrics, offering a holistic
understanding of how 5G technology can be
leveraged to optimize UAV operations. The use
of optimization algorithms such as gradient
descent, coupled with predictive models for
trajectory and bandwidth allocation, allows
UAV systems to respond to environmental
fluctuations  dynamically. This adaptive
approach provides an efficient solution for
managing the challenges that UAVs face in
high-interference =~ urban  areas, = where
maintaining stable communication is crucial for
effective operation.

While the study achieves considerable
advancements, it also identifies areas for further
research. One limitation observed is the
scalability of the current models to larger
networks with multiple UAVs operating
simultaneously. Urban environments, in
particular, pose unique challenges due to high-
density infrastructure and frequent signal
obstructions. Future research should focus on
developing scalable optimization models
capable of supporting multi-UAV deployments
within ~ such  complex  environments.
Additionally, implementing machine learning
techniques for predictive network management
could further enhance the adaptability of UAV
systems, allowing them to proactively respond
to anticipated changes in signal strength and
latency.
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Another area for future exploration is
energy efficiency. Although the research
demonstrates improved UAV stability, the
impact of these optimizations on energy
consumption was not fully explored. Given that
energy efficiency is critical for extended UAV
operations, future studies could integrate
energy management algorithms that minimize
power  usage  without  compromising
performance. Such an approach would be
particularly beneficial in applications where
UAVs are required to operate continuously over
long durations, such as in agricultural
monitoring or border surveillance.

The study also lays the groundwork for
exploring hybrid network models that combine
5G with other wireless communication
technologies. Hybrid models could offer
enhanced connectivity for UAVs in areas where
5G infrastructure is limited, thereby extending
the operational range and versatility of UAVs.
As 5G networks continue to expand, the
integration of additional communication
protocols, such as narrowband IoT and low-
power wide-area networks, could facilitate
seamless UAV operation across both urban and
rural areas.

In terms of novelty, the research
contributes a unique perspective by linking
UAV stability directly with real-time 5G
network optimization. This real-time approach
is particularly innovative, as it enables UAVs to
make instantaneous adjustments to network
parameters based on environmental data. The
adaptive models developed in this study
represent a significant step forward in UAV
technology, offering practical solutions for
enhancing stability and performance in
dynamic settings. By addressing both urban and
rural applications, the study demonstrates the
versatility of 5G technology in optimizing UAV
functions for a wide range of use cases.

The article provides valuable insights into
the optimization of UAV systems through 5G
technology, with implications for both current
and future UAV applications. The integration of
predictive models and optimization algorithms
not only enhances UAV stability but also opens
new possibilities for deploying UAVs in
complex environments. As technology
continues to advance, further research into
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scalable,  energy-efficient, and  hybrid
communication solutions will be essential to
fully realize the potential of UAVs in various
sectors, from smart cities to environmental
conservation.
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CrarucTHYHA ONTHMI3aNifa cTadiILHOCTI
BILJIA yepe3 napamerpu Mepe:xki 5G

Acma Xaxim Haim, Maxmyo Jocasao Abymuaep,
Anvxamza A60yrcamap lllaxep, Caigh Caao
Axmeo, Ana Canim Aboanpaszzax

Anotauisi. JloBigka: nponu, abo Oe3MiJIOTHI
nitaneHi anapary (BITJIA), HaOynu momysipHOCTI B
Pi3HUX ramy3sx 3aBAsSKH CBOIH yHiBepcanbHOCTI Ta
edextuBHOCTI. OMHAK JOCATHEHHS ONTHMAJIbHOT
CTaOLIBHOCTI TiJ 4Yac TIOJNBOTY 3aJHIIAETHCS
poOIEMOIO, 0CO0IHBO B JTUHAMIYHUX
cepenopumax. [losBa TexHonorii 5G

3 11 BHCOKONIBUAKICHUMH MOXIUBOCTAIMHU 3
MaJIOI 3aTPUMKOIO Ja€ MOXIIMBICTH TMOKPAIIUTH
KOHTPOJIb 1 CTaOUTBHICTh OE3IMIJIOTHUKIB 3aBISKH
nepeiadi TaHUX y peajJbHOMY Yaci Ta OrepaTiBHUM
HaJIAIITyBaHHSM.

Mera: 11e JAOCHTIKEHHS BHBYA€ 3aCTOCYBaHHSI
CTaTUCTUYHUX METOMIB JJI ONTHUMI3amii OanaHCy
JpOHIB yepe3 miakmoueHHs: 5G, 30CepelKyOunCh
Ha KJIIOYOBHX TIIapaMeTpax Mepexki, TaKux sK
3aTpPUMKa, TIOTYXKHICTh CHUTHATY T4 BUKOPHCTaHHS
MPOMYCKHOI 34aTHOCTI.

Metonu: cepito TOIBOTIB OylIO TPOBEACHO B
PI3HHX yMOBaX HaBKOIMWIIHBOTO CEPEIOBHIIA, 00
310patd JaHi NpO TOKAa3HMKH CTIHKOCTI ApOHA,
BKIIOYAlOYM  KpeH, TaHraX 1  TIOBOPOT.
CratucTHYHHMN aHaji3, BKIIOYAIOYHM perpeciiiHi
MOJIEJNI Ta aHaJi3 YACOBHX PSAIB, OyJI0 3aCTOCOBAHO
IUIL OLIHKHM 3B’s3Ky MiX mnapamerpamu 5G i
O6amancom aponiB. Ilorim Oymm BHKOpHCTaHI
ANTOPUTMH  ONTHUMI3aIii  UId  JWHAMIYHOTO
HaNalITyBaHHS TapaMeTpiB Mepexi 3 METO
MiBUIICHHS CTAa0LIBHOCTI B PEXKHMI PEATLHOTO
qacy.

PesynbraTtu. OTpuMaHi IaHi BKa3ylOTh Ha Te,
110 3aTPUMKa Ta MOTYKHICTh CUTHAITY € 3HATYILIUMH
MMOKa3HUKaMH CTaOUTRHOCTI  JApPOHA, TMPHUIOMY
MEHIIIA 3aTpUMKa Ta ONTHMIi30BaHA ITOTY)XHICTh
CUTHAIIy KOPEIIOIOTh 13 MOKPAaIIeHUM OanaHCOM.
Kpim Toro, omrmmizallis TpPOMYCKHOI 3IaTHOCTI
CIIpHsUTa OUTBII TUTABHOMY KEPYBAaHHIO TIOJIHOTOM
3aBISIKH MIPIOPUTETHOCTI OCHOBHUX TOTOKIB IaHUX.

BucHOBOK: CTaTUCTHYHI METOOM BiJirparoTh
BHUpIMAIBHY POTbL y MaKCHMi3allli IepeBar
TeXHONOTii 5G s cTablILHOCTI IPOHIB. 3aBIsSKH
TOYHOMY HaJlaIITyBaHHIO mNapamerpiB 5G ApoHu
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MOXYTh  MATPUMYBaTh  Kpammid  OanaHc, CUTHANy, TPOIMYCKHA 3IaTHICTh, MOHITOPHHT Y
MIABUIINYIOUH 3arajibHy €()eKTUBHICTh 1 HAIIHHICTb. peaabHOMY yaci, ONTHUMI3ALIist MEpexi,
KmrouoBi caoBa: gponu, BIIJIA, 5G, crabinpHicTs BITJIA.

CTaTHCTUYHA ONTHMI3allis, 3aTPUMKa, MOTYXHiCTh
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AHoTamisg. Y cyyacHMX yMoOBax UU(PPOBOI
TpaHchopmaliii HiHAHCOBOTO CEKTOPY CTa01IbHICTh
i OesmepebiitHa pobota 0aHKiBCHKOT
iHppaCTPYKTypH € 3aMopyKoI0 YCIIXY.
BinMOBOCTIHKICTh KOMIT IOTEPHUX CUCTEM € OJTHUM
13 KJIF0YOBUX (PAKTOPIB yCHIIIHOT pOOOTH CyYacCHHUX
opraHizamiii, 0coOIMBO B TaKHUX KPUTHUYHUX
ramyssx, Ak OaHKiBcbka cdepa. 3abe3rnedeHHs
MOCTIHHOT JIOCTYITHOCTI OaHKIBCHKHX CEpBICIB €
BKpall BaXJUMBUM i Oe3mepediitHol  poboTu
IUTaTKHUX CUCTEM, 0OpOOKH TpaH3akLiil i 1ocTymy
0 paxyHKiB KimieHTiB. OIHUM 3 OCHOBHHX
THCTPYMEHTIB JUIS MiJTPUMKH BiJIMOBOCTIHKOCTI €
MOHITOPHHI' TIOKa3HHUKIB CHUCTEM, SIKUH IO3BOJISIE
BUSIBIIATA NPOOJIEMH 1O TOro, SIK BOHU CTalOTh
KPUTHYHHUMHU, Ta BKMBATH 3aXOAM JJIS 3ar00IraHHs
3005IM.

V wiii poGOTi PO3IISIHYTO CUCTEMY MOHITOPUHTY
iHpopMaIiiiHoro cepenoBuiia OaHKY, MPOBEACHO
aHai3 KJIFOYOBMX TIOKa3HUKIB  3a0e3MedeHHs
BiIMOBOCTiHKOi ~ poOotu  cucremu.  Okpemo
PO3IIIIHYTO TakKi OCOONMBOCTI SIK KPUTHYHICTH
JOCTKYBAaHUX TapaMeTpiB, YacTOTa OMUTYBAaHHS
MiJCUCTEM, 4YacoBa YYTIAMBICTH Ta TIOPOTOBI
3HAYCHHS.

B pamkax mociijpkeHHS BUAUICHO CTAaOUIbHI 1
aHOMallbHI ~ 3HaueHHA  HapaMeTpiB 00 €KTiB
MOHITOPHHTY 1 Ha X OCHOBI c(hopMOBaHi MAOIOHN
MOBEAIHKH CHCTEMH. SIK pe3ysbTat, BU3HaUeHi PiBHI
eckanalii, METOAM CIOBIlIEHb Ta 3aCTOCYBaHHS
JOAATKOBUX  aBTOMAaru3aliil g cradimizawii
poboTu migcucTeMm.

KarouoBi cJIoBa: BigMOBOCTIHKICTE,
iH(OopMarliitHe cepeIoBHIIEe, CHCTEMa MOHITOPHHTY,
MOJICJTIOBaHHSI.

META TA METOAM JIOCJIJDKEHHS

MeToro 1bOro JOCHIKEHHS € MOHITOPUHT
OaHKIBCHKOI CHCTEMH MO0 TOKPAIICHHS
npane3aTHocTi 1HQPacTPyKTypH B yMOBax
MOTEHIIIHHUX 3arpo3 IiJ dYac BiHCHKOBOT
arpecii.
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Oner KysiH

acnipaHT kadenpwv LuhpoBoi
€KOHOMIK/ Ta CUCTEMHOTO
aHaniay

[Tin wac mocmiJKEeHHsS BUKOPUCTOBYBAIUCS
METOJI CUCTEMHOTO aHai3y Ta KOMIUICKCHOTO
aHaizy.

BCTVII

YMoBHU poO0TH OaHKIBCHKOI CHCTEMH YKpa-
THM CYTT€BO 3MIHUJIMCS 3 TOYATKOM ITOBHOMAC-
mTabHOTO BTOPTHEHHS pociiickkoi (heaeparii,
KOJIU KPUTHYHI 1HQPACTPYKTYpHU OMUHUIIUCS
miJ MOCTIMHOIO 3arpo30i0 (Hi3MYHHUX TMOMIKO-
JUKeHB, KiOepaTak Ta peryaspHuX 3001B B €Hep-
ronoctadanHi [3]. BinkitoueHHs el1eKTpoeHep-
rii, mepe6oi 3 iIHTepHEeT-3B’I3KOM 1 aTaky Ha IH-
¢bpoBi pecypcu cTanu MOCTIHHUMH BUKJIMKAMU
JUTs1 0aHKIBCHKOT iIHDpacTpyKTypH, SIKa BiAirpae
BaXXJIUBY POJIb Y iHAHCOBIH cTabIILHOCTI Kpa-
iHu [4]. Y Takux yMOBaxX HaJA3BUYaWHO BAXKJIU-
BUM CTa€ Oe3nepepBHUN KOHTPOJIb 32 CTAHOM
IT-cucrem OaHKiB, J¢ HaBITb KOPOTKOYACHHM
301if MO’Ke MPU3BECTH J0 BEITUKUX BTPAT Ta I10-
pYIICHHS] pOOOTH KPUTUYHHUX CEPBICIB, TAKUX
AK TUIaTeXi, OaHKOMaTH, 0OCITYrOBYyBaHHS pa-
XxyHKIB [5]. Came cuCTEMU MOHITOPHHTY BiJIir-
paroTh KIIOYOBY POJIb Y 3a0€3MeUCHH] CTa01Ib-
HO1 poboTu 1HGpacTpyKTypu OaHKIB Tij Yac
KpU30BUX CHUTYaIliid, JO3BOJSIOYM BUYACHO BU-
SIBJISITH 3arpO3H Ta 3anobiratu BimMoBaM. Ede-
KTUBHHA MOHITOPUHT HE TUIBKH JOIOMAarae
IIBUKO pearyBaT Ha HECTPABHOCTI, a i Mpo-
THO3YBAaTH MOTEHLINHI PU3UKH, 110 OCOOIMBO

119


https://doi.org/10.32347/uwt.2024.15.1801

Production and technologies

BaXXJIUBO B YMOBAax, KOJH BiJ CTabUIBHOI po-
00TH OaHKIB 3aJI)KUTh €KOHOMIYHA Ta colfia-
JbHA CTaOlIBHICTH KpaiHu.

BiaMoBOCTIHKICTE — I1€ 31aTHICTH CUCTEMHU
(GyHKI10HYBaTH HaBITh Y BUINAAKY BiZIMOBH OJI-
HOro abo0 KUILKOX KOMIIOHEHTIB. Y OaHKIBCh-
KHX CHCTEMaXx IIe 03Hadae Oe3mepepBHy poOOTy
0aHKOMATIB, 1HTEPHET-0aHKIHTY, MPOLECUHTY
KapTKOBUX IUIATEXKIB Ta IHITUX BAKIHBHUX OTIC-
partiii HaBiTh Mij Yac TeXHIYHUX mpodem. Jls
[[OTO HEOOXiTHO BIPOBAJAUTH MEXaHI3MH pe-
3epBYBaHHS, aBTOMAaTHYHOI 3aMiHU HECIpaB-
HUX KOMIIOHEHTIB 1 €()eKTUBHOTO MOHITOPH-
HTY.

PE3VIJIbTATU JOCJIIXXEHD

MOHITOPUHT MOKa3HUKIB CUCTEM J0TIOMarae
BYACHO BHABIISATH MOTEHIIHHI MpobsieMu 1 1mo-
nepemkaTi 300i. CHCTEeMH MOHITOPHHTY, IIO-
3BOJISIIOTH 30MpaTH JaHi PO CTaH CEpBEPIB, Me-
pex, 6a3 gaHuX Ta iHIMKUX KoMIoHeHTiB IT-iH-
(bpacTpyKTypH, a TAKOXK 3a0€3MEUyIOTh iIHCTPY-
MEHTH JJIsl aHaJIi3y Ta MOOYI0BH MPOTHO3IB.

OcHOBHI (QyHKIIIi MOHITOPUHTY:

* BusiBjieHHs mpo0/ieM Ha paHHIX cTagisiX.
MOHITOPHHT J03BOJISIE€ BUSBIISITA IPOOIEMH
710 TOTO, SIK BOHU MEPETBOPSATHCS HA KPUTH-
gHi 3001, 10 BIUIMBAIOTh Ha poOOTY cucC-
TEMH.

= 5 =

Puc. 1. 3aBanTaxXeHHs mponecopa B Oi3Hec-yac

Fig. 1. Processor load during business hours

Bukopucranns omneparuBHoi mam’sti (RAM
Usage):

HanmipHe BUKOpHCTaHHS ONepaTUBHOI MaM’ATi
MOXX€ TIPU3BECTH JI0 YIOBUIBHEHHS a0o
BiTMOBU CHUCTEMHU. MOHITOPUHT BUKOPUCTAHHS
maMm’sITi JTO3BOJISIE ONTUMI3YBaTH PECypcH 1
3amo0iratd  BiaMoBaM. AwHami3  TpadikiB
BUKOPHCTAHHS ONEPAaTUBHOI MaM’ ATl JO3BOJISIE
BUSIBUTH TOAWHU HAaBAaHTAKEHHS CEPBEPHHUX
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» IIporao3yBanHs BiAMoB. Ha ocHOBI icTO-
PUYHHX JaHUX MOXKHA TOOYIyBaTH IIpO-
THO3HM 1 BU3HAYUTH, KOJU TMEBHUH KOMIIO-
HEHT CHCTEMHU MOJKE BUWTH 3 JIafy.

e ABTOMAaTH3aLif NpoueciB pearyBaHHs. 3a
JOTIOMOTOI0 TPUTEPIiB MOYKHA HAJAIITYBATH
aBTOMATUYHE CIIOBIIEHHS a0o0 HaBiThb
aBTOMAaTHYHE IEPEKIIIOYCHHSI Ha pe3epBHE
oOmamHaHHS Yy  BUMAAKY  BHUSBJICHHS
KPUTUYHUX TIPOOIIEM.

OCHOBHI NOKa3HUKH MOHITOPHHTY

[Io6 3abe3rmeun Ty BiAMOBOCTIHKICTD, BaXKJIUBO

BIJICTe)KYBaTH psl KIIOUOBUX IMOKA3HUKIB

cucremMu. OCHOBHI 3 HUX BKJTIOUAIOTh:

e 3apanTtaxeHHs npomecopa (CPU Load):

Bucoke 3aBaHTaxkeHHS mpoIecopa MOXKE

MPU3BECTH JI0 TEPEBAaHTAKEHHS 1 30010 Yy

poboti cepBepiB. CuUCTeMH MOHITOPUHTY

II03BOJISIIOTH B1JICJTi TKOBYBaTH PiBEHB

3aBaHTXXEHHS 1 BYACHO IMOMEPEHKATH TIPO

KPUTUYHI CHUTYyalii. AHaIi3yl04d I1CTOPUYHI

JaHi, MOYKHa CIIPOTHO3YBAaTH CIOBIJIbHEHHS

POOOTH IMiICUCTEM BHACTIOK ITePEBAHTAKEHHS

1 BYACHO BXHUTU 3aXOMiB IS ITIABUIIEHHS

MPOAYyKTUBHOCTI. HaitOinpime mporecopHe

HaBaHTAXCHHs BiAOyBaeTbcs B pobOoui AHI 3

09:00 no 18:00 (Puc.l) 1 came aHamiz 1UX

YacOBHX  NPOMDKKIB  JO3BOJSIE  POOHTH

BHCHOBKM 1 TIPOTHO3M 3aBaHTAXCHHS 1

MIBUAKO/IT Oi3HEC-3aCTOCYHKIB.

3aCTOCYHKIB, BUSIBUTHU CKJIaH1 b103¢:
oOJaTHaHHS YaCOB1 paMKH 1 BUSIBUTH TCHACHIIIT
3aBaHTa)KEHHS CEPBEPHHUX 3aCTOCYHKIB, 1100
VHUKHYTH  TICPEBAaHTAXXCHHS Ta  BHTOKIB
mam’sTi.

» Binbere micuie Ha nucky (Disk Space Usage):
MOHITOPUHT BIJTLHOTO MICIISl HA TUCKY € OTHUM
13 HaWBaKJIUBIIINX €JIEMEHTIB IUIA
3abe3neueHHs cTabinbHOi podoTtu IT-cuctem,
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ne 30epiraloTbCs BENUKI 00CATH  JTaHUX,
30KpeMa Oasu aHUX, TpaH3aKIliiHa
iH(popMallis, )KypHaJIU TOAIN Ta 1HII KPUTHYHI
(daiinmu. AHai3 BHUKOPUCTaHHS JIHCKOBOTO
MPOCTOPY  KOXKHOI ~ MIJCUCTEMH  JI03BOJISE
BCTAaHOBUTH  TIOPOTOBI  3HAYEHHS, NpHU
MEPEBUINECHH] SKUX MOTPIOHO BXKHUBATU il IO
OYMIICHHIO  JHMCKOBOTO  MPOCTOPY,  abo
TUTAHYBATH MOKYIKY TUCKOBUX HAKOITMYYyBadiB,
3T1JIHO TEHCHIIIT BUKOPUCTAHHS, K 3a3HAYCHO
Ha Puc.2. Oxkpemoi yBaru moTrpelye
MOHITOPHUHT BUIBHOTO JTHCKOBOTO MPOCTOPY B
CHCTEMHHX OOJIACTSIX, MPU MEPEMOBHEHHI SIKUX
BUHHUKAIOTh  MpoOJIeMH HE  MPOCTO 13
3aCTOCYHKaMHU, a 1 3 OMEPAIifHOI0 CUCTEMOIO.

Puc. 2. IIporHo3yBaHHS TIOKYNKH JIHUCKOBUX
HaKOIMYyBaYiB 3T HO TEHACHIII BHKOPUCTAHHS
Fig. 2. Forecasting disk drive purchases according
to usage trends

e MepekeBi MOKa3HUKHU:

[Tpomyckua 3matHicTh (Network Bandwidth) 1
satpumkn  (Latency) — 1 mapamerpu
BHU3HAUYAIOTh €(PEKTUBHICTH TEpenadi JaHuX 1
IIBUJIKICTB JOCTYITY 710 cucteMu [ 7]. MepexeBi
pPECYpPCH  BHKOPUCTOBYIOTBCS JUIsi  OOpOOKH
TpaH3akIid, OOMIHY JaHUMHU MiX odicaMu,
KIIEHTCHKUMH ~ 3allUTaMH 10  IHTEPHET-
OaHKIHTY, MIATPUMKH CHCTEM EJIEeKTPOHHOT
MOINTA Ta  iHTerpamii 3  IJIaTDKHUMHA
CHCTEMaMH. MoHiTopuHT MPOITYCKHOT
3IaTHOCTI MEPEXKi JIOMOMAarae BYaCHO BUSBIISATH
MOTEHIIIHI TIPOOJIEeMH, TMOMEpeIKYBaTH X 1
3abe3neuyBaTu CTaOUIbHY poOOTY MepexeBoi
iHpacTpykTypu. AHam3 iCTOPUYHUX JTaHUX
CHCTEMH MOHITOPHHTY MEpexi J/103BOJIsIE
BU3HAYUTH INKOBI TIEPIOJW BUKOPUCTAHHS
MepeKi mpoTsarom Oi3Hec-4acy Ta mo3a HuM. L1i
MOKA3HUKH JAIOTh MOKJIMBICTh CIIPOTHO3YBATH
HABaHTAXEHHA MEpekeBOi 1HPPACTPYKTYpH,
BHSIBUTH OKPEMI «IUISIIKOBI TOpiay Tpadiky,
Ha SKUX BHHUKAIOTh 3aTPUMKH, BUSBUTHU
anomami (Puc.3) 1 momepeauTH BHUTOKH
inpopmanii [1]. IloctiiiHuii MOHITOPHHT
MPOMYCKHOI 37aTHOCTI Mepexi 1 ii okpeMux
BY3JIIB JIOTIOMAara€ y HPUUHATTI pillleHb PO
MacmTaOyBaHHSI MIJACHCTEM 1 MOJEpHi3aIliio
MEpexki AN JOCATHEHHS  HEOOX1THHX
MIBHJIKOCTEH Tiepeiadi TaHuX.

Puc. 3. AHOMaIbHE CIOKUBAHHS TpadiKy CHCTEMOIO ITPH OHOBJICHHI BEPCii cepBepHOT KOMITOHCHTH
Fig. 3. Abnormal traffic consumption by the system when updating the version of the server component

. Temmneparypa obmagHaHHS:

[TeperpiB cepBepiB, MEPEKEBOTO
oOnajHaHHS YW CHCTeM 30epiraHHs IaHuX
MOXE TIPU3BECTH JO CEpHO3HUX 300iB,
MOILKO/KEHHS ~ KOMIIOHEHTIB abo  BTparu
iHpopMarii. CBoeuacHe BUSBJICHHS
MiABUIIEHUX TEMIIEPaTyp JO3BOJISIE BXKHTH
3aXO[JIB JUIS OXOJIOJUKEHHS a00 oIruMisarii
HABaHTAXCHHS, MI0 3HIKYE DPH3HK BiIMOB
cucreMu. EQexTHBHUI MOHITOPUHT JOIIOMarae
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MiITPUMYBATH oOmagHaHHg B MeXax
PEKOMEHIOBAaHUX TEMIIEPATYPHUX MapaMeTpiB,
MPOJIOBXKYIOUM HOTO TepMiH ciayxom. Takum
YMHOM, aHaji3yloud Tpadikd  KOJMBAHHS
TeMmreparyp OONaJHaHHS, MOXHAa BUSBUTH
HECIIPUATIUBI TEHIEHIII 1 BYACHO BXKUTH
3ax0lMiB 3  JOTPUMaHHSI  ONTUMAJIBLHUX
TeMIIepaTypHUX PEXHUMIB CEPBEPHOI KiMHATH,
CTBOPDUTH aBTOMAarM3allli 1O YBIMKHEHHIO
JOJATKOBUX CHUCTEM KOHJIUI[IOHYBAaHHS TIpU
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HEBEJIMKOMY TIEPEBUINCHHI TEeMIEparyp, SK
nokazye rpadik Ha Puc.4, abo mpuitHATH
pimenHs [2] mo  akTHBamii = CHUCTEMH
MIOXKEIKOTACIHHS npu KPUTHYHOMY
MEPEBUILIEHH] TEMIIEPATYPH.

Puc. 4. BmpoBamkeHHS IOJATKOBOI CHCTEMH
OXOJIO/KCHHS

Fig. 4. Implementation of an additional cooling
system

ITPOT'HO3YBAHHA BIIMOB

OxpiM BUABIEHHS NPOOJIEM Y pealbHOMY Yaci,
CHCTEMH  MOHITOPHHTY  JIOTIOMaraimTh Yy
MIPOTHO3YBaHHI1 MO>KJIUBUX BIZIMOB.
Hampuknazn, sKmo cucreMa MOHITOPHHTY
30upae JaHi PO 3POCTaHHS 3aBaHTAXKCHHS
CEPBEPIB MPOTATOM KIITBKOX MICSIIIB, II€ MOXE
CBIMYUTH TpO HAOMKEHHS KPUTHYHOTO
HAaBaHTAKEHHS, 1 KEPIBHUITBO OaHKy MOXeE
YXBAJIUTH  pIMIEHHS TPO  MOJEpPHI3alil0
oOnagHaHHS a00 PO3UTUPEHHS PECYPCIB.

ABTOMATU3AIIIL TA CIIOBIILIEHHA

CrioBillIeHHS BiJi CUCTEMH MOHITOPHHTY €
KPUTUYHO BAXJIMBUMHU JUIS  CBOEYACHOTO
pearyBaHHsi Ha TpoOieMu B OaHKIBCHKIN
1HGPACTPYKTYpi, JO3BOJIAIOUM  OINEPATUBHO
ycyBathd 3001 40 TOro, sIK BOHH CTaHYTh
KpuTHyHUMHU [8]. BaxxnuBuM KpuTepieM €

MpaBUJIbHE HaJaIITyBaHHS MTOPOTOBUX
3Ha4€Hb, KOJU CHUCTEMAa Ma€ TEHEepPyBaTU
CHOBIIIEHHSI — II€ JO03BOJIIE YHHUKHYTH SIK

HaIMIpHOT KUTBKOCTI "myMy", Tak 1 IPOITYCKY
cepiio3Hux iHIUAeHTiB. CHcTeMa TOBHHHA
BpaxoByBaTH HE JIMIIE [OTOYHUH CTaH
KOMIIOHEHTIB, ajie i TPUBAJIICTh aHOMAJIiH, 11100
3amo0IrTd  peakiii Ha THUMYacOBI CIUIECKH
HaBaHTa)KCHHSI. Eckanaris OTIOBIIIIEHB
3QJIEKHO BiJ PIBHA KPUTHYHOCTI JIO3BOJISE
3aJy4aTd TOTPiOHMX (axiBLIB y BHUIAAKY
cepiio3HuX BiAMOB. HapemiTi, BaXJIHBOIO €
IHTErpaIlisi CIOBIllIEHh 3 aBTOMATH30BAaHUMU
mporecaMu pearyBaHHs, 00 3a0e3MeunTd
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MiHIMaJIBHUI Yac MPOCTOI0 B pa3i KPUTHUHUX
TIOIIiA.

ABTOMaTH3aIlil € BaXJIHMBOIO YACTHHOIO
mporiecy 3a0e3MeueHHs] BiIMOBOCTIMKOCTI [6].
CucreMu MOHITOPUHTY MOXKYTh aBTOMAaTHYHO
reHepyBaTu CTOBIILIEHHS, CTBOPIOBATHU
pesepBHi  Komii gaHux abo  iHINIIOBATH
MEPEKIIIOUCHHST Ha pe3epBHI cepBepu 03
y4acTi JIFOJAUHUA, OCOOIMBO B B YMOBaX, KOJH
yac Ha peakiilo OOMEeXEHWH, a IBHIAKICTh
BITHOBJICHHS POOOTH CHUCTEMHU € KPUTUYHUM
(dhakTopom.

KoHcousinaniss 1anHux MOHITOPHUHTY.

Koncomnigoana nanens (Jlambopm) € 3pydaum
IHCTpyMEHTOM JJsi  Bi3yasizalii OCHOBHHUX
MMOKAa3HUKIB MOHITOPHUHTY B pEalbHOMY 4Yacl,
0 JTO3BOJISIE MIBHUJIKO OIIHIOBATH CTaH BCi€l
IT-indpactpykrypu. Bona o00'enqHye Ha
OJHOMY €KpaHI KPUTUYHI METPUKHU 1 Hajae
MOXJIMBICTh ~ ONEPATHUBHO  BIJICTEXKYBaTH
noteHmiiHi mpodnemu (Puc.5). I'padiku Ta
IHAMKATOPU JIOTIOMAararoTh JIETKO BUSBISATH
BIIXWJICHHS BiJf HOPMaJlbHHX 3HAYCHb 1
MMPOTHO3YBAaTHU MOXJIUBI 300i. J[ambopa Takox
JI03BOJISIE HAJIAIITOBYBATH PiBHI MONEPEIKEHb
1 CHOBIlIEHb [JId KOXKHOTO 3 IIOKAa3HMKIB,
3a0e3neuyroun IIBUAKHHA TOCTYII 10 KpUTHYHOT
iHopmariii aJI1 CBOEYACHOTO pearyBaHHS 1
HiATPUMKH BITIMOBOCTIMKOCTI Ta €()eKTUBHOTO

pasminns [T-iHpacTpykTypoIo.

e o PO I D

I,

Puc. 5 [Ilpukmag KOHCONIOBAHOI — MaHei
MOHITOPHHTY KJIFOUOBHUX TTOKa3HUKIB

Fig. 5. Example of a consolidated key performance

indicator dashboard
BHUCHOBOK

Cucrema MOHITOPHUHTY 0aHKIBCHKO1
iH(pacTpyKTypH BIIIrpae KIIOUOBY pOJb Yy
3abe3nedyerHi ii cTablIbHOI Ta BIAMOBOCTIHKOT
po0OOTH, 0COOIMBO B YMOBaxX BOEHHOTO CTaHY
Ta MOCTIHHHUX TEXHIYHUX BHKJIHKIB.
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BukopucranHss 1HCTPYMEHTIB MOHITOPHHTY
J03BOJISIE HE TIIBKH BUSBIISATH TPOOJEMH Ha
paHHIX eramax, ale ¥ TPOrHO3YyBaTH
MOTEHITIAHI 3arpo3u  JJIsl  BCIX KPUTHYHHUX
KOMIIOHEHTIB CHUCTEMH. 3aBISKU TOCTIHHOMY
KOHTPOJIIO 32 KJIIOYOBUMH  TIOKa3HUKaMH,
TaKUMH  SK  3aBaHTaXEHHS  Mpolecopa,
BUKOPHCTAHHSI OIEPATUBHOI IMaM'siTi, CTaH
MEpEeKEeBUX  pecypciB  Ta  TeMIeparypa
oOnajiHaHHS, MOJXKHA 3aMoOOITTH CEPUO3HUM
300aM 1 3abesmeunTtH Oe3mepebiiiHy poOOTy
0aHKIBCHKHX CEPBICIB. Kpim TOTO,
BIIPOBA/DKCHHSI aBTOMAaTH3AIliil Ta OMOBIIIEHB
3HAYHO MIABUINYE €(PEKTHBHICTH YIPABIIHHS
1HPPACTPYKTYpOIO,  JTO3BOJSIIOUM  IIBHJIKO
pearyBatu Ha 3MIHM Ta 3abe3medyBaTd ii
Ha1MHICTb. Taxum YHHOM, CUCTEMH
MOHITOPUHTY € HEBIA'€MHUM IHCTPYMEHTOM
Ui TWATpUMKHA Oe3rmeku 1 CcTaOUIBHOCTI
O0aHKIBCHKOI  IHQPACTPYKTypH B  YMOBax
CY4aCHUX BUKJIMKIB.
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Banking infrastructure monitoring system
Oleg Kuzin

Annotation. In today's conditions of digital
transformation of the financial sector, the stability
and uninterrupted operation of the banking
infrastructure is the key to success. The fault
tolerance of computer systems is one of the key
factors in the successful operation of modern
organizations, especially in such critical industries
as banking. Ensuring the constant availability of
banking services is extremely important for the
uninterrupted operation of payment systems,
transaction processing and access to customer
accounts. One of the main tools for maintaining
fault tolerance is the monitoring of system
indicators, which allows you to detect problems
before they become critical and take measures to
prevent failures.

This work examines the monitoring system of
the bank's information environment, analyzes the
key indicators of ensuring the system's fault-
tolerant operation. Such features as the criticality
of the studied parameters, the frequency of polling
subsystems, time sensitivity and threshold values
are separately considered.

Within the framework of the study, stable and
abnormal values of the parameters of the
monitoring objects were selected, and based on
them, patterns of system behavior were formed.
As aresult, escalation levels, notification methods
and application of additional automations to
stabilize subsystems are defined.

Keywords: Fault tolerance, information
environment, monitoring system, modeling.
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Anoraiii. Y po0OoTi po3mIsaaaloThes CydacHi
MIIXOOU A0 BIpOBaKeHHS TexHomori loT mms
e(eKTUBHOTO YIpaBIiHHS MiCBKOIO
iHppacTpykTyporo. OcCHOBHa yBara IpHUIiICHA
aHamizy MepEeKEeBUX apxiTeKTyp, 10
BUKOPHCTOBYIOTBCSI JJIsl 30MpaHHsl Ta mepenadi
JaHUX Y  CHCTeMax  pO3YMHHX  MICT.
[MopiBHIOIOTBCSL pi3HI MOjETI TOOYIOBH MEPEK,
30KpeMa OJIHOXOTIOBI Ta 0araToxomnoBi Mepexi, a
takok Ttomonorii WSN. PobGorta akieHTye Ha
nepeBarax i HeJONiKax IUX MEPEeK Y KOHTEKCTI
E€HEPTOCTIOKUBAHHS, MacIITabOBaHOCTI Ta
crabinbHoCTi. OcobnmMBa yBara NPUAUISETHCS
i€papXi4HUM MOJEISM, IO JO3BOJIIOTH 3HU3UTH
CHEPrOBUTPATH Ta MiJBUIIMTH €()EKTUBHICTh
mepexi. [IpoanamizoBaHo 3actocyBanHs loT y
KIIFOYOBUX cdepax MIChKoi iH(QPaCcTpyKTypH,
TakuX  SK  TPaHCIOpPT,  CHEpreTMKka  Ta
BOJIONIOCTAUaHHS. TakoK JETalbHO PO3IVISTHYTO
nuTaHHs KibepOesneku loT-cuctem, BKIIOUaroun
aBTeHTH(iKamif0, TMM(PYBaHHS  JaHUX Ta
3a0e3neyeHHsT HamiiHOCTI  3B's3Ky. OKpemo
obroBoproeTscst portb CPS Ta ceHCOpHUX BY3IiB,
SKi 3a0e3MedyroTh MOHITOPHHT 1 KOHTPOJb
MICBKHX PECYpCiB y peasibHOMY 4aci. Po3misiHyTO
MaTeMaTU4Hi Mojem Juisi ontumizamii Tpadiky B
mepexax [oT, 30kpeMa BUKOpUCTaHHS TEOpii gepr
st 3a0esmedeHHs QoS. 3po0JieHO BHCHOBKHU
mono eQeKkTuBHOCTI BrnpoBakeHHs [oT ans
YIpaBIiHHS MICBKUMH pecypcaMu, M0 JO3BOJISIE
MiJBUIIATH HAJIHHICTD MICBKOI iH(pacTpyKTypH
Ta TOKPAaIIUTH YMOBU JKUTTS MEUIKAHIIB.
ObrpynToBano 3actocyBaHHs B loT-cmcremax
MIKPOCEPBICHOTO TIPOTPAMHOTO 3a0e3IedeHHs Ta
BU3HAYCHI HANPSAMKHA HAayKOBUX JOCIiIKEHb,
CIpsSIMOBaHHUX Ta #oro BriieHHs B loT-cucremu
yHIpaBIiHHS iHPPACTPYKTYPHUMHU 00’ EKTaAMH.

JocmipkeHHs BiAKpUBaE HOBI MEPCHEKTUBU
s 3actocyBaHHa [oT y po3ymMHHX MicTax Ta
BKa3zye Ha HEOOXITHICTh IMOMAIBIIOTO BHUBUCHHS
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AHacTacia KoHgakoBa
AcnipaHT kadenpu
kibepbesnekn Ta
KOMM'tOTEPHOI iHXEeHepIii,

KHYBA
j A9 | Onekcanap Kopeubkumn
\— AcnipaHT Kadeapu

WwiTyyHoro iHTenekty OYIKT

MUTaHL OC3MEKH Ta eHCpl"036ep€)KeHH}I B TakKux
CHUCTCMaAXx.

KarouoBi cJIoBa: IoT, MiChKa
iHppacTpyKTypa,  po3ymHi  micta,  WSN,
eHeproeextuBHicth, CPS,  mikpocepBicHe
porpamMHe 3a0e3MeICHHS

[TOCTAHOBKA TTPOBJIEMUA

Y cydacHHX yMOBax  IHTEHCHBHOI
ypOaHi3zaiii Ta CTPIMKOTO 3pPOCTaHHS MICT
TEXHOJOTil, SKi JO3BOJISAIOTH €(PEKTHBHO
YOPaBISITA ~ MICBKOIO  1H()paCTPYKTYpoOIO,
HaOyBarOTh JAefani OUTBIIOI aKTyalbHOCTI.
Opniero 3 HaWOUIBII  TEPCTEKTUBHHUX
KOHLEMIIH y IIbOMy KOHTEKCTI € IHTepHeT
peueir (mami IoT), mo 3abe3nedye oOMIH
JAHUMH MDXK MPUCTPOSIMH Ta CUCTEMaMH JIsI
aBTOMAaTH30BaHOTO KOHTPOJIO I YIpaBlliHHA
MickkuMmu pecypcamu [Ne][Ne]. V' Takux
Mmicrax, sk Cidaramyp Ta bapcenona,
BIIpoBakeHHA loT  cnpussio  3HauHOMY
IIJIBUIICHHIO €()EKTUBHOCTI BHKOPUCTAHHS
PECYPCIB 1 CKOPOUCHHIO OTEPAIIITHUX BUTPAT,
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JI03BOJIUBIIIH OTIEPATUBHO PearyBaTy Ha 3MiHU
iHppacTpykTypHUX 1oTped. [HTerpamis loT 3
MICBKOIO  1H(PACTPYKTYpOIO Ja€  3MOTY
MIJIBUINATA  €()EKTUBHICTP BHKOPUCTAHHS
pecypciB, 3MEHIIUTH ONepalliifHi BUTpaTH Ta
MTOKPAITUTH SKICTh JKUTTS MenTKaHIIiB [ Ne].

AHAJI3 OCTAHHIX JOCJII/IXEHD

Ocranni gocmimkeHHs y cdepi loT nmms
PO3YMHUX MICT OXOTUTIOIOTH KiJTbKa KITFOYOBUX
HarnpsMKiB. OHUM 13 BaKJIMBHUX AaCIEKTIB €
VIOpaBIiHHA  MICBKMMH  pecypcamMu  Ta
TIJIBUIIICHHS] €HEProeeKTUBHOCTI. 30Kpema,
Mapkyn [1] aknenrye Ha Bukopuctanti loT
JUIS aBTOMAaTHU30BaHUX CHUCTEM YIPaBIIHHSI
pecypcamu, IO CHpUsiE€ SHEPro30epeKeHHIO,
toni sik Gomez [4] po3misgae 3aCTOCYBaHHS
IoT 118  MOHITOPUHTY  €KOJIOTIYHHMX
rmapamMeTpiB 'y MiChbKOMY cepefoBuii. [Hmm
JOCHTIJDKEHHSI 30CepePKEeHl Ha apXiTeKTypi
MEpek Ta TMPOTOKOJaxX Tmepenadl JaHuX.
[Ty6nikamii [5; 7; 8] onucyoTs pi3HOMaHITHI
miaxoau 10 mooynosu loT-Mepex y po3yMHHX
MiCTax,  BKJIOYAlO4d  po3poOKM,  sKi
3a0€31euyIoTh MacITaboBaHICTh i
CTaOUIbHICTE MEPEXKEBOi 1HPPACTPYKTYpH.
Takox Benrka yBara NpuAUIA€THCS MUTAHHIM
oe3neku. Aggarwal [2] 1 Garcia-Retuerta [3]
aHATI3YIOTh BUKJIMKK  KiOepOe3meku Ta
3axucTy AaHux B loT-cucremax, 1mo BKiIrO4ae
npobnemu aBTeHTHIKAIII Ta MHPPYBaHHS
iHpopMmariii. Xoua 1i THTAaHHS AaKTHUBHO
BHBUAIOTHCS, 0araro AacmekTiB, 30Kpema
KibepOesmeka Ta OIITUMI3aIsg
€HEeProCIIOKUBAHHS, 3QIAIIAIOTHCS
HEBHPIIMICHUMH Ta TOTPEOYIOTh MOMATBIITNX
nociipkeHs [9; 10].

®OPMVYIIFOBAHHS LIIJIEM CTATTI

Mertoto CTarTi €  JOCTiIKEHHS
MOXIIUBOCTEH €(EKTUBHOTO 3aCTOCYBaHHS
texHonoriii loT mns ympaBimiHHSA MICHKOIO
1H(}pacTpyKTYyporo, 30KpeMa 4epe3 po3pooKy
eHeproe(heKTHBHUX, HAMIMHUX Ta OE3MEUHUX
MEPEKEBUX apXITEKTYyp. 3aBJaHHSIMH € aHaJI3
ICHYIOUMX MoJiesiel TOOyA0BH OHOXOMOBHX 1
0araTtoxoroBUX MEPEX, a TaKOXK TOMOJIOTIN
6e31poToBUX ceHCcopHUX Mepex (mam WSN),
o0 BHU3HAYUTH HAMOLIBII  ONTHUMAabHI
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MiIXOMU JUIsl 3aCTOCYBaHHS B  yMOBax
PO3yMHHX MICT. OcobnuBa yBara
MPUAUISETHCS MUTAHHSM €HEPTOCIIOKUBAHHS,
MacITaboBaHOCTI, KibepOe3neku Ta
iaTerpanii loT-cuctem y xmo4yoBi chepu
MICBKOI 1H(QPACTPYKTYPH, TaKl SIK TPAHCIIOPT,
€HepreTHKa Ta BOJOTIOCTaYaHHS

BUKJIAJI OCHOBHOI'O MATEPIAJTY
JTOCITDKEHHS

Jst HamexHoi pobotu loT y po3ymHHX
MiCTax KJIIOYOBUM aclleKToM € BHOIp
MEpEXKEBOI apXITEKTYpH, 31aTHOI €(hEeKTHBHO
00po0siTH Ta TepenaBaTd BEIUKI 00CATH
naHux. OCHOBHUM 3aBJaHHSIM € JOCATHEHHS
OamaHcy MK  €HEproeeKTHBHICTIO  Ta
HaJIAHICTIO Tiepenadi iHgopmarllii Ha BeTuKi
BiJICTaHI.

OpnHOXOmoOBI  Mepeki  3a0e3NneuyrTh
1 KITIOYECHHS CEHCOpPHUX BY3JIiB
oe3rocepenHb0 0 0a30BOi  CTaHIIII. Ix
MEepPeBarold € BHUCOKA INBHUJKICTH Iepeaadi
JaHUX ~ 4Yepe3  MIHIMajdbHYy  KUIBKICTh
MIPOMIKHUX BY3JiB, II0 3MEHIIYE 3aTPUMKH.
OpHak 3HaYHE CEHEPrOCHOXUBAaHHSI  Ta
oOMekeHa MaciTaboBaHICTh Yy BEIUKHUX
MICBKHUX TEPUTOPIAX € HEIONIKaMH, IO
OOMEXYIOTh 3aCTOCYBaHHS TaKUX MEpPEX Y
MacmrabHux loT-cucremax [1].

Ha BimMiHy BiJ OIHOXOMOBHUX CHCTEM,
0araToxoroBi Mepexi NepealTh TaHl yepes
MIPOMIXKHI1 BY3JIH, 110 3HIDKYE
€HEepProCIOKUBaHHSA, OCKUIBKM KOXKEH BY30II
MIITPUMYE 3B'SI30K 13 HANOTMKINMHU By3JIaMH.
Taka apxiTeKkTypa J03BOJISI€ POMIUPHUTH 30HY
MOKPUTTS 03  3HAYHOro  30UIbIICHHS
KUTBKOCT1 0a30BUX CTaHIIINA 1 pOOUTH MEPEKY
OUTbII THYYKOW Ta  HAIIHHOW A
BUKOPHCTAHHS B YMOBaX PO3yMHHUX MicT [7].

lepapxiuna MOZEIb € M1ITATIOM
0araroxomoBoi Mepexi, e JAedKi BY3JIH
BUCTYMAIOTh  KJIACTEPHUMH  TOJIOBHUMH

By3JlaMH, 30uparoud JaHi Bil IHIIUX 1
nepemaroud ix Ha 0OazoBy craHmipo. lle
3MCHIIIYE  HABAHTAXCHHS HA  MEPEKY,
MIJIBUIIYE €HEProeEeKTUBHICTH 1 3a0e3mneuye
BHCOKY MAacIITa0OBaHICTh Ta CTAOIIBHICTH
cuctem# [3].

bararoxomoBi Mepexi € 0coOIMBO
aKTYaJIbHUMH TSI PO3YMHHX MICT uepe3 iXHIO
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3[IaTHICTH Q/IalITyBaTUCS IO BTPAT BY3JIiB 200
3MIH y  MEpeXeBHX yMoBax. BoHu
3a0e3MeuyloTh HAMIMHICTD IS KPUTHYHUX
CHCTEM, TaKUX SIK TPAHCIIOPT, CHEPreTHKa Ta
BojonocrayanHs. Kpim Toro, 11i Mepexi JIerko
aJanTyloTbCcsl A0 30UIBIICHHS KUIBKOCTI
BY3JIiB y Mipy pO3IIUPEHHS MiCTa.

Tomomoris 6e3ApPOTOBHUX CEHCOPHUX MEPEeK
(mami WSN) € BaXXITUBUM acIeKTOM MMOOYI0BU
IoT-cucTeM, OCKIIBKM BOHa BIUIMBAE Ha
CTaOUTBHICT, 1 MacmITa0OBaHICTh CHUCTEMH.
[Inocka Tomonorisg, y sKiid yci By3IH €
PIBHOIIPAaBHUMH, € TIPOCTOIO 1 JCIIEBOIO Y
moOy/I0Bi, ajie Mae oOMekeHy €(heKTHUBHICTS 1
MacIITa0OBaHICTh, IO KPUTHYHO  JUIS
Benmukux wMict [7]. YV pa3i 30uibIIeHHS
KUTBKOCTI BY3JiB BOHA MOX€E MPHU3BOAUTHU 10
MEPEBAHTAKCHHS MEpEeXi Ta 3aTPUMOK Y
nepeaayi JaHux.

lepapxiyna Tomosoris, 1o mnepeadavae

KJIaCTEpH3allito BY3JIiB, € OUIbII €(hEeKTHBHOIO,
OCKUTBKH 3HIDKYE HABAHTAXCHHS Ha OKpeMi
BY3IM 1 TMIiJBUILYE EHEProe(eKTUBHICTb.
l'onoBHI By31H BUKOHYIOTH (DYHKIIIT 00pOOKH
Ta  ¢inbTpanii  AaHUX, IO  CIpHiE
CTaOLTHPHOCTI Ta €(EKTUBHOCTI MEPEXKI.
Iepapxiuni Tomomorii A00pe MiAXOAATH IS
BEIIUKUX MICT, OCKUIbKM 3a0€3MeqyroTh
CTIMKICTh 1 a1anTUBHICTS [9].
VY MicbKOMY PO3BUTKY KOHIICTIIIISI PO3YMHHX
MicT mokiaamacTbesd Ha WSN, OCKUIBKH BOHH
J03BOJISTFOTh e(EKTHUBHO VIIPaBIISATH
BEJIMKMMHU OOCSATaMH JaHUX 1 MiHIMI3yBaTH
€HEePTOCIIOKUBAHHS. Hanpukoan, y
TpaHCcHOpTHUX cucteMax WSN  MOXyTb
BUKOPUCTOBYBAaTUCA [  MOHITOPHHTY
TPAHCIIOPTHUX  TOTOKIB 1  yNpaBJIiHHA
cBiTmopopamMu, M0 3MEHIIye 3aToOpu Ta
CKOPOYYE Yac nepecyBaHHs [S].

Y ctepi E€HEPTeTHKHU WSN
3aCTOCOBYIOTHCS TUIst MOHITOPHHTY
CTIOXKUBAHHS €Heprii OyTiBISIMH, a TAKOXK JIJIs
onTUMIi3amii POOOTH EIEKTPUUYHUX MEPEK.
CeHCOpHI BYy3JIM I1HTETPYIOTBCS B CHCTEMH
VIPaBIiHHS  €IEKTPONOCTAYaHHSIM ISt
BUSIBIICHHS POOJIEMHUX JIISTHOK 1
ABTOMaTHYHOTO PETYIIOBaHHS HAaBAHTAKCHHSI.
BononocraganbHi CUCTEMH TaKOX
BUKOPUCTOBYIOTh WSN 1711 MOHITOPUHTY
TUCKY Ta pIBHS BOAM B pe3epByapax, IO
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JI03BOJISIE CBOEYACHO TTOTIepeKaTH aBapii abo
BUTOKH Boau [6].

[ammi THUITH TOIIOJIOTIH, SIK-OT
3ipKomnoioHa abo KIJIbIIEBa, MAaroTh
oOMekeHe 3acTocyBaHHs y Benukux loT-
CHUCTEMaxX 4epe3 CiIadKy MacHITabOBaHICTh 1
Bpa3JIMBICTh IO BIMOB OKpPEMHX BY3IIiB.
Hampukman, y 3ipkonomiOHi#i  Tomosorii
BiIMOBa  I[EHTPAJLHOTO  BYy3Jla  MOXE
MIPU3BECTH 10 300iB y BCiit Mepexi [1].

CeHCcOpHI By37H, IO BIAMOBIJAIOTH 3a
30ip maHuX 13 (I3MYHOTO CEPEOBHUINA, €
OCHOBHUM KOMIIOHEHTOM WSN y po3ymMHHX
MicTax. BOHM MOXyTh BHMIpIOBaTH pi3HI
napaMmeTpu, SK-OT TeMIleparypa, THCK 4YH
piBeHb 3a0pydHEHHS, 1 MOHITOPHUTH CTaH
KPUTHYHOI iHYpacTpyKTypH, 30KpeMa MOCTIB,
nopir Ta eHepromepex. EneproeekTHBHICTD
€ BROKJIMBOI BHUMOIOI0 0 TaKHX BY3IIB,
OCKIJTbKM BOHM 3a3BHYail MpalioloTh Ha
00OMEKEHHUX EHepreTUYHUX  pecypcax.
Tomomoris 6e3ApPOTOBHUX CEHCOPHUX MEPEeK
(mami WSN) € BaXXITUBUM acIeKTOM MOOYI0BU
IoT-cucTeM, OCKIIBKM BOHA BIUIMBAE Ha
CTaOUTBHICT, 1 MacmITa0OBaHICTh CHUCTEMH.
[Inocka Tomonorisg, y sKid yci By3IH €
PIBHOIIPABHUMH, € TPOCTOIO 1 JEIIEBOIO Y
moOy/I0Bi, ajie Mae oOMeKeHy e(heKTHUBHICTS 1
MacIITa0OBAHICTh, IO KPUTHYHO  JUIS
Benukux wMict [7]. YV pa3i 30uIbmIeHHS
KUTBKOCTI BY3JiB BOHA MOX€E MPHU3BOAUTHU 10
MEPEBAHTAXKEHHS MEpEeXi Ta 3aTpPUMOK Yy
nepeaadi JaHuX.

lepapxiyna Tomosoris, 1o mnepeadavae
KJIACTEPHU3AIIiIO BY3JIIB, € OLTBII €)EKTUBHOIO,
OCKIUIBKHM 3HMXKYE HAaBAaHTKCHHS HA OKpeMi
BYy3JM 1 TIJBHINYE €HEProe(EKTUBHICTD.
T'os10BHI By3/IM BUKOHYIOTH (PyHKIIIT 00pOOKH
Ta  ¢uIeTpamii  JaHWUX, 0  CHpHSE
CTaOUIBHOCTI Ta e(QEeKTUBHOCTI MeEpexi.
lepapxiuni Tomosorii 100pe MAXOAATh IS
BEIMKUX MICT, OCKUIBKH 3a0e3MeuyloTh
CTIMKICTP 1 aAaTUBHICTH [9].

Y  MICBKOMY PO3BHUTKY  KOHIEMIIis
PO3YMHHX MICT MOKJIagaeThest Ha WSN,
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OCKUIBKM BOHH JIO3BOJIIIOTH  €()EKTHBHO
YOPaBISITA BEJIIMKUMU 00CSITaMH JaHUX 1
MiHiMi3yBaTH €HEProCIIOKUBAHHS.
Hanpuxknan, y tpancnioptHux cuctemMax WSN
MOXYTh BUKOPHUCTOBYBATHCS TUTSE
MOHITOPUHTY TPAHCIIOPTHHX TOTOKIB 1
YIpaBIiHHSA CBITIIOPOpPaMHU, IO 3MEHIIYE
3aTOpHU Ta CKOPOUYE Yac nepecyBaHHs [S].

Y  cdepi  eneprerukn  WSN
3aCTOCOBYIOTHCS TUIst MOHITOPHHTY
CTIOXKUBAHHS €HEprii OyiBISIMH, a TAKOK JJIs
onTUMi3amii POOOTH ENEKTPUUYHUX MEPEK.
CeHCOpHI BYy3JIM I1HTETPYIOTBCS B CHCTEMH
VIPaBIiHHS  €IEKTPONIOCTAaYaHHSIM ISt
BUSIBIICHHS POOJIEMHUX JIISTHOK 1
ABTOMaTHYHOTO PETYIIOBaHHS HAaBAHTAKCHHSI.
Bononocraganbhi CUCTEMH TaKOX
BUKOPUCTOBYIOTh WSN 1711 MOHITOPUHTY
TUCKY Ta pIBHS BOAM B pe3epByapax, IO
JI03BOJISIE CBOEYACHO TIOTIEPEKATH aBapii abo
BUTOKHU BOIH [6].

IHon  ToM TOmOJOriH, — SAK-OT
3ipkomogiOHa  abo  KijbIleBa,  MalOTh
oOMexeHe 3acTocyBaHHS y Benukux loT-
cucreMax 4depe3 ciabkKy macmTaOoBaHICTh 1
Bpa3JIUBICTh JO BIIMOB OKPEMHX BY3JIIB.
Hanpuknan, y 3ipkomoniOHii —Tomosmorii
BiIMOBa  IEHTPAJIBHOTO  BYy3J1a  MOXE
IpU3BeCTH A0 300iB y BCiit Mepexi [1].
CeHcopHI BY31M, IO BiAMOBIAAIOTH 3a 30ip
JaHuX 13 (I3UYHOTO  CepeloBUINA, €
OCHOBHUM KOMITIOHEHTOM WSN y po3ymMHHX
MicTax. BOHM MOXYTb BHMIpIOBAaTH pi3HI
napaMeTpH, SK-OT TeMIleparypa, THCK YU
piBeHb 3a0pydHEHHS, 1 MOHITOPHUTH CTaH
KPUTHYHOI iHYpacTpyKTypH, 30KpeMa MOCTIB,
nopir Ta eHepromepex. EneproeekTuBHICTH
€ BROKJIMBOI BHUMOIOI0 0 TaKHX BY3IIB,
OCKIIbKM BOHM 3a3BHUYail MpAIOIOTh Ha
00OMEKEHUX CHEPTeTUYHHIX PEeCcypcax.

CeHCOpHI BY31M MOXYTh OyTH K
CTalllOHapHUMH, TaK 1  MOOITbHUMH.
CramionapHi BY3JI1 3a0€31evyIoTh
CTaOUTBHICTh TIepeladi JaHuX, TOAlI SIK
MOOUTHHI BY3JIM JIO3BOJISIIOTH  OXOILTIOBATH
OumblIi  TepuTOpii  ANS  JAMHAMIYHOTO
MoHITOpUHTY. OpHaK  MOOUIBHI  BY3JIH
MOTPEOYIOTH ONITUMI3aIlii €HePTrOCTIOKIUBAHHS
Ta MIATPUMKH HAAIMHOTO 3B 53Ky IiJI dYac

pyxy [7].
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BaxnuBy ponbp  BiAirpamoTh  By3JH-
IUTIO3H, sIKI 3a0€3IMedyroTh Tepenady JaHuX
MIX CEHCOPHHUMH BY3JIaMHU Ta IICHTPAJIHHOIO
CHUCTEMOIO ympaBiiHHA. BoHU 00p00isioTh
JlaH1 BiJ] CEHCOPIB 1 MepenarTh ix Ha 06a30Bi
craniii abo cepBepu mua aHamizy. lLle
3MEHIIIy€ HAaBaHTAXKCHHS HA CEHCOPHI BY3JH 1

3HW)KYE€  CHEpProBUTpartd.  Bysnu-mumosn
MaroTh OinbIIe E€HEPreTUYHUX Ta
00YHCITIOBATIBHAX MOXKJIMBOCTEH, 110

J03BOJISIE iM  YIPaBIATH TOTOKOM JIaHUX,
3a0e3meuyBaTu  Oe3MeKy KOMYHIKami 1
KOOPIMHYBAaTH pPOOOTY PpI3HUX EJIEMEHTIB
Mepexi. BoHM MOXYTh TakoX 1HTETPyBaTHUCS
3 IHIIUMH CHUCTEMaMM, TaKHUMHU SIK XMapHi
margopmu abo kibep-¢izudni cuctemu (fami
CPS), mo niaBuiye 3araabHy €(heKTUBHICTD.
loT-texnomnorii B MICBKii
1H(PACTPYKTYpi CTBOPIOIOTH MOXKIIUBOCTI JIJISI
aBTOMAaTHU3aIlii TPOIECIB YOpaBIiHHI Ta
MiIBUIICHHS €()EKTUBHOCTI BUKOPUCTAHHS
pecypciB. OnHIEO 3 KITIOYOBUX TEXHOJOTIN €
KiOep-¢pi3uyHi cucremu, 10 3a0e3MedyroTh
KOHTPOJb 1 MOHITOPHHT  pecypciB y
peanbHOMYy uaci. OmHMM 13 BaKIUBUX
HarnpsiMiB 3actocyBaHHsl [oT e enepreTmuna
chepa. CeHcopu MOXYTh MOHITOPHUTH
CIIOKUBAHHS CHEPrii, BUSBIATH MPOOIEMHI
TUTSTHKA Ta OIITUMI3yBaTH poborty
CIIEKTPUYHUX  MEpeX, 1[0  IiJIBUIILYE
HAJIMHICThP EHEPromocTayaHHs 1 3HHKYE
BTpaTu eHeprii. ABTOMAaTH30BaHI CHCTEMHU
TaKOX JO3BOJISIOTh IHTEeTpyBaTH
BIJIHOBJIIOBAaH1 JDKEpesia €Heprii, Takl K
COHSYHI Ta  BITPOBI  E€JIEKTPOCTAHIIII,
CIPUSIOYU CTAIOMY PO3BHUTKY MICT.

Inmmii  BaxuBuil  Hanpsm  [oT —
VOpaBIiHHSA TPAHCIOPTHUMH CHCTEMaMHU.
Cencopu, pos3MimieHi Ha Jgoporax 1
TPaAHCIOPTHUX 3ac00aX, TO3BOJISAIOTH 30MpaTu
JaHl TpO  TPAHCIOPTHI  TOTOKH,  SIKi
BUKOPHCTOBYIOTbCS JIJIsl ONTUMI3aIlii poOOTH
CBITIO(OpIB, TPOMAJICBKOTO TPAHCIIOPTY Ta
NapKyBaJIbHUX MaijgaHuyukiB. Lle 3HMKye
PIBEHb 3aTOPIB 1 CKOPOUYE YacC MepecyBaHHS
MENIKAHI[IB MiCTa, a TakKoX 3MEHIIYE
3a0pymHEeHHS TOBITPs [5].

Y BoJomocTauaHHi CEHCOPHU MOXKYTh
MOHITOPUTH THCK y TpyOOmpoBOaax, piBEHb
BOJIM B pe3epByapax i skicTe Bomu. JlaHi B
peanbHOMY 4Yacl JO0NOMararoTh MOIMEpPeIuTH
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aBapii a0 BUTOKHM BOJH, 3HI)KYIOUH BUTPATH
Ha PEMOHT Ta €KCILTyaTarllio.
Ockinpku loT-cucremu
BHUKOPUCTOBYIOTHCS TUISE yIpaBIiHHS
KPUTUIHHMH eJIeMEHTaMHU MiCBKOT
iH}pacTpykTypH, Oe3meKka TakuxX CHCTEM €
MPIOPUTETOM. 3pocTaHHs KUTBKOCTI
MIJIKJIFOYEHUX TPUCTPOIB TMIJIBHIIYE PU3UK
kibeparak, 110 BHMara€ HaJiiHUX METOJIB
3aXUCTy JaHUX 1 O€3MeKu MEepeKeBUX
B3aemoii [8].

ABTeHTH(}IKAIlIST  KOPUCTYBAa4iB €
OIHUM 13 KJIIOUOBUX METOMIB 3a0€3MEeUCHHS
oesrieku [oT. Bona rapantye, mo nwiie
aBTOPU30BaHI KOPUCTYBa4i Ta MPUCTPOI
MaroTh JTOCTYyN 10 Mepexi. OmHaK KiIacH4Hi
MiIX0U He 3aBxau miaxonats nis loT gyepes
oOMeXeHI  OOYMCITIOBAIbHI ~ MOTYXHOCTI
CEHCOpHUX BYy31iB. Tomy pO3pOOISIOTHCS
HOBI TIOJIETIIIEHI TIPOTOKOJIM aBTEHTH(IKaIIii,
sKi 3a0e3medyroTh Oe3neky 0e3 HaaMipHOTO
HaBaHTaKECHHS Ha pecypcu [9].

[le omHUM Ba)KJIMBUM aCIIEKTOM O€3MeKn
€ mmdpyBaHnHs  jgaHux. loT-cucremu
BUKOpPHUCTOBYIOTH anroputmMu AES a6o RSA
Uil 3aXMcTy  iHopMalii, mTpore uepes
OOMEXKEHI  pecypch  CEHCOpiB  4acTo
3aCTOCOBYIOTh TIOJICTIIEHI BapiaHTH ITUX
anropuTMiB. TakoX BaXIIMBUMH € 3aXHUIICHI
MIPOTOKOJIH 3B’ 513Ky, sIK-0T TLS a6o DTLS, mo
3HIDKYIOTh PU3HMK TICPEXOIUICHHS JaHHX.
[Ipore  ckjagHi  aNrOpUTMHU  MOXKYTh
MiIBUIIATH  CHEPrOCHOXKUBAHHS,  TOMY
HeoOX1aHO 3HAWTH OajlaHC MK OE3IEKOI0 Ta
eHeproe()eKTUBHICTIO.

CutyariifHi IEHTpH YOpPaBIiHHI €
KJIFOUOBUMH KoMmmnoHeHTamu loT-cucrem y
MmicTax. Bonu 3a0e3rnedyioTh KOOpAMHAIIIO
MICBKOI  1HQPACTPYKTYypHU B PEKUMI
pEaNbHOTO Yacy, JO3BOJSIOYH ONTHMI3yBaTH
MPOLIECH, SK-OT KEpYBaHHS TPaHCIOPTHUMH
MOTOKaMU Ta BojomocTadaHHsM. [lani 3
CEHCOPIB JI0TIOMAararoTh aBTOMAaTUYHO
pearyBati Ha aBapii abo0 HaA3BUYANHI
cutyarii [6].

Hapemri, nns crabineHoi po6otu loT-
CUCTEM HEOoOX11HO BIIPOBAKYBaTH
CTaHJApTH SKOCTI 00cCIyroByBaHHsS (maii
QoS), mo BHU3HAYAIOTHh 3aTPUMKY Iepeaadi
JaHWX, [IUPHUHY CMYTH  MPOIyCKaHHS,
HaJIAHICTh 3B’SI3Ky Ta Oe3meky. Hampukmnan,

HIAPOKO
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3aTpUMKa Tepenadi JaHuX y TPAHCIIOPTHUX
ab0 eHepreTUYHUX Mepekax MOXKe MPU3BECTU
70 CepHO3HUX HACIIJKIB, SIK-OT 3aTopu abo
nepedoi B eNeKTponocTadanHi [6].

[lle ogHUM BAaXIMBUM IOKA3HUKOM €
IUpPUHA CMYTH MponycKaHHs. Y mickkux [oT-
crcTeMax KUIbKICTh MiKIIOYEHUX MPUCTPOIB
MOXKe OyTH JTy’Ke BEJIMKOIO, 1 T €(PEeKTUBHOL
pobotu cucremMu HEoOXigHO 3a0e3meunuTH
JOCTaTHIO TIPOIYCKHY 3JaTHICTh MEPEXKi.
SIKio mpomycKHa 3[aTHICTh HEAOCTaTHS, 1€
MO’Ke MPU3BECTH JI0 EPEBAHTAKEHHS MEpexKi
Ta 3HIDKEHHS IBHUJIKOCTI Mepeiadi JaHuX, 10
HETaTHBHO BIUTMHE Ha (DYHKIIOHYBaHHS BCI€T
Mmicekoi iH(ppacTpykTypu [8]. OcobamuBo
BKJIMBO 3a0€3MeUnTH HEOOX1HY MTPOITYCKHY
3MATHICTD 7Sl KPUTHYHUX CUCTEM, TAKHX SK
MOHITOPMHT Ta  yMPAaBIiHHSI  MICHBKUMHU
pecypcamu. HaniliHiCTh 3B'A3Ky TaKOX €
KIIo4oBMM — acnekroM  Jag  loT-cuctew,
OCKITbKM  cTabinbHe Ta  OesmepebiiiHe
3'€lHaHHS MK  yciMa  KOMIIOHEHTaMH
1HPPACTPYKTYpU € KPUTHYHO BAXIIMBUM JIJIS
ixHpoi Oe3nepepBHOi podoTu. Hampukian, y
pasi 300iB y 3'€lHaHHI €HEPreTUYHUX MEPEK
a00 cucrteM O€3MEeKH MOXKYTh BHHHUKATH
Cepio3HI  HAcHiAKH, HAK-0T T1epedoi B
€NEeKTpOorocTa4yaHHi  abo  3aTpUMKH Y
pearyBaHHI Ha HaJ3BHYaiiHI cutryamii [9].
TakuM uyuHOM, 3a0e3leUeHHsS CTa0UIHLHOIO
3B'SI3KY € B@XKIWMBUM 3aBIaHHSIM  JUIS
e(ekTUBHOTO (YHKIIOHYBaHHS PO3yMHHX
MICT.

OmHHM 13 HaAWBAXKJIMBIIMKX acekTiB QoS
B loT-cuctemax € Oe3meka, ska BIiIIrpae
KIIFOYOBY POJb Y 3aXHCTI KOH(IACHIIHHUX
JTaHuX 1 30epeKeHHI UTICHOCTI cucteM. Jlis
I[OTO 3aCTOCOBYIOTBCS 3aXHIIEHI TTPOTOKOIN
3B'SI3Ky Ta WU(GPYBaHHS JaHUX, 110 TapaHTYeE
3aXUCT nepenaHoi iH(popMmarii BiJ|
HECaHKIIIOHOBAaHOTO JIOCTYMy. 3 OIISAYy Ha
3poctanHs  KutbkocTi  loT-mpuctpois y
MICBKIN 1H}pacTpyKTypi, BUHHKAE
HEOOX1HICTh ONTHMI3alii mporecy nepenadi
JaHuX, 00 YHUKHYTH II€pEeBaHTaXEHb
Mepexki Ta 3a0e3nmeunTd CTabUIbHY pPoOoTYy
BCI€1 CUCTEMHU.

Maremarnydi  MoOAENl €  BaXKJIMBUM
IHCTPYMEHTOM I onTHMIi3arii Tpadiky B
Mepexax loT, momomararodyu IIpOrHO3yBaTH
Tpadix 1 mpuiMaTH pilieHHs IO0I0 HOTO
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00pobku. OnHie0 3 HAUOUIBII ePEKTUBHUX
Mojenel i aHami3y W onrtumizaiii Tpadiky
B loT-cuctemax € Teopist uepr, sika J03BOJISIE
MOJICTTIOBATH TIOBEIIHKY MEPEXI il piI3HUMHU
HABaHTAXXCHHSMH, TUM CAMUM 3a0€3MeTyI0UH
BHCOKY SIKICTh 00ciyroByBaHHs. OCHOBHUIA
MiJX1], 3aCHOBaHWH Ha Il Teopii, momisrae B
MOJICTIIOBaHHI TIPOIIECY OOpOOKM NaHUX, SIKi
HAJXOATh BiJl YUCICHHUX CEHCOPHUX BY3IIiB
yepe3 BY3JIH-IUIIO3M Ta 0a3oBi craHmii. Y
Mipy 30inbIIeHHS 00cATY TpadiKy Teopis yepr
JIOTIOMara€  yHUKHYTH  II€PEBaHTaKCHHS
KaHaJiB 3B'SI3KYy 1 MIABUIIUTH €()EKTHBHICTH
BUKOPHUCTAHHS MEpPEeKEBUX pecypciB.
Buxopucranus TaKuX MaTeMaTHIHUX
MoJeNiel JTO3BOJIsiE  TepeadadaTd  MOKITUBI
3aTPUMKHA Ta  PIBHOMIPHO  PO3IMOIUIATH
HAaBAaHTAXXEHHA MK PI3HUMHU €JIeMEHTaMH
Mepexi [9].

Pi3ni Tmm Moxenei depr MOXyTh OyTH
3actocoBanl mist loT-cucreM 3anexHO Bifn
KOHKpPETHHX clieHapiiB. Hampukian, Momens
M/M/1, ne onuH cepBep 0OCIYroBye 3asiBKH,
0 HAAXOIATh 13 TEBHOK YacCTOTOI, €
KOPHCHOIO JJIsi TPOTHO3YBaHHA Tpadiky y
By3J1aX loT-cucrem 13 00OMEKEHOIO
MPOIMYCKHOK 3[aTHICTIO. JIIs CKIaaHIIUX
CIleHapiiB MOXYTh OyTH BUKOPHCTaHi I1HIII
Mozeni, ak-or M/M/c abo M/G/1, ne kinbka
cepBepiB 00pOOIISAIOTH YEpry 3asiBOK, a0 kK
o0poOKka  3IIWCHIOETBCS 31 3MIHHOIO
mBuaKicTIo [9]. Taki maxomyd TO3BOJSIOTH
BpaxoOBYBaTH Pi3HI (aKTOpH, IO BIUIMBAIOTH
Ha Tpadik, 30KpeMa Jac 100H, IHTECHCUBHICTb
TPAHCIIOPTHUX TIOTOKIB a00 1HII YWHHUKH
MICBKOTO CEepEIOBHIIIA.

ArperoBanuii Tpadik Bix loT-mpuctpois
Y PO3YMHHX MiCTaX 3MIHIOETHCS 3aJIEIKHO BiJ]
pI3HHX YMOB, HaAIpHKIad, 4Yacy ao0u abo
IHTGHCUBHOCTI ~ TPAaHCHOPTHUX  IOTOKIB.
Mogeni, 1O BUKOPHUCTOBYIOTH arperoBaHi
MOTOKM JIAaHUX, JO3BOJSIOTH IPOTHO3YBATH
3MiHM Tpadiky B peadpbHOMY dYaci Ta
JUHAMIYHO aJanTyBaTH poOOTy Mepexi A
3MeHIIeHHs 3arpuMok [10]. 3actocyBaHHsA
TaKMX MOJENECH € Ba)XJIMBHUM Yy CHCTEMax
YOPaBITiHHS MICBKUM TPaHCIIOPTOM, 1€ BOHH
JI0TIOMararoTh ONTUMI3YBaTH poboty
CBITI0(OpIB, CKOPOTUTH YaC OUIKYBaHHS JJIS
BOMIIB 1 3HU3UTH 3arajbHE HABAHTAXKECHHS Ha
TpaHcriopTHY  iH(ppacTpykTypy. IlomiOHi
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MiIXOMU MOXYTh OyTH 3aCTOCOBaHI JUIs
YOpaBIiHHS 1HIIAMHA MICBKUMH pPecypcami,
TaKUMHU SK eJEeKTpoMepexi abo cucreMu
BoOJIOIIOCTa4YaHHs [§].

OmuH 13 KIIOYOBHMX AaCHEKTIB, SKHH
BpaxoBYIOTh Yy MaTeMaTUYHUX MOJEJIX
ynpasiinHsa Tpagikom loT-cucrem, — ue
napametpu QoS. Ili mapamerpu BKIIIOYAIOTH
3aTPUMKY Tepenadi JaHUuX, HMIHPUHY CMYTH
MPOMYCKaHHS,  HAIIWHICTH  3B'A3Ky  Ta
NPIOPUTETHICTh AaHUX. 3aCTOCYBAHHS TEOPii
Yepr M03BOJISIE ONTHMI3YBaTH I1i TOKa3HUKU
JUISS  JTOCSITHEHHSI BUCOKOT €(EKTUBHOCTI
pobotu cucremu. Hampuxnam, Taki mojeni
JIOTIOMAraloTh BU3HAUUTH ONTHUMAIIbHI PiBHI
3aTPUMOK 1 TPOMYCKHOI 3MaTHOCTI JJIA
KOXXHOTO TuUmy Tpadiky, M0 J03BOJISE
3a0e3neunTu MPIOPUTETHY 00poOKy
KPUTUYHHX JIaHUX, TAKUX SK 1H(OpMaLlis po
aBapii uu HeOe3neku [9].

BaxnuBuMm  ¢dakTopoM  MiIBUINCHHS
edexTuBHOCTI ympaBiiHHS Tpadikom loT-
CUCTEM B nporeci yIpaBIIiHHS
1H(paCTPYKTYpOrO MicTa € METOAH, CIIOCOOU
Ta BUJ IPOTPAMHOTO 3a0e3meueHHs sike Oye
3aCTOCOBYBAaTUCA B MeXax fK YIPaBIIHHSI
CaMOI0 CHCTEMOIO TaK i 3aCTOCYBaHHS Camoi
CUCTEMH, TOB’S3aHUMH 3 HEI0 €JeMEHTaMU
IoT Ta KiHIIEeBUMH KOPHCTYyBa4aMH.

IcHyroui TeHACHITIT pO3BUTKY CITIOCOOIB Ta
METOAI  pO3poOKM  Ta  3aCTOCYBAaHHS
MPOrpaMHUX MPOIYKTIB B CYYaCHUX Mepekax
IoT, 3 BpaxyBaHHSIM MacOBaHOTO BTIICHHS
TEIIEKOMYHIKAI[IHHUX MEpPeX Ta CHCTEM
II’ITOro mokomiHHg, a came S5G/IMT-2020,
BUBOJIUTh Ha TMEPIIMH TUTAH 3aCTOCYBAHHS
TaKuX THIMIB apXiTEeKTypu IPOTrPamMHOTO
3abe3neuenHs (I13) sk Oe3cepBepHi Ta
mikpocepsepHi Mmacusu 110 [11,12]. Ix
nepeBaraMd €  BIJICYTHICTh  IPOMDKHHX
€JIEMCHTIB HAKONIUYEHHS Ta OOpPOOKH JaHMX,
110 3HAYHO M1 IBUTITYE MIBUIKICTH
(YHKIIOHYBAaHHS MEpEXi Ta OTPUMaHHSA
pesynbTariB i 3acrocyBaHHs. [lpu 1mpomy
camMe MikpocepBicHa  apxitekrypa I3
3a0e3nedye  MOXIUBICTh  OJHOYACHOTO
e(hEeKTUBHOTO 3aCTOCYBaHHS pI3HUMU
kopuctyBadamu [13 pi3HOro mpu3HAYCHHS B
1HQpaCTPYKTYpHUX PIIMICHHSX, 10 SKUX B
nepury uepry BigHocaTecs loT-cucrem.
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[ToGynoBana o MIiKpOCEpBICHIH
apxitexTypi [13 ysiBisie coboro Habip OKpeMux
OpPOrpaMHUX TPOAYKTIB Ta JIOTIKYy iX
3acrocyBaHHda. [lpm 1poMy moOynoBaHe
takuM uynHOM [I3 Moke BKiIrOWaTH B cebe
okpemi (QyHKIIIOHAIBHI ONOKM a 00 Mmaru
aromapHy cTpyktypy [11, 12].

B cBoto uepry, came HaWOLIBIN CcydacHa
Ha TIEPCMIEKTUBHA aroMapHa CTPYKTypa
MikpocepBicHoro I3 go3Bosse  OinbIn
e(EeKTUBHO BUKOPUCTAaTH BIJIbHI
OOYHCITIOBAIbHI MOXJIMBOCTI MEpEeXi, MaTu
MOMXJIMBICT JIO IIBHJIKOTO  KJIOHYBAHHS
OKpEMHX €JIEMCHTIB 10, AKTUBHO
3aCTOCOBYBATHU MNP (PYHKI[IOHYBaHHI CYMiCHO
3 TpPaHUYHUMU TyMaHHI OOYHCICHHS Ta
3ajydartd 70 YHPaBIiHHA MIKpPOCEpBICHOTOT
I13 enmementn mtyunoro iHTenekty (IIII).
Ocob6nuBo BaxumBe 3amydeHHs LI npu
aHamizi  Tpadiky 3amUTIiB 10  MAacCHUBY
MmikpocepBicHoro I1O Ha erami BH3HAYEHHS
HaBaHTaXeHHs Ha [oT-cucreMy, BUKIIFOUEHHS
BIUTUBY JIONATKOBHX 3aTPUMOK 1 3MiH
CTPYKTYpH TIOTOKIB KOPHUCHUX JlaHUX B
Mmepexi [12, 13].

Baxxnusoro BJIACTHUBICTIO
MiKkpocepBicHOT miaxony a0 noOynosu 13 €
MOXKJIUBICTB 10 MiHIMI3aIlli IKOCTI PO3POOKH
Ta B3aeMofil pi3HH[ enemeHThd Takoro I13,
MIPU CTBOPCHHS PI3HUMU BHPOOHUKAMU Ta
3aJydeHHI JO iX 3acCTOCYBaHHS PI3HHUX
MIPOrpaMHO-aNapaTHUX KOMILIEKCIB.

31 BCbOrO  Mepeniky  YMHHHKIB,
HETraTMBHUX (aKTOpIB Ta MapameTpiB, sKi
MOXYTb  YMHUTH  BIUIUB  Ha  SKICTb
¢yukuionyBanus loT-cuctemu B ymoBax
3aCTOCYBaHHS MacHBIB MikpocepBicHoro 13,
CTBOPEHOTO, SIK COBOKYITHICTh €JIEMEHTIB BiJI
pI3HUX PO3POOHUKIB Ta peai30BaHOTO Ha
pi3HHX TUTIAX porpaMHoO-anapaTHUX
KOMIUIEKCIB ~ HaWOUTbII  3HAYYIIUM  Oyrie
YUHHHK 3aTPUMKH, SIKHI BUSHAYAETHCS YaCOM
BIIKIIMKY MEpEeXi Ha 3aluT  OKPEMOTO
kopuctysada [11, 12].

€ OYeBMIHUM, 10 HAYKOBI JOCIIIKEHHS
Mo MiHiMi3alii BKa3aHOTO Yacy 3aTpUMKH
MOBUHHI  MPOBOAMTHUCH B HAIMpPSIMKY
CBOEYACHOTO aHaNli3y HaBaHTKEHHS Ha
KOHTPOJIEpH IPOrpaMHO-0P1EHTOBAHOT
Mepexi. Pesynbrarn anamizy sikoro, 4epes
MoNaNbIIUK  po3moAiT  Tpadiky 3amuTiB
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MOKYTh 3a0€3MeUNTH BUKITIOUCHHS BIUTUBY SIK
ocobnmuBoCTel po3poOku enemeHTiB 13 Tak 1
BIJTUB MOXXJIMBOCTEH MPOrpaMHO-arapaTHux
KOMIUIEKCIB Ha 3arajbHy €(eKTUBHICTh
ynpasininas Beiei loT-cucremu [13, 14].

Takum  umHOM, TOOYIOBH  MeEpex
IHTEepHETY peueit TUIS yIIpaBIiHHS
iHpacTpykTyporo  MmictTa  TpH  YMOBI
3aJIy4yeHHs 110 i (bYHKIIOHYBaHHS
MikpocepBicHoro II3 BuMarae mnpoBeneHHS
psAy HAyKOBUX HOCHTiKeHb. OCHOBHUMH 3
HaIpsIMKIB SIKOTO MOXYTh OyTH:

- po3poOka MexaHi3MiB aHamizy
HaBaHTakeHHA B  loT-cucremax, sAki O
JO3BOJIWJIM  MIHIMI3YBaTH dYac BHU3HAYCHHS
JOJTAaTKOBHX 3aTPUMOK Tpadiky 1 3MIHH
CTPYKTYPH MOTOKIB KOPHUCHUX JTaHUX.

— noOyoBa CTPYKTYPH B3a€MOJii TyMaHHUX
Ta TpaHUYHUX OOYMCICHh B  MEXKax
MikpocepBicHoro II3 3 ypaxyBaHHSM 3MiH
JUHAMIYHOCTI KOPUCTYBaUiB;

— po3poOKa HOBHX, HAyKOBO OOIPYHTOBaHHUX
MoJIeNiel B3aeMOJlli TyMaHHUX 1 TPaAaHUYHUX
0oO4YHCIIeHb, SIKi, 32 PaXyHOK paIrlioHaJIHHOTO
BUOOpY MPUCTPOIB TyMaHHUX OOYUCIICHB SIK1
MOBUHHI  3a0e3neunuTd  (YHKIIOHYBaHHS
MmikpocepsicHoro 13 mpu ymoBi MiHiMmi3anil
Yacy BUKOHAHHS 3aB/IaHb;

— po3poOKa Ta YIOCKOHAJICHHS METOIUK Ta
METONIB TPOTHO3YBaHHS HaBaHTAKEHHsS Ha
KOHTpOJIEp  IPOTrpaMHO  KOH(QIrypOBaHHUX
MEpEeK, K1 TTOBUHHI 3a0e3neunTu
BUKJIIOUEHHs 3anexHocTi I3  ympaBniHHS
MepexamMu BIJI 0co0IMBOCTER
(YHKIIIOHYBaHHS amapaTHO-TIPOrPAMOBAHHUX
KOMIUIEKCIB PI3HUX BUPOOHHKIB.

BupimeHnHs Bumie TNOmaHWX 3aBIAaHb B
iI0MY, qyepes 3MEHIIICHHS qacy
BIAMpAIIOBaHHS  OKPEMHUX  3alHTIiB  Ta
YacTKOBUX  3aBlaHb, Oyae  CIOpUSATH
T IBUIIICHHIO SIKOCT1 (PYHKITIOHYBaHHS MEPEK
iHTepHeTy peuell mnpu 3amydeHi 1l 110
yIpaBIiHHS 1HPPACTPYKTYPOIO MicCTa.

BHUCHOBKU

TakuM 4YHMHOM, MaTeMaTH4HI MOJIEJI,
30KpeMa  Teopiss dYepr, € BAKIMBUMH
THCTpYMEHTaMH I YIpaBiIiHHS TpadikoMm B
IoT-cuctemax  po3ymHHX  MicT. Bonu
JO3BOJISIIOTH HE TiTIBKH YHHUKHYTH
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MepeBaHTAXEHb, ane W  3a0e3MeuuTH
cTablIbHy Ta €(EeKTHUBHY pPOOOTY CHCTEMH,
0 € KPUTHUYHO BAXIMBUM JUISI MIiChKOL
1HQpPaCTPYKTYypH  BEIIMKUX  arjIOMEpallii.
Yemimue BrpoBamkeHHs loT-cucreM s
YOpaBIIHHSA  MICBKOIO  1HGPACTPYKTYpPOIO
BiJIKpMBA€ HOBI MOMUIMBOCTI JUIsl ONITUMI3aIlii
BUKOPUCTAHHS  PECypCiB, TT1IBUIIICHHS
HAJIHOCTI MICBKHX CEpBICIB 1 TTOKpPAIICHHS
YMOB JKUTTS MemKkaHmiB. OpHak s
JOCATHEHHSI LUX LiJIel HeoOXiTHO peTeabHO
MIIXOIUTHA bi (o) BHOODY MepEexKEBOT
apxiTekTypu, 3a0e3neueHHs  Oe3meku 1
YIPaBIIHHS arperoBaHuM TpadikoM, meperTr
70 3aCTOCYBaHHS HaMOULIBLI parlioHaIbHOT
apXITEKTYpH MPOrPaMHOTO 3a0€3MeUCHHS IS
yhnpaBiiHHA — TpadikoM cuctemMu Ta il
3aCTOCYBaHHS TPHU YIPABIIHHSA MIiCHKOIO
1HPACTPYKTYPOIO.

B sxocTi pamioHanmbHOT apXiTEKTypHu
MpPOrpaMHOTO  3a0e3rmeueHHs B poOOTI
3aMpoONOHOBAHO 3aCTOCYBAaTH MIKPOCEPBICHE
nporpaMHe  3a0esmedeHHs. A came,
BH3HAYCHI MOro OCOOJMBOCTI Ta TMepeBard i
MOJaHI HAMpPsIMKK TMONAJbIIMX  HAYKOBUX
JOCHIDKEHb, sAKI OyayTh HampaBlieHI Ha
e(deKTuBHE 3aCTOCYBaHHS BKa3aHOTO
MIPOTPaAMHOTO 3a0e3MeUeHHs IS yIPaBIiHHS
iHppacTpykTyporo Mmicta uepe3 loT-cucremy.

science, Vol. 109, 67-74.  https://doi.org/
10.1016/j.procs.2017.05.296.

. IoT-enabled smart cities: A hybrid systematic

analysis of key research areas, challenges, and
recommendations for future direction | Discover
Cities [Springer] Available at:
https://link.springer.com/article/10.1007/s42162
-022-00195-2

. Madakam S., Ramaswamy R., Date H. (2019).

Quality of life. Palava smart city: A case study".
Global Business Review, Vol. 20 (3), 708-742.
DOI: https://doi.org/10.1177/097215091772182

. Networking Architectures and Protocols for IoT

Applications in  Smart Cities: Recent
Developments and  Perspectives [MDPI]
Available at:  https://www.mdpi.com/2079-
9292/12/11/2490

. Networking architectures and protocols for

smart city systems | Journal of Internet Services
and Applications [SpringerOpen] Available at:
https://jisajournal.springeropen.com/articles/10.
1186/s13174-018-0097-0

. On Wireless Sensor Network Models: A Cross-

Layer Systematic Review [MDPI] Available at:
https://www.mdpi.com/2224-2708/12/4/50

10.Wireless Sensor Networks: Applications |

IntechOpen Available at:
https://www.intechopen.com/chapters/73287

11.Ekaterina Oleynik, Sergey Revnivykh (2011).

GLONASS Status and Modernization. CGSIG
Meeting, September. https://web.archive.org/
web/20130921061015/http://www.navcen.uscg.

REFERENCES

. Markuts V. (2023). Zastosuvannia tekhnolohii
Internetu rechei v avtomatyzovanykh systemakh
upravlinnia resursamy. Stratehiia
ekonomichnoho rozvytku Ukrainy, No.52, 97—
111. https://doi.org/10.33111/sedu.2023.52.097.
111,

. Aggarwal A. (2019). Internet of things driven
perceived value co-creation in smart cities of the
future: a PLS-SEM based predictive model.
Journal of Computational and Theoretical
Nanoscience, Vol. 16. No. 9. 4053-4058. DOI:
https://doi.org/10.1166/j¢ctn.2019.8292.

. Garcia-Retuerta, D., Chamoso, P,
Hernandez, G., Guzman, A., Yigitcanlar, T.,
Corchado, J. (2021). An efficient management
platform for developing smart cities: Solution
for real-time and future crowd detection.
Electronics, Vol. 10 (7), 765. https://doi.org/
10.3390/electronics10070765.

. Gémez J. E. (2017). IoT for environmental
variables in urban areas. Procedia computer

SMART TECHNOLOGIES:
Industrial and Civil Engineering, Issue 2(15), 2024, 124-132

gov/pdf/cgsicMeetings/51/3 GLONASS CGSI
C_Oleynik.pdf

12.Shin Y., Kim E. (2018). PF-DOP hybrid path
planning for safe and efficient navigation of
unmanned vehicle systems. In Proceedings of
the 31st International Technical Meeting of the
Satellite Division of the Institute of Navigation,
ION GNSS+ 2018, Miami, FL, USA, 24-28
September 2018; Institute of Navigation:
Manassas, VA, USA, 2501-2517. DOI:
10.33012/2018.15978.

13.Koretskyi Oleksandr (2024) Architecture of
multifunctional application software
microservices. CydacHMI 3axHCT i1H(OpMAIIi,
3(59), 85-93. DOI:10.31673/2409-
7292.2024.030009.

14.Y. Romani O. (2022). Tibermacine and C.
Tibermacine, "Towards Migrating Legacy
Software Systems to Microservice-based
Architectures: a Data-Centric Process for
Microservice Identification," 2022 IEEE 19th
International ~ Conference  on  Software
Architecture Companion (ICSA-C), Honolulu,

131


https://doi.org/10.33111/sedu.2023.52.097.%20111
https://doi.org/10.33111/sedu.2023.52.097.%20111
https://doi.org/10.1166/jctn.2019.8292
https://doi.org/%2010.3390/electronics10070765
https://doi.org/%2010.3390/electronics10070765
https://doi.org/%2010.1016/j.procs.2017.05.296
https://doi.org/%2010.1016/j.procs.2017.05.296
https://link.springer.com/article/10.1007/s42162-022-00195-2
https://link.springer.com/article/10.1007/s42162-022-00195-2
https://doi.org/10.1177/097215091772182
https://www.mdpi.com/2079-9292/12/11/2490
https://www.mdpi.com/2079-9292/12/11/2490
https://jisajournal.springeropen.com/articles/10.1186/s13174-018-0097-0
https://jisajournal.springeropen.com/articles/10.1186/s13174-018-0097-0
https://www.mdpi.com/2224-2708/12/4/50
https://www.intechopen.com/chapters/73287
https://web.archive.org/%20web/20130921061015/http:/www.navcen.uscg.gov/pdf/cgsicMeetings/51/3_GLONASS_CGSIC_Oleynik.pdf
https://web.archive.org/%20web/20130921061015/http:/www.navcen.uscg.gov/pdf/cgsicMeetings/51/3_GLONASS_CGSIC_Oleynik.pdf
https://web.archive.org/%20web/20130921061015/http:/www.navcen.uscg.gov/pdf/cgsicMeetings/51/3_GLONASS_CGSIC_Oleynik.pdf
https://web.archive.org/%20web/20130921061015/http:/www.navcen.uscg.gov/pdf/cgsicMeetings/51/3_GLONASS_CGSIC_Oleynik.pdf

Architecture and construction

HI, USA, 2022, pp. 15-19, doi: 10.1109/ICSA-
(C54293.2022.00010.

Models for building Internet of Things
networks for city infrastructure management

Anastasia Kondakova, Oleksandr Koretskyi,

Abstracts. The work considers modern
approaches to the implementation of IoT
technologies for effective management of urban
infrastructure. The main focus is on the analysis of

network architectures used for data collection
and transmission in smart city systems. Various
network construction models are compared,
including single-hop and multi-hop networks, as
well as WSN topologies. The work focuses on the
advantages and disadvantages of these networks in
the context of energy consumption, scalability and
stability. Special attention is paid to hierarchical
models that allow to reduce energy costs and
increase network efficiency. The application of
IoT in key areas of urban infrastructure, such as
transport, energy and water supply, is analyzed.
The issue of cyber security of loT systems,

132

including authentication, data encryption and
ensuring communication reliability, is also
discussed in detail. The role of CPS and sensor
nodes that provide real-time monitoring and
control of urban resources is discussed separately.
Mathematical models for traffic optimization in
IoT networks are considered, in particular, the use
of queuing theory to ensure QoS. Conclusions
have been drawn regarding the effectiveness of
IoT implementation for urban resource
management, which allows to increase the
reliability of urban infrastructure and improve the
living conditions of residents. The use of
microservice software in IoT systems is
substantiated and the directions of scientific
research aimed at and its

implementation in IoT-systems of management of
infrastructure objects.

The study opens up new perspectives for the
application of IoT in smart cities and indicates the
need for further study of security and energy
conservation issues in such systems.

Keywords: IoT, urban infrastructure, smart
cities, WSN, energy efficiency, CPS, microservice
software

SMART TECHNOLOGIES:

Industrial and Civil Engineering, Issue 2(15), 2024, 124-132



Architecture and construction

KoHuenTtyanbHa moaenb (popMyBaHHA OOMeXeHb o4O BUKOPUCTAHHSA
3emenb

Onbkea lNempakosckka’, Mapis Muxanboea?

1.2 KniBCbKMIA HaUioHanbHWIA YHIBEpCcUTET OyAiBHULTBA | apXiTeKTypK
np-T MogiTpaHux Cun, 31, m.Kuie, Ykpaina, 03037
" petrakovska.os@knuba.edu.ua, orcid.org/0000-0002-9437-9730
2mykhalova.myu@knuba.edu.ua, orcid.org/0000-0002-2242-5507

Received 17.09.2024, accepted 30.10.2024
https://doi.org/10.32347/uwt.2024.15.1902

AHoranig. OaHuM 13  HaWBaXKIIMBIIIAX
MeXaHi3MiB 3a0e3MeueHHs €(EeKTHBHOTO Ta CTAJIOTO
BUKOPUCTaHHS 3€MEJIbHUX PECYpPCIB € IUIaHyBaHHS

3eMJICKOPUCTYBaHHSI. [MixBumenns
30aJ1aHCOBAaHOCTI BHKOPUCTaHHs 3eMejb, 30KpeMa
pu ¢dbopmyBanHi 00MeXeHb BHMarae

KOMITJICKCHOT'O MiJIXO/Y, 110 BKJIFOYA€E pallioHaIbHE
TUTaHYyBaHHS 3€MJICKOPHCTYBaHHS, 3aKOHOAABYE Ta
HOPMAaTHBHO-TIPABOBE PETYIIOBaHHS, 3a0e3IeUeHHS
EKOJIOTTYHOI CTabIIbHOCTI, CYCIUIbHY 3HAYYIICTh,
PO3BUTOK iHPPACTPYKTYpH, 3aTy4eHHs
3aIliKaBIIEHUX CTOPiH Ta TapaHTyBaHHsS iX TIpaB
BJACHOCTI Ta KOPUCTYBaHHS, BIPOBaHKCHHS
Cy4YaCHHMX TEXHOJIOT1H.

MeToro mBOro JOCHiKEHHS € TMPeICTaBICHHS
imeornorii TOOYIOBM  KOHIIENITYalbHOI MO
(hopMyBaHHS OOMEKEHb IIOA0 BHUKOPHUCTAHHS
3eMelb. ITig qac BOTO JIOCIIJKEHHS
BUKOPHCTOBYBAIHCSA METOOH  (haKTOPHOTO  Ta
CHUCTEMHOTO aHalli3y, a TaKOK KOMILICKCHOIO
aHaymizy. MeTosoM CTPYKTypHO-(DYHKI[IOHAIBHOTO
MOJICTIIOBAHHS OTPHUMAHO KOHIIENTYalbHY MOJEIb
dbopMyBaHHS OOMEXEHb IOJO BHKOPHUCTAHHS
3eMeEJIb.

Karouosi cjaoBa: 3eMeNbHI  pecypcH,
OOMEXEHHS 100  BUKOPUCTAHHS  3EMeEllb,
3allikaBieHi 0co0Ou, MPOCTOPOBHH  PO3BUTOK,
KOHIICTITyaIbHa MOJICIIb.

BCTVII

3eMenbpHI pecypcu — HalOUTbIe BaXKITUBUI
pecypce y mpolieci eKOHOMIYHOTO Ta COIlialb-
HOTO PO3BUTKY KOKHOI Kpainu. Tomy edexTu-
BHE YNPaBIiHHSA Ta BUKOPUCTAHHS 3eMEIbHHUX
pecypciB € KITFOYOBHM MUTAHHSIM
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Onbra MeTpakoBchKa

3aBigyBad kadegpu 3emneycTpoi
i KapacTpy

O.T.H., npod.

Mapia MuxaneoBa
npodpecop kadpenpu
3eMNeycTpolo | KajacTpy
K.T.H., AoL.

CTaJIOTO PO3BUTKY OUIBIIOCTI KpaiH CBITY.
Cknanuicte 3a0e3rnedeHHs 30alaHCOBAHOTO
PO3BHUTKY 3yMOBJICHA MDKIUCIUTIIIHAPHICTIO
3aBJaHb, SKi HEOOX1IHO BUPILITYBAaTH MPU KOM-
IJIEKCHOMY BpaxyBaHHI 0aratbox, 4acoM cyIie-
pewBHX (HaKTOPIB 1 BETMKOIO KUTBKICTIO 3alli-
KaBJICHUX CTOPIH.

OmuuM 13 HaWBaXJIMBIIINX MEXaHI3MIB 3a-
Oe3reueHHs €PEKTUBHOTO Ta CTAJIOTO BUKOPHUC-
TaHHS 3eMEJIbHUX PECYPCIB € MJIaHYBAHHS 3€M-
JIEKOPUCTYBaHHS.

Ile mpormec, KU perynoe BUKOPUCTAHHS
3eMeNb INUIIXOM peani3aiii pi3HOMaHITHHX
IUTaHIB 3 YpaxyBaHHSIM MPUPOTHHUX, MICTOOY -
BHHUX, COI[aJbHO-€KOHOMIYHHMX Ta €KOJOIld-
HUX YMOB. IcCHY€ TakoX MO TepuTopii Ha pi-
3H1 30HU 3 BU3HAYEHUMHU pPErjlaMeHTaMU Ta 00-
MEXXCHHSIMH BHKOPHCTAHHS 3€MENb K CKJa-
JI0Ba MJIaHYBaHHS 3eMJIEKOPUCTYBaHHS.

3emiiss — 1i€ Bpas3JIMBHM pecypc, 1110 MoTpe-
Oye 3aXHCTy Ta PEryJIOBaHHS 3 OOKY JepiKaBH.
BpaxoByroun cki1a10Bi ipaBa BIACHOCTI Ha 3e-
MJTIO BCl OOMEXXEHHS ITUX TTPaB MOXKHA PO3TJIs-
JaTH B €KOHOMIYHOMY, COILIabHOMY 1 €KOJO-
TIYHOMY acIeKTax.
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3abe3neueHHs 30aJaHCOBAHOTO, €(PEeKTUBHOTO

BUKODHUCTaHHS  3€MeNb, 30KpeMa  IIpH
dbopmyBaHHI 00MeKEeHb BHMarae
KOMIUICKCHOTO ~ MiAXOAy, IO  BKJIIOYAE
parioHaibHe IUTAaHYBaHHS
3eMJIEKOPHCTYBaHHS, 3aKOHO/IaBYE Ta
HOPMAaTHBHO-TIPABOBE peryinoBaHHs,

3a0e3neyeHHs] EeKOJOTiYHOi CTaOlIbHOCTI 1
CYCHUIBHOT 3HAYyIIOCTI, PO3BUTOK
iHppacTpyKTypH,  BpaxyBaHHs  IHTEpECIB
3alliKaBJICHUX CTOPIH Ta rapaHTYBaHH iX MpaB
BJIACHOCTI Ta KOPWCTYBaHHSI, BIIPOBA/KCHHS
Cy4acHUX TeXHoJIOTii. OKpiM IIbOTO, OCHOBOIO
Oy/Ib SIKOTO YIPABIIHCHKOTO PIIIEHHS € aHaTi3 1
oliHKa (aKTOpiB, sIKi 0OyMOBITIOIOTH KiHIICBUI
pe3ynbTar.  3aCTOCYBaHHS  KOMILJICKCHOTO
X0y JI03BOJISIE 3a0e3meunTu
30alaHCOBaHUN  TPOCTOPOBHHM  PO3BUTOK,
BKJIIOYAIOYM  COIIaJibHY, CKOJOTIYHYy  Ta
€KOHOMIYHY CKJIQ/IOBY.

META TA METOIU JOCIIKEHHA

Meroro IBOT'O TOCIII IKEHHS €
IIPEJICTABIICHHS imeomnorii noOy10BU
KOHIIENTYaJIbHO1 Mozeri dbopMyBaHHS

00OMEeKeHb 11010 BUKOPUCTAHHS 3€Mellb.

[Tix wac gocmiKeHHS BUKOPUCTOBYBAIUCS
MeTonu (paKTOPHOTO, CUCTEMHOI0 aHaji3y, Ta
KOMITJICKCHOTO aHajii3y. MeToJoM CTpyKTypHO-
(YHKILIOHATTBHOTO MOJICJIIOBAHHSL  OTPUMAaHO
KOHIICTITYaJIbHY MOJIeNb bopmyBaHHS
00OMEKeHb L1010 BUKOPUCTAHHS 3€Mellb.

PE3VJIbTATU JOCIIIIDKEHbB

[TpocTopoBuii po3BUTOK — 1€ MPOLIEC, B Ha-
CJTIJIOK SIKOTO BiJIOYBAIOTHCS 3MIHHM B IHTCHCHUB-
HOCTI 1 pO30CepeKeHHI Pi3HUX BUIIB isITHHO-
CTi B IEBHOMY IPOCTOPI Ta 3B A3KiB Mi’K HUMH,
1 Oe3nocepeHbO TMOB'SI3aHUM 13 TEPUTOPiaNIb-
HUMH (MICTOOYIIBHUMH) CHCTEMaMHU, 5IKi € Cy-
KYIHICTIO MIPOCTOPOBO-OPTraHi30BaHUX 1 B3ae-
MOTIOB'SI3aHUX TEXHIYHO OCBOEHUX TEPUTOPIH,
OyniBenb 1 COpy, JOPIT 1 IHKEHEPHHUX CIIO-
pyad, CHUIBHO 3 NMPHPOJHHUMH KOMIIOHEHTaMH.
HeonminHOIO yMOBOIO 30a1aHCOBAHOTO MPOC-
TOPOBOTO PO3BHUTKY € BpaXyBaHHS B3a€MO3B's-
3KiB MK OCHOBHHUMHM CTPYKTYPHUMH €JIEMEH-
TaMH TEPUTOPIH, OIIHKA 1 TPOTHO3YBAaHHS HAC-
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JAKIB iX 30epexeHHs 1 nmopyueHHs. Becranos-
JICHHSI OOMEXEHb 010 BUKOPUCTAHHS 3eMeJTb
0e3mocepeIHbO TIOB S3aHO 13 3aBAAHHSIMH IIPO-
CTOPOBOTO TUIAHYBAaHHS 1 CKJIQJIOBUMH TIpaB
BIIacHOCTI Ha 3emuto [1, 8, 9, 12].

Oco06MBOCTI PI3HUX €TAITIB PO3BUTKY MPOC-
TOPOBOTO IIAaHYBAaHHS B YKpaiHi UTIOCTPYIOTh
TpaHnchopmarllio miaxoAiB 10 HakIagaHHSI 00-
MEXCHb Ha BUKOPUCTAHHSI 3€MEllb.

PerpocnexktuBa popmyBaHHS O0OOMEKEHB
1010 3€MJICKOPUCTYBAHHS 1TIOCTPYE, IO Iei
MPOIIEC PO3BUBABCS Y BIJIMOBIIb HAa 3MIHY CYC-
NUTBHUX MPIOPUTETIB, EKOHOMIYHHUNA THCK, €KO-
JIOT14HI TTpOOJIEMHU Ta MPaBOBI KOH(MIIIKTH 1 Bi-
no0pakae MOCTIHHY afanTaliio CycrijabCTBa 10
HOBUX YMOB Ta BUKJIHKIB. CydacHi 0OMEKCHHS
y BUKOPUCTaHHI 3€MeJIb CTal0Th e Oiabi Oa-
raTorpaHHUMHU. BOHU BpaXxOBYIOTh SIK €KOJIOTi-
YHI, TaK 1 COI[iaJIbHI, EKOHOMIYHI aCIIEKTH, 30K-
peMa mpaBa MiCIIeBUX TpoMaj, 30epeKeHHs Oi-
OpI3HOMAHITTS, 3amoliraHHs jAerpagamii 3e-
MeJIb Ta BIUTMB HAa 3MIHH KJIIMAaTy. 3’ IBJISIOTHCS
HOBI TE€XHOJIOTI Ta MiAXOMH, Kl JO3BOJSIOTDH
O1JIBLII TOYHO BU3HAYATH HEOOX1THI 0OMEKEHHS
Ta iX BIUIMB Ha HaBKOJHWIIHE cepenoBuiie. Lle
TIOHSTTSI €BOJIIOIIIOHYBAJIO BiJl MPOCTHUX OOMe-
KEHb, CIIPSIMOBAHUX Ha 30E€PEKCHHS 3EMEIlb-
HUX PECYpCiB y JIOKaJIbHOMY MacmTabdi, 110
CKJIaJTHOi CUCTEMH HOPM 1 CTaHJAPTIB, SIKi Bpa-
XOBYIOTh TJI00QNIbHI BUKIUKH [2, 4, 5, 7].

[Mocunenus yBaru 10 0OMeXeHb Y BUKOPHC-
TaHHI 3€MeJlb CIPSMOBAHO Ha 3a0e3MeUeHHS
30aJIaHCOBAHOCTI EKOHOMIYHHUX, CKOJOTTYHHUX 1
COIIAIbPHUX CKJIAJA0OBUX PO3BUTKY TEPUTOPIN 1
BUKOPHUCTaHHS OKPEMHUX 3eMENbHUX IISTHOK.

Ha ocHoBi pe3ynbTariB, oTpuManux B [11,
14,15] 3anponoHoBaHa KOHIIENITyaJlbHA MOJAENb
dbopMyBaHHSI OOMEXEHb MIOJI0 BHKOPUCTAHHS
3eMeJb K OJHOTO 3 MEXaHI3MIB 3a0e3meueHHs
30a7J1aHCOBAHOTO MPOCTOPOBOTO PO3BHUTKY TE-
putopiii (Puc. 1).

B ocHOBy moOynoBU KOHIIENTYadbHOI MO-
Jeml TOKJIAJCHI TPHWHIMIN SKI BHU3HAYAIOTh
KJIIOYOBI IPIOPUTETH Ta MPABUIIA, 32 SIKUMH Ma-
I0Th (opMyBaTHUCI OOMEXKEHHS, BPaXxOBYIOUH
IX coliaJIbHHAM, E€KOJOTIYHUHA 1 €KOHOMIYHMMI
BIUIUB 1 HACHIAKH.

[IpoBeneHuii aBTOpaMu aHaji3 UIIOCTPYE,
0 BCl OOMEXEHHsSI MalOTh KUIBKICTI 1 SIKICHI
XxapakTepucTuku. O6’€KTOM BCTaHOBIIEHHS 00-
MEXEHb MOXYTh OyTH c(hOpMOBaHiI 3eMeNbHI
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TUISIHKA, CYKYIHICTh 3€MENbHHUX AUISHOK/3e-
MEJBLHUNM MacuB 200 TEPHUTOPI.

CBO€T Iii mpW mepexoni IpaBa BIACHOCTI Ha
3eMeNIbHY JUISHKY, Taka iH(opmarlis mae OyTu
BKe 3a(ikcoBaHa Mpu HAOYTTI paB BJIaCHOCTl

FAPAHTYBAH
HATIPAB

OB’€KTHBHICTb
TA BIJIKPHUTICTh

NPHHLIHITH

o !

[EPEBASKAHH
S IHTEPECIB

HUIICHOCTI I
BOPMYBAHHA ||

MIHIMI3ALIISA
EKOHOMIYHHX

OPIEHTOBAHICTb
HA 3BEPEXKEHHA HC

| p————— e R T T T T T T T T T T T T T

METOIH |$ NPABOBI TUIAHYBAJIbHI AJIMIHICTPATHBHI EKOHOMIYHI TEXHOJIONTYHI |
|
HOPMATHBHO- JIOKYMEHTIH PO3IOPA/DKEHHA OLIHKA MPOCKTHI TONOIPADO- |
[HCTPYMEHTH | TPABOBE JEPKABHOTO TIIAHYBAHHS | | MOTOJDKEHHA OMNOUATKYBAHHS || IEOAE3MYHI, KAPTOIPAGIYHI
3ABE3NEYEHHS SEMIEBIOPATHA 3ATBEPJIKEHHSA BIZIIUKOJIYBAHHA KAJIACTPOBO-PEECTPALIAHI 1
| TOKYMEHTALLLS KOHTPOTb 3BHTKIB I
e e L T
| 3BAJIAHCOBAHHIT IIPOCTOPOBHIT PO3BUTOK TEPUTOPII
PEE! Cg;ﬁm"g” AK OBMEJKEHHS LLOJI0 BAKOPHCTAHHS 3EMEJTb PEECTPYIOTHCS IPH
OYHKLIOHAJIbHHI <:| 3 [IPHCBOCHHAM OBJIIKOBOIO BE3 MIPHCBOCHHS OBJIKOBOTO CDOPMY.,BAHHI
OB’€KT HOMEPY HOMEPA 3EMEJIbHOI AUUIAHKH
T
e e e e e e e -
> . i IMIHICTP# COLIAJILHO- ayHKWoHAILHO- [ gkonortunr || mewpoamt | vexdorennn (1
‘ BAKTOPH ||‘ MPABOBI || THOOPMALHI ‘ AIMIHICTPATHBHI | COIATEHO. e il |
S T T TN N
L T L L T T L L T T L L T T T T T T T T T
PO3MOPSTHAK |\' H '
‘ & I BJIACHUK/KOPHCTYBAY | OMC | I OBB | ! E OMC OBB |
I |
- — I /H/ e .
‘ BOPMA BIACHOCTI |‘ MPUBATHA KOMYHAJIBHA JIEPKABHA :: KOMYHAJIBHA | JIEPAKABHA i|
____________________________________________________________ e
e e == \ ——r— |
[ OB’€EKT |‘ i | SEMEJIBHA IVAHKAGMACTHHA 371 ‘ ‘ CYKYTHICTh 3/13EMEJIbHHA MACHB ] 1 | TEPHTOPIA |I
1
i lem oo CCC S-S CCSSCSC--CS---ISCSC-S=T==========================- : |
‘ 3ALIKABJIEHI OCOBH ‘ ‘ BIACHHK/KOPHCTY R H TPOMAJIA || CYBEKT FOCTIOTLAPIOBAHHS || oMC | oBB
IBEPEKEHHS 3ABEIIEYEHHS SABEINEUEHHS COIATIBHOT 3EEPEEHHA EKQJIOrHOL BUTHOB/EHHS TEPTORIH
NEPEAYMOBH TIPHPOJIHHX EKOHOMIYHOI CIIPABE/UIMBOCT] TA 3AXHCTY CTABUIBHOCTI TS GOHOBIX Bl
PECYPCIB EGEKTHBHOCTI PO3BHTKY HACEJIEHHA

Cropovea : 3[}, = 3EMENLHA AINAHKA, OMC - OPFAHWM MICLEBOTO CAMOBPAJYBAHHSA, OBB

- OPTAHW BUKOHABYOI BNAZI

Puc. 1. Konuenryansna Mozens popMyBaHHS 00MeXeHb I110/J0 BAKOPUCTAHHS 3eMETb
Fig. 1. Conceptual model of land use restrictions formation

[Tpu npomMy OOMEKEHHsS TMpaB BIACHOCTI MO-
KyTh OyTH CIIPSIMOBaH1 Ha Pi3HI CKJIa/I0B1 ITPaB:
MIPaBO BOJIO/IIHHSI, IPABO KOPUCTYBAHHS, TIPABO
PO3MOPSKEHHS. Y BHUIAJKY, KOJIU 00 €KTOM
oOMexeHHs € chopMOBaHa 3eMeNlbHA TUISHKA,
3a00pOHM MOXYTh PO3IMOBCIO)KYBAaTUCh Ha
BCIO 3eMeJIbHY AUIIHKY abo ii yactuny. Y pasi
KOJIM 3eMeJIbHI TUISTHKA He chOpMOBaHi, MOBa
fJe mpo 3eMeNbHI MacWBU BiTBHI Big 3a0y-
noBU a00 3a0y0BaHi TEPUTOPIi.

3 TOYKM 30py KOHTPOJIIO 3a JOTPUMAHHSAM
oOMexeHb HaOyBae 3HaYeHHsI (hopMa BIaCHOCTI
3eMellb, K1 MOTPAIUIAIOTh B 30HY /i1 0OMEKEHb.
VY pa3i gepkaBHOI 1 KOMYHaJIbHOI BJIaCHOCTI
OpU BUpIMICHHI LUX MUTaHb HE BUHHUKAE
JOJIaTKOBUX TpoOieM. Y pas3l TIpHUBATHOI
BJIACHOCTI Ha 3€MJII0, BJACHHK Mae OyTu
poiHGOPMOBaHMIA TIPO BCl OOMEKEHHS, SKI
HAKJIaJaloThCsl HAa WOTO 3EMENbHY IUISHKY.
BpaxoByroun 1o oOMeXeHHSI HE MPUIMTUHSIOTH
SMART TECHNOLOGIES:

OnHak OOMEXEHHS TaKoXXK MOXYTh OyTu
BCTAHOBJIEHI B  TMPO-IIECI  BUKOPHUCTaHHS
3eMeNnpHOI JUISHKU. B TakomMy BHUNAAKY
BCTAaHOBHUTH OOMEXEHHS Ha 3eMJISIX TIPUBATHOI
BJIACHOCTI MO’KHA TIJIBKH 3a 3rOA0I0 BJIACHUKA
abo yepe3 Ccyl.

B pe3ynbrari 10CHiKEHHSI CBITOBOTO JOCBIAY
BCTAHOBJIEHHS OOMEXEHb, aBTOpaMH OyiI0o

CHCTEMATU30BaHO epeayMOBU ix
dhopmyBaHHS:
e 30epeKeHHS MPUPOTHUX PECYPCIB;
e 3a0e3neueHHsT eKOHOMIYHOI e(PEeKTUBHOCTI
PO3BHUTKY TEPHUTOPIi;
e 3a0e3MeueHHs COIliaabHOI CIIPABEIITUBOCTI
Ta 3aXUCTY HACCIICHHA,
e 30epekeHHs €KOJIOTIYHO1 CTa0lTbHOCTI.

3okpema, B VYkpaiHi, Ticast
MoBHOMacIITaOHOro BTOoprHeHHs Pocii Ha
TEpUTOpit0  YKpaiHW, BHHHMKIA JOJATKOBA
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HEOOX1HICTh Y BCTAHOBIICHHI 0OMEXEHb 111010
BUKOPUCTAHHS 3€MeJIb, 1OB’s13aH1 3 00HOBUMU
TisIMM,  pPYHHYBaHHSMHM 1  HEOOXIIHICTIO
BIIHOBJIEHHs TepuTopiid. HeoOximHicTh Bke
3apa3 TOTyBaTu MiAIPYHTS Ul BiHOBJICHHS 1
PO3BHUTKY TEPUTOPI HE BU3MBAE CYMHIBY 1 €
Iy)X€ BaXJIMBUM KPOKOM B MaiOyTHe. Ane Iii

MIATPYHTS MaOTh OyTH BHBOXCHHUMH 1
30pi€EHTOBAaHMMHU HA €(PEKTUBHUN PE3yNbTaT Bijl
3aCTOCYBaHHS Ta 3aKOHO/IaBUO
BPETY/IbOBaHUMHU.

B3aemoy3rompkeHHs 1epKaBHUX, TPOMAICHKHX
Ta MPUBATHUX IHTEPECIB € OJHUM 13 TIPUHIIHITIB
dbopmyBanHs obmexenb [10]. Opaum 13

MEXAaHI3MiB 3a0e3eYeHHS TaKoro
B3a€MOY3TOPKEHHS € MIPOBEJICHHS
TPOMAJChKUX  CIyXaHb 1  TI'POMAJICBKHX

obroopens [19]. B poGori Oyma mpoBencHa

imeHTH]IKaIlis 3aiKaBIeHUX 0ci0 1 BU3HAUEHI,

BpPaxOBYIOUH METY JTOCTIPKCHHS, OCHOBHI TPHU

IpylId  PECHOHJCHTIB  IHTEpecH,  SKHX

MIPUHITATIOBO BiJPI3HAIOTHCS:

®  3eMIJIEBJIACHUK/3EMJIEKOPUCTYBAY;

e TepuUTOpiabHA TPOMAJIA;

® Opras MiICIIEBOTO CaMOBPSAyBaHHs/ OpraHy
BHUKOHABUO1 BJIAJIN;

e (paxiBeup 3 MUTaHb MO0 BCTAHOBJICHHS
oOMeXeHb (3eMJICBITOPSITHUK,
MiCTOOY/IIBETbHUK, TEOJE3UCT, apXiTEKTOP
TOIIIO).

Takuii BuOip 3anikaBaeHux ocid 00yMOBIeHUN

HAaCcTymHUM. BracHUKIB 1 KOpUCTyBadiB B

Nepury 4epry IiKaBUTh BIUIUB 0OMEXEHb Ha 1X

HEPYXOMICTb. TepuTopianbHa rpoMaay
MPEICTABISIIOTh MEIIKAHIIl, SIKI B CBOIO Yepry
TeK €  3eMJICKOPHCTYBadaMu  3eMeJb

KOMYHaJbHOI BiacHOCTi. OpraHu MicleBOro
CaMOBpSAYBaHHS 1  BUKOHABYOI  BIAIH
OIIKYIOTbCS 1HTEpEeCaMy IpoMaJl i 3araJbHUMHU
cycniibHUMH. DaxiBIli 3 MTUTaHb BCTAHOBJICHHS
OOMEXeHb  3allikaBJICHI B  JOCKOHAJIUX
TEXHOJIOTIYHUX MPOLEAypax BCTAHOBJICHHS
OoOMeXeHb  SIK  00’€KTy  MiCTOOYIiBHOTO
TUTaHYBaHHS, 3eMJICYCTPOIO, Ka/1acTpy,
€KOJIOT1YHOI OL[IHKHU TOIIIO.

Bpemti permir, 100 MPaBUIBLHO
peainizyBary npouec GopMyBaHHS OOMEXEHb 1
3a0e3meunTH iX OOIPYHTOBAHICTH 1 COIIAIIBHO-
EKOHOMIYHY 1 EKOJOTiyHy 30allaHCOBaHICTb,
HEOoOX11HO peTenpHO BUBYNATH Ta
npoaHasizyBaTi (akTopH, sKi BIUIMBAIOTH Ha
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el mpolec, a TaKoK BU3HAYUTU BAroMiCTh
KOXKHOTO 3 HUX. OOTpyHTOBaHICTh
BCTaHOBJICHHS OOMEXEHb Yy BHUKOPUCTAHHI
3eMellb, 1X JIETITUMHICTh Ta JOLIJIBHICTE MOXKE
OyTH JOCSATHYTO TpH BpaxyBaHHI HU3KU
(dakTopiB, sKi OOYMOBIIOIOTH II€H Mporec i
BHU3HAYAIOTh MOTO HACTIIKH.

Y pobGoti [14] Oymm mnpoaHamizoBaH1
pe3yabTaT JOCTIDKEHHS WION0 ITyOJiKaIiid
BITUM3HSHUX Ta 3aKOPAOHHHUX HAyKOBIIiB,
HOPMAaTUBHO-TIPaBOBOI  0a3W,  JIepiKaBHHUX
iH(OopMaIitHUX pecypciB, BIAKPUTUX TaHUX Ta
pI3HHX  BUAIB JIOKYMEHTalii 3 THTaHb
BCTAHOBJICHHS PI3HUX BUIIB 0OMEKEHb, TAaKUX
K MicToOyniBHI Ta 3emueBnopsani. Lle
JOCIIDKEHHST BUSIBUJIO CYKYITHICTH (DaKTOpiB,
AK1 HEOOXiHO BpaxoBYBaTH NpU (OpPMYBaHHI
OOMEKEeHb IOAO0 BUKOPHCTAaHHS 3€Melb, Ha
OCHOBI JIETQJIBHOTO aHaji3y JiTepaTypHHUX
TDKEpe, PaKTUIHOTO JOCBiTy Ta
HOPMaTUBHO-TIPABOBOTO PETYIIOBAHHS.

Best cykymHicTh  mocmimkyBaHuX — (DaKTOpIB,
aBTOpaMH 00’€lHAHO y BICIM TEMaTHMYHHUX

Tpym: MIPaBOBI; aJMIHICTpaTHBHI;
iHpOopMariiiHi; eKOJIOT1YHi; NIPUPOIHI;
COLIAJIbHO-€KOHOMIYHI; (GyHKITIOHATBHO-
MPOCTOPOBI; TeXHOTeHHi [ 14].

OOMexxeHHs MOYKHA BBa)KaTH
chopMOBaHMM 3  MOMEHTY  BHECEHHS

iH(dopmarlii B 1epkaBHUN 3eMENbHUN KaacTp

[16,20].  IIpoBemenmii  amamiz  HAOyTTA
JIETITUMHOCTI  JO3BOJIMB  BU3HAYUTH  JBa
BapiaHTH  peecTpalii  OOMEXEeHb  IIOJO

BUKOpUCTaHHS 3eMellb. B mepuiomy BuUmanky
1o JI3K BHOCATBCS BIIOMOCTI PO OOMEKECHHS
y  BHUKOPUCTaHHI  3eMeldb Ha  MIiJCTaBi
3eMJICBIIOPSIHOT  JIOKYMEHTaIlii, JOTOBOPY,
pimenns cyny [17, 18]. B takomy Bumagky
OOMEXEHHsS 100 BHUKOPHUCTAHHSA 3EMeEJb
PEECTPYIOTBCST K €IUHUN (PYHKIIOHATHHUIMA
00’exT. B pe3ynbrari peectpaiiii B AepKaBHOMY
3eMeNbHOMY KazacTpi 00’€KTYy MPHUCBOIOETHCS
oOmikoBuit  HOMEp. B nmpyromy Bumaaky
BCTAQHOBIICHHSI OOMEXEHb 3MIMCHIOETHCS Y
MpoIieci JIepKaBHOT peecTparlii  3eMeTbHUX
ninstHoK. OOMEXeHHS 100 BUKOPUCTAHHS
3eMeJIb BCTAHOBIIIOIOTHCS BUKIIIOYHO B MEXaX
3eMeNbHOT JUIAHKH, siKa (opMmyeThcs. B
TaKOMY BHUIIAJKy OOMEKEHHS PEECTPYETHCS B
JepXKAaBHOMY  3e€MeJIbHOMY  KamacTpi  0e3
MIPUCBOEHHS 00JIIKOBOTO HOMEDA.
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BHUCHOBOK

B pe3ynbTrari cucTeMaru3aiii 1
CTPYKTypH3allii CYKYIMHOCTI OOMEXEHb Ta
aHalizy TIepeagyMOB Ta  NPUHIMIIB  IX
BCTAHOBJICHHS BH3HAYEHO, IO OOMEXKCHHS
MOKYTh BIUTMBATH Ha COIiaJIbHI, EKOHOMIYHI 1
€KOJIOT14HI aCIIeKTH BUKOPUCTAHHS 3€MEIbHUX
IUISHOK 1 PO3BHTKY 3emenb. Ha mincrasi
pe3ynbTaTiB JTOCITKCHHS aBTOpaMH
po3po0bieHo KOHIIENTyaJIbHY MOJIEeNb
(dhopMyBaHHS OOMEXKEHb IIOAO BUKOPUCTAHHS
3eMellb.

3anpornoHoBaHa MOJETb LIIOCTPYE, IO
BCTaHOBJICHHSI OOMEXeHb Mae Oa3yBaTHcCs Ha
KOMIUIGKCHOMY  TJIXOAl Ta  BpaxyBaHHIO
ocobnuBocTel 00’€kTa Ta cy0’ekra, (hakTopiB
BIUIMBY, @ TaKOX 3aJy4EHOCTI 3aIllKaBJICHHUX
CTOpIH Ta BpaxyBaHHI JEpKAaBHUX,
IrPOMaJICHKHUX Ta MIPUBATHUX 1IHTEPECIB.
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Conceptual model of land use restrictions
formation

Olga Petrakovska, Mariia Mykhalova
Abstract. One of the most important
mechanisms for ensuring efficient and sustainable

use of land resources is land use planning.
Improving the balance of land use, in particular in
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the formation of restrictions, requires an integrated
approach, including rational land use planning,
legislative and regulatory regulation, ensuring
environmental sustainability, social significance,
infrastructure development, stakeholder
involvement and guaranteeing their property and
use rights, and the introduction of modern
technologies.
The purpose of this study is to present the ideology
of building a conceptual model of land use
restrictions. In the course of this study, the methods
of factor and system analysis, as well as complex
analysis were used. By the method of structural and
functional modeling, a conceptual model of the
formation of restrictions on land use was obtained.
Keywords: land resources, restrictions on land
use, stakeholders, spatial development, conceptual
model.
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